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 Revision History 
 

Revision Date Author Description of Changes 

1.0 05/26/2014 Octavio Colantonio Manual Created. 

1.1 21/12/2017 Peter Punzalan Updated manual with no card list version 

2.0 04/06/2020 Peter Punzalan Updated screenshots and new software update 

 

This guide is for end users and is intended to help in the configuration and programing of the WatchNET 

Access Control System.   

Click on the Desktop Icon  

 
 

The default User is Administrator and the default Password is watchnet. You will have an opportunity to 

change the password later in the software settings.  

NOTE: In case the password is lost and no back-up was done then you have two option: 1st is to 

uninstall and reinstall the software and 2nd is call technical support and give them access to the server 

to reset the password. 

 

After entering the password the main window will display: 
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On the left you will have Tabs which are for Access, Maps, Intrusion and CCTV. Please make sure that 

you are on the Access Tab and lock this by clicking on the lock pin on the right hand top corner of the 

Access Tab window. In the locked position this pin will be in the vertical position. 
 

 
 

In the middle of this window is where we add a map and on the right the video will be displayed. At the 

bottom of the window you have the events that occur in the system. These windows are configurable 

and you can bring up or remove them based on what you need to see on the window. These windows 

can be closed by clicking on the x mark on the windows. 

We are now ready to start configuring and programing the system. 

 

NOTE: The Installer has already configured the database and has connected the panels which 

should be online. Please contact the Installer if the panels are offline. 
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Step 1 

Door Configuration 

Click on the Door Icon next to the Controller Configuration and the following window 

will be displayed. 

In the Parameters tab you can configure the status for door sensor and exit button, also times for lock 

to be open, handicap card, enable pin required and others,  for more information refer to full manual. 

 

 
 

In Door Status Schedule tab you can modify the status of the door, for example 8am-5pm it will be open 

from first card, means whoever comes after 8 and scan their card the door will stay open until 5pm. 
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In example above the it is set to opened from first card on 8:00 and goes back to normal at 17:00 which 

is 8am-5pm from Monday-Friday 

Note: Time format should be followed to modify the status schedule, must be 0-24hrs  
 

Below are the descriptions for the Entry status available. 

Open from 1st Card: Door opens as per the schedule depending on first valid card. If the fist  

                                     valid card is before the scheduled door open time then door closes after  

                                     access granted. If no valid card is presented on the door when it is set to  

                                     open from 1st card then the door stays closed. When a first valid card is   

                                    presented then the door opens and stays open as per schedule. 

Normal: Door opens normally with the presentation of a valid card, which means the 

door is always close and will only open when a valid card is presented 

Sleep: The system is effectively asleep and will not read a valid card. 

Always Open: The door is always open (unlocked). 

Always Closed: The door is always closed (locked) and even if the cardholder has access to       

that door it will stay closed (Locked). The Event Viewer will show Valid Card 

but the Door will remain locked. With this option the Door can only be 

unlocked by a Master Card.  

Card + PIN: Card and PIN required. 

APB:      Anti Pass back. 
Open/Closed:  Door status changes on valid card. First valid card will open door and it stays    

open until next valid card is presented. 
Group Card Mode(GCM): it requires a group card to open the door 
 
 

The next step is to configure the Door Access Schedule. 
In Door Access Schedule tab user can configure the time schedule a card can open a door. 
Each door will have 15 access schedule and each schedule will have 7 Time Zone to configure, in 
example below, Day Time Schedule is set from 8am-8:01pm from Monday to Friday, which means 
whoever has this schedule can only open the door from those times. 
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Step 2 

Departments 

Now that the Doors have been configured we will now configure the Departments. 

Click on the Departments  Icon to display the Department window. 
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The system comes preprogrammed with a Head Office and a Visitor department. Within the Head Office 

Department are Sub Departments. User can create their own departments or modify the existing one. 

 

Note: Creating Department is important for card holder; card holder needs to be assigned into a 

department to manage the access level. 
 

Step 3 

Creating Access Security Groups 

Access Security groups is important to manage the access level for a group or department, for 

example, creating a group time schedule for employee to be able to open door on allowed 

times, see screenshot below. 

 
 

 

 

Step 4 
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Enrolling Cards to the System by Personnel List 

There are two ways to enroll cards in the system. The first is the through the Personnel List and the 

second is by swiping a card on any reader. 

Click on the Personnel List  Icon and then Click on Add a Personnel  Icon. The Personal 

Information window will be displayed. 
 

  
 

Note: First Name, Department and Group are mandatory before moving to next tab. 
 

 

 

 

 

 

 

Next, click on the Card Tab. 

Enable Use Access Card first and input the number that shows on the card or you can scan the card on 

the desktop reader or system reader, make sure to enable the option at the bottom.  

 

Note: For more information of all other settings please refer to the full manual. 



 

Page 9 of 14                                      351 Ferrier Street • Markham, ON • L3R 5Z2 

PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 • FAX: 905-752-0186 
www.watchnetaccess.com / info@watchnetinc.com 

 
 

 

 

Next, click on the Access Level Tab. 

There is two ways on giving access level, first is by Security Groups and second is by Access Doors. 

For Security groups just select the created group you created from security group menu and that will 

assign the access level for the card. 
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Check the “Employees” security group name to assign access level 

 
Once you check the box it will move on the right side of the window indicating the access level is been 

set. 
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For Access Doors Please refer to full software manual. 
 

 

Enrolling Cards to the System by Scanning on the Reader first 

Scan the card on any reader and on card events double click the first event that shows invalid card and 

double click that event to open the personal information. 

 
This procedure is the same way of enrolling the card from the personnel list, you can do the same 

process again. 
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Step 5 

Running Reports 

Click on Reports from the Main Menu and select All Cards Event. 
 

 

Click on the Export Icon and enter the File name and Save as type and click the Save button. 

 
 

We can run different queries to get specific events records regarding different personnel, departments 

events etc.  

Click on Reports from the Main Menu and select and select Cards Events Filter. 
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Enter the Departments, Cardholders, Date Time and which Events and Doors and click the OK button. 

  
 

Select Print to print the report. 

The next report is the Time & Attendance report. 

The System displays an attendance report in accordance with the condition such as personnel, 

department, and record type. 

Click on Reports from the Main Menu and select and select Time & Attendance. 
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Enter the desired information and click the OK button 

 
You have the option to Print the report or save it. 

 

For all other menu and configuration please refer to full manual. 


