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Revision History

Revision Date Author Description of Changes
1.1 5/25/2018 | Peter Punzalan Created quick guide installation
1.2 9/20/2018 | Peter Punzalan Updated Software version to 1.2.2.9
1.3 04/06/2020 | Peter Punzalan Updated Software version to 1.2.5.0
1.4 06/08/2020 | Peter Punzalan Updated Software version to 1.2.6.0
2.0 04/21/2022 | Peter Punzalan Updated Software version to 1.2.15.0 and SQL to
2019
2.1 12/15/2022 | Peter Punzalan Added Aperio Lock Integration
2.2 12/13/2023 | Peter Punzalan Added new OSDP controllers

This quick guide installation will guide you on how to install the software and SQL server as well as adding

controller and card holders.

1.1 Installing Watchnet Access Integrated Security Management Software
Go to WatchNET Access Software — Jan 2024\WatchNET Access Software Installation\WA Software Version
1.2.21.0 and run or double click the .exe file.

SQL2019
=] SNixt

F WatchMET Access Integrated Security Systemns Software 1.2.21.0.exe
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ACCESS

Click “Next”

i.'_i-. WatchMET &ccess Integrated Security Systerns Setup

Welcome i, s
Welcome to the installer for WatchMET Access Integrated Security Systems 1.2_ ACCESS

Welcome
Welcome to the installer for WatchMET Access Integrated Security Systems 1.2,

It is strongly recommended that you exit all Windows programs before continuing with this
installation.

if you have any other programs running, please click Cancel, close the programs, and run this
setup again.

Ctherwise, click Mext to continue.

- Bk - Next > Cancel

Accept the terms of the License Agreement and click Next to continue.
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ﬁ WiatchMET Access Integrated Security Systerns Setup

License Agreement

Pleaze read the licenze agreement below and click Mest to continue.

WatchMET Access License Agreement A

1. Granting of the License "CwatchMET Inc. grants to wou the right bo use one
copy of the enclozed WatchMET Access program, [the Software], on a single
terminal connected ta a single computer (e, CPUY. ou may make one copy of the
Software for back-up purpozes for use on pour own computer. “ou must reproduce
and include the copyright notice of the back-up copy. ou may not netwark, the
Software or uge it on more than a single computer or computer terminal at any time,
unless a licenze iz purchaszed for each computer or terminal on the network, that will
uze the Software. v'ou may transfer thiz Software from one computer to another,
provided that the Software iz used on only one computer at a time. Y'ou may not
rent or leaze the Software, but pou may transfer the Software and accompanying
wiritten material and thiz license to another person on a permanent basiz provided o,

(®) | agree ta the terms of this license agreement

()| do ot agree to the tems of this icense agreement

N

¢ Back Mext = Cancel

Enter your Name and Company then click Next to continue.

ﬁ WiatchMET &ccess Integrated Security Systerns Setup x

User Information

Enter your user information and click Mest to cantinue.

M ame:
| Peter |

Company:
|'W'atchnet Inec |

¢ Back Cancel

Information listed, click Next to continue
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2. WatchNET

- ACCESS

Information

ﬁ WiatchMET Access Integrated Security Systerns Setup

Pleaze read the information below and click Mest to continue.

WATCHMETACCESS
WATCHMETACCESS
WATCHMETACCESS
WATCHMETACCESS
WATCHMETACCESS
WATCHMETACCESS
WATCHWETACCESS

Model waC-102
Model waC-202
Model waC-404
Model walC-408
Model WwaC-303
Model WaAE-016
Model wisl-168

Thiz "W atchnetdooess Integrated Securnity Systems License Aareement is
compatible with the W atchneticcess Senies of Access Controllers as follows:

¢ Back

Cancel

Copy and paste the serial number from the text file.

Serial Number

Enter your serial number and click Mext to continue.

E} WatchMET Access Integrated Security Systemns Setup

Serial Mumber:

< Back

Cancel

Open the SN.txt file (Included on the Installation folder), click Next to continue.
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ESN—NDtepad
File Egt Format  Wiew Help

WatchMET Access Integrated Security Systems Software ¥1.@

WV B0G77-9911-149

The Install program sets up the default database as MS5QL as per the following:

MSSQL user name: sa
MSSQL user password: watchnet

Watchnetaccess Default Operator:
Cperator: Administrator
Password: watchnet

Make sure “Server Installation” is selected then click Next

£, WatchMNET Access Integrated Security Systems Setup

Options
Select the options you want and click Mext to continue.

Installation Options:
Server / Client for this computer:

(@ Server I (O Client

Server Mame / |IP Address:

Length of Card Mumber
(@) 4 Bytes (") 8 Bytes
[] Installed in Vitual Machine - No License Dongle

Enable Administrator Privileges
Mote: Please read the options carefully, and choose what you want.

< Back - Nexd > Cancel

Note: Only check the box “Installed in Virtual Machine — No License Dongle” if you are installing it on a virtual

machine as this is needed for licensing in the future.
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. WatchNET

ACCESS

Check all features if needed otherwise only leave WatchNET Access Integrated Security Systems checked and
then click Next

£, WatchNET Access Integrated Security Systems Setup

Select Packages
Please select the program features that you want to install.

Program Features:
-] MU AN EY e BTSN | Access Control System, CCTV and Intrusion
-] Time & Attendance System

I:l Guard Tour { 1.37GEB }

I:l Meeting
D Visitar

-] Card Prirter
-] Map Manitor

€ >
Tatal space required: 575 6 MB

< Back - Next > Cancel

Click Next.

‘;_':‘,-. WatchMET Access Integrated Security Systems Setup

Installation Folder i,
Where would you like WatchMET Access Integrated Security Systems to be |nsta‘ﬂ'l=ﬂ¢E3-

The software will be installed in the folder listed below . To select a different location, either type in
a new path, or click Change to browse for an existing folder.

Install WatchMET Access Integrated Securty Systems to:
C:vProgram Files (x86)\WatchNET \WatchMNET Access Integrated Security Syster| | Change...

Space required: 1.65 GB
Space available on selected drive: 144.68 GB

< Back - Next > Cancel

Icon shortcuts can be installed on all windows users or current user only
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/_-.
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\ WatehNET

T

;?F
5 ;&_4

Ur

£, WatchNET Access Integrated Security Systems Setup

Shortcut Folder
Where would you like the shortcuts to be installed?

The shortcut icons will be created in the folder indicated below. f you dont want to use the
default folder, you can either type a new name, or select an existing folder from the list.

Shortcut Folder:
|WatchNET Access Integrated Securty Systems R

(@) Install shorteuts for cument user only
() Make shortcuts available to all users

< Back - Next > Cancel

Click Next.

ﬁ WiatchMET Access Integrated Security Systerns Setup

Ready to Install Watc

“ou are now ready toinstall WatchMET Access Integrated Security ACCES
Systems 1.2,

The inztaller now has enough information to install WatchMET Access Integrated
Secunty Syztems on pour computer,

The following settings will be used:
Inztall folder: C:\Program Files [#8E]\w atchME T atchMET Access Integrated Security
Systems

Shortcut folder: WatchMET Access Intearated Security Svstems

Pleaze click Mest to proceed with the installation.

¢ Back Cancel

Click Next to install.

Click Yes to install Microsoft SQL 2008 Server Express Edition
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Do you want to install Microsoft SOL 2019 Server Express
Edition?

Yes Mo

Note: If SQL is already installed on the computer, you can skip this installation by clicking No
Click Ok to continue

Choose Directory For Extracted Files >

Choose Directary For Extracted Files

LEXPR_ADW

Cancel Browse...

Wait for the extraction to be finish.

In the SQL Server Installation Center window click on “New SQL Server stand-alone installation or add features to
an existing installation.

W SOL Server Installation Center — O x
~
Planning % MNew SCL Server stand-alone installation or add features to an existing installation
Installati Launch a wizard to install 5QL Server 2019 in a non-clustered environment or to add
features to an existing SOL Server 2019 instance.

Maintenance
==4 Install 5QL Server Reporting Services

Tools ==

s8l] | aunch a download page that provides a link to install SOL Server Reporting Services.
Resources An internet connection is required to install S5RS.
Options Install SCOL Server Management Tools

Launch a download page that provides a link to install 50L Server Management
Studie, S50L Server command-line utilities (SQLCMD and BCP), 50OL Server PowerShell
provider, 5QL Server Profiler and Database Tuning Advisor. An internet connection is
required to install these tools.

g; Install SOL Server Data Tools

Launch a download page that provides a link to install 5QL Server Data Tools (S5DT).
S50T provides Visual Studio integration including project system support for Microsoft
Azure SOL Database, the SQL Server Database Engine, Reporting Services, Analysis
Services and Integration Services. An internet connection is required to install S50T,

ﬁ Upgrade from a previous version of SOL Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2019,
Click here to first view Upgrade Documentation

Microsoft SQL Server 2019

Check the “I accept the license terms” and click on Next.
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4 SOL Server 2019 Setup — [m| X

License Terms

To install SQL Server 2019, you must accept the Microsoft Software License Terms.

License Terms A
MICROSOFT SOFTWARE LICENSE TERMS

Global Rules

Microsoft Update MICROSOFT SQL SERVER 2019 EXPRESS

Product Updat: . .
rocuct Lpaates These license terms are an agreement between you and Microsoft Corporation (or one of

ealEerpliiss its affiliates). They apply to the software named above, which includes the media on which

Install Rules you received it, if any. The terms also apply to any Microsoft services or software updates
Feature Selection (except to the extent such services or updates are accompanied by new or additional
Feature Rules terms, in which case those different terms apply prospectively and do not alter your or

Microsoft's rights relating to pre-updated software or services). IF YOU COMPLY WITH
THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW FOR EACH SERVER YOU
PROPERLY LICENSE. BY USING THE SOFTWARE, YOU ACCEPT THESE TERMS. IF YOU
LmplEe DO NOT ACCEPT THEM, DO NOT USE THE SOFTWARE. INSTEAD, RETURN IT TO THE
RETANFR FNAR A RFEFIIND AR rRENIT If van rannat aléain s rafund thara candés-4

CERN |

Copy  Print

Feature Configuration Rules

Installation Progress

I | accept the license terms ancl Privacy Statement

SQL Server transmits information about your installation experience, as well as other usage and
performance data, to Microsoft to help improve the product. To learn more about data processing and
privacy controls, and to turn off the collection of this information after installation, see the
documentation.

< Back Mext = Cancel

Click Next >

4 SOL Server 2019 Setup — O

Microsoft Update

Use Microsoft Update to check for impertant updates

License Terms Microsoft Update offers security and other important updates for Windows and other Microsoft

Global Rules software, including SQL Server 2019. Updates are delivered using Automatic Updates, or you can visit
Microsoft Update the Microsoft Update website.
Product Updates [] Use Microsoft Update to check for updates (recommended)

Install Setup Files
Install Rules

Micresoft Update FAG

Feature Selection Micresoft Update Privacy Statement

Feature Rules
Feature Configuration Rules
Installation Progress

Complete

< Back Mext = Cancel

Under Feature Selection, make sure to select only the following:
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4. ET
). WatchNET

= ACCESS

Instance Features

Database Engine Services
SQL Server Replication
[] Machine Learning Services and Language Extensions

IR
[] Pythen
[]Java

[] Full-Text and Semantic Extractions for Search
[] PolyBase Query Service for External Data
[ ] Java connecter for HOFS data sources

Shared Features

Client Teols Connectivity
Client Tocls Backwards Compatibility

Client Tools SDK

SOL Client Connectivity SDK

LocalDB
Redistnibutable Features

And then click Next > to

continue

Server Configuration
Database Engine Configuration

Feature Configuration Rules

Installation Progress

] Full-Text and Semantic Extractions for Sei
] PolyBase Query Service for External Data
[ Java connector for HDFS data sources v

>

Microsoft Visual C++ 2017 Redistributable

Disk Space Requirements

ENver etu -
SOLS 2019 Setup O X

Feature Selection

Select the Express features to install.

License Terms
Global Rul @ Looking for Reporting Services?  Download it from the web

obal Rules
Microsoft Update Features: Feature description:
Product Updates * || The configuration and operation of each ~
Install Setup Files Database Engine Services instance feature of a SOL Server instance is
Install Rules SOL Server Replication isolated from other SQL Server instances. SQL v
EEatnme Sclcrtion ] Machine Learning Services and Language Prerequisites for selected features:

Or -

Feature Rules [ Python A:Iready installed: ~
Instance Configuration [ Java Windows PowerShell 3.0 or higher .

Drive C: 14328 MB required, 143430 MB available

Complete

Instance root directory:
Shared feature directory:

Shared feature directory (x86):

Select All Unselect All

|C:\Prngram Files\Microsoft SOL Server\, |

|C:\Program Files\Microsoft SQOL Serverl, |

|C:\Program Files (x86)\Microsoft SCL Server', |

< Back Mext > Cancel

Click Next > to continue.
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WatchNET

o
ACCESS

2019 — [m] >
Instance Configuration
Specify the name and instance D for the instance of SOL Server. Instance ID becomes part of the installation path.

License Terms (O Default instance
Global Rules ® Namedinstance:  [SQLEXPRESS |
Microsoft Update
Product Updates
Install Setup Files Instance ID: |SQ|_E)(PRF_SS |
Install Rules
Feature Selection
Feature Rules SQL Server directory:  C\Program Files\Microsoft SOL Server\MS5QL15.5QLEXPRESS
Instance Configuration .

Installed instances:
Server Configuration

Instance Name Instance ID Features Edition Version

Database Engine Configuration

Feature Configuration Rules
Installation Progress

Complete

< Back Mext > Cancel

Change the Startup Type for SQL Server Browser to Automatic and then click Next > to continue.

T SOL Server 2019 Setup - O *

Server Configuration

Specify the service accounts and collation configuration.

License Terms
Global Rules
Microsoft Update

Collation

Microsoft recommends that you use a separate account for each SQL Server service.

Product Updates | Service Account Name Password Startup Type
Install Setup Files i i i k2
Install Rules SQL Server Browser NT AUTHORITY\LOCAL ... Autornatic v
Feature Selection

Feature Rules [] Grant Perform Velume Maintenance Task privilege to SOL Server Datzbase Engine Service
Instance Cenfiguration This privilege enables instant file initialization by avoiding zeroing of data pages. This may lead
Server Configuration to information disclosure by allowing deleted content to be accessed.

Database Engine Configuration Click here for details

Feature Configuration Rules
Installation Progress

Complete

< Back Mext > Cancel
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Select “Mixed Mode (SQL Server authentication and Windows authentication)” and enter “watchnet” for

password and then click Next >

5 50L Server 2019 Setup — O *

Database Engine Configuration

Specify Database Engine authentication security mode, administrators, data directories, TempDB, Max degree of
parallelism, Memory limits, and Filestream settings.

License Terms

Global Rules
Microsoft Update
Preduct Updates
Install Setup Files
Install Rules

Feature Selection
Feature Rules

Instance Configuration

Server Configuration

Data Directories  TempDBE Memory User Instances  FILESTREAM

Specify the authentication mode and administraters for the Database Engine.

Authentication Mode

(O Windows authentication mode

I@) Mixed Meode (SQL Server authentication and Windows authentication)

Specify the password for the SOL Server system administrator (s3) account.

Enter password: |unuu |

Confirm password: |"-"--- |

Datak Engine C

Feature Configuration Rules

Specify SOL Server administrators

Installation Progress PETER-2021"Punzalan-watchnet (Punzalan-watchnet) SQL Server administrators have
Complete unrestricted access to the Database
Engine.
Add Current User Add... Remove
< Back MNext > Cancel
Note: User can setup their own password for the “sa” account
T S0L Server 2019 Setup — O X

Installation Progress

License Terms

Global Rules

Microsoft Update

Product Updates

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration
Server Configuration
Database Engine Configuration
Feature Configuration Rules
Installation Progress
Complete

Install_sql_engine_core_shared_Cpu64_Action : ProcessComponents. Updating component registration

Mext = Cancel
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WatchNET

ACCESS

Wait for the installation to finish and then click Close
T SOL Server 2019 Setup — O *
Complete

Your SQL Server 2019 installation completed successfully with product updates.

License Terms

Global Rules

Information about the Setup operation or possible next steps:

A
Microsoft Update feathis Status
Chei i & Database Engine Services Succeeded
rodu ates
& ] @ SQL Server Replication Succeeded
L=iallsstupll= (2 sQL Browser Succeeded
Install Rules @ S0L Writer Succeeded
Feature Selection @ LocalDB Succeeded
(P Cliant Tanle Rackmrds Comnatibilin: Suiccaadacd hd
Feature Rules
Instance Configuration
Server Configuration Details:
Database Engine Configuration Install successful.

Feature Configuration Rules
Installation Progress

Complete

Summary log file has been saved to the following lecation:

C\Program Files\Microsoft SOl Server\150\Setup Bootstrap'logh20220421 141504\Summary PETER-
2021 20220421 14150404

Close

Optional Installation for SQL Server Management Studio: (This additional feature is use by a tech support from
watchnet in order to troubleshoot some issues in the future)
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\Matr AWNET

ACCESS

Click the “Install SQL Server Management Tools:

T SOL Server Installation Center — O *
Planning ‘Eﬁ Mew S0L Server stand-alone installation or add features to an existing installation
Launch a wizard to install SQL Server 2019 in a non-clustered environment or to add

Installation
features to an existing S0 Server 2019 instance.

Maintenance
Install SQL Server Reporting Services

Tools

Launch a download page that provides a link to install 5OL Server Reporting Services, An
Resources internet connection is required to install 55RS.
Options Install 5CL Server Management Tools

Launch a download page that provides a link to install 501 Server Management Studio,
SQL Server command-line utilities (SQLCMD and BCP), SQL Server PowerShell provider,
SOL Server Profiler and Database Tuning Advisor, An internet connection is required to
install these tools.

LE Install SOL Server Data Tools
Launch a download page that provides a link to install SOL Server Data Tools (S50T). 550T
provides Visual Studio integration including project system support for Microsoft Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services, An internet connection is required to install S50T.

ﬁ Upgrade from a previous version of SOL Server
Launch a wizard to upgrade a previous version of SQL Server to SOL Server 2019,
Click here to first view Upgrade Decumentation

Microsoft SQL Server 2019

Note: This installation requires and internet connection because you need to download the SSMS-setup.
Once you click the “Install SQL Server Management Tools it will open a web page to download the SSMS”.

C @ docsmicrosoft.com/en-us/sql/ssms/download-sql-server-management-studio-ssms?redirectedfrom =MSDN8wiew=sql-server-ver15
® TechSupportWeb @) watchnetinc.com/p { CANADA ChestShe... [ Tech Support Queu.. Tech Support Queu...  [B] After Hours Weekly.. [B] After Hours Daily C... Access Control links.. Watchnet Access Li. SuperPassword - G.
SQL Server Management Studio (SSMS) is an integrated environment for managing any SQL infrastructure, from SQL
Server to Azure SQL Database. SSMS provides tools to configure, menitor, and administer instances of SQL Server and

Version databases. Use SSMS to deploy, monitor, and upgrade the data-tier components used by your applications, and build

‘ SQL Server 2019 o | queries and scripts.

‘ % Filter by title | Use SSMS to query, design, and manage your databases and data warehouses, wherever they are - on your local
g

computer, or in the cloud
> SQL Server Data Tools (SSDT)

v SQL Server Management Studio (SSMS) Download SS MS

Download S5MS

Release Notes @ Free Download for SQL Server Management Studio (SSMS) 18.11.12

> Overview

SSMS 18.11 is the latest general availability (GA) version. If you have a previous GA version of SSMS 18 installed, installing
SSMS 18.11.1 upgrades it to 18.11.1

> Quickstarts

> Tutorials
> Concepts ® Release number: 18.11.1
> How-to o Build number: 15.0.18410.0

* Release date: March 08, 2022
> References

> Resources By using SQL Server Management Studio, you agree to its license terms and privacy statement . If you have comments

» SqlPackage.exe or suggestions, or you want to report issues, the best way to contact the SSMS team is at SQL Server user feedback .

>
SQL Server Profiler The SSMS 18 installation doesn't upgrade or replace SSMS versions 17.x or earlier. SSMS 18.x installs side by side with

> Visual Studio native helpers previous versions, so both versions are available for use. However, if you have a preview version of SSMS 18.x installed,
> Extended Features you must uninstall it before installing SSMS 18.11. You can see if you have the preview version by going to the Help >
» Visual Studio Code About window.
7 Tuterials If a computer contains side-by-side installations of SSMS, verify you start the correct version for your specific needs. The
> SQL Server on Linux latest version is labeled Microsoft SQL Server Management Studio 18.
> SQL on Azure
> SQL Server on Azure Arc-enabled servers ® Important

> Resources
Beginning with SQL server Management Studio (SSMS) 18.7, Azure Data Studio is automatically installed alongside

> Refarames

Click “Free Download for SQL Server Management Studio (SSMS) 18.11.1
Once you download the installation file, double click and run the installation
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~ Today (2)
. SSMS-Setup-ENU.exe 4/21/2022 3:27 PM

Click Install to proceed

RELEASE 18.11.1
Microsoft SQL Server Management Studio
with Azure Data Studio

Welcome. Click "Install” to begin.

Location:

C:\Program Files (x86)\Microsoft SQL Server Management Studic 18

By clicking the “Install” button, | acknowledge that | accept the Privacy Statement and

the License Terms for SQL Server Management Studio and Azur
SQL Server Management Studio transmits information about your installation experience, as well as other

usage and performance data, to Microsoft to help improve the product. To learn more about data processing
and privacy controls, and to turn off the collection of this information after installation, see the

entation
Install

Wait for the installation Close

RELEASE 18.11.1
Microsoft SQL Server Management Studio
with Azure Data Studio

Restart required in order to complete setup.

All specified components have been installed successfully.

The computer needs to be restarted before setup can continue.

Close the SQL Server Installation Center to finish the SQL Installation
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5

Planning : Mew S0L Server stand-alone installation or add features to an existing installation

Installation Launch a wizard .to.lnstall SOL Server 2Q19 in @ non-clustered environment or to add
features to an existing SQL Server 2019 instance.

Maintenance

Install SCL Server Reporting Services

Tools

Launch a download page that provides a link to install 5QL Server Reporting Services, An
Resources internet connection is required to install S5RS,
Options W7 Install SOL Server Management Tools

}?} Launch a download page that provides a link to install 5QL Server Management Studio,
SQL Server command-line utilities (SQLCMD and BCP), SOL Server PowerShell provider,
SQL Server Profiler and Database Tuning Advisor, An internet connection is required to
install these tools,

y Install SCL Server Data Tools

L@ Launch a download page that provides a link to install SQL Server Data Tools (S5DT), S50T
provides Visual Studie integration including project system support for Microsoft Azure
SOL Database, the SOL Server Database Engine, Reporting Services, Analysis Services and
Integration Services. An internet connection is required to install 550T.

ﬁ’ Upgrade from a previous version of SOL Server

Launch a wizard to upgrade a previous version of SOL Server to SOL Server 2019,
Click here tn first view narade Documentation

WinPcap Setup Wizard: (WinPcap is a network packet capture tool used by the access software and it is necessary
to be installed)

(1 WinPcap 4.1.3 Setup _ %

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http:/fwww . winpcap.org

Click Next > to continue

Read the license agreement and click the I Agree button.
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o WinPeap 4.1.3 Setup S *

License Agreement

Uin i de Please review the license terms before installing WinPcap 4.1.3,

Press Page Down to see the rest of the agreement,

Copywright () 1999 - 2005 MetGroup, Politecnica di Tarino {Tkaly). -
Copyright {c) 2005 - 2010 CACE Technologies, Davis (California),

Copyright {c) 2010 - 2013 Riverbed Technaology, San Francisco (California),

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the Following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this lisk of - w

If wou accept the terms of the agreement, click I Agree to continue. You must accept the
agreement ko install WinPcap 4.1.3.

< Back I Agree Cancel

Click on Next to continue with the installation.

o WinPoap 4.1.3 Setup = X

Installation options

)in i caP Please review the Following options before installing WinPcap

Autornatically start the WinPcap driver at boat time

< Back Install Cancel

Click Finish to continue.
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Completing the WinPcap 4.1.3
Setup Wizard

WinPcap 4.1.3 has been installed on wour computer,

Click Finish ko close this wizard,

< Back Finish Cancel

Click Finish and installation is done.

'Z?I,- WatchMET Access Integrated Security Systems Setup

Installation Finished
The installation has completed successfully.

Installation Successful
The WatchNET Access Integrated Security Systems 1.2 installation is complete.

Thank you for choosing WatchMET Access Integrated Security Systems!

Please click Finish to exit this installer.

Now open the Watchnet Access Integrated Security System software.
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\_M!J:a_téc NET

X Ch
ACCESS

Note: Every first time installation an error message will pop up showing linking database error, just

click Yes to continue.

WatchNET

= = .- =1

WatchMET Access 1.0 (MoCardList)

An error happened while attempting to link to the Database.
Waould you like to try again?
Could not find file "C\Program Files
EepWatchMET\WatchMET Access Integrated Security
SystemsiWatchnetAccess.mdb’

Select MS SQL and click Next

@- Database Link \Wizard >

Weloome

Pleaze Select “rour Databasze Type

Databaze Type

() M5 Access (®) M5 50L

¢ Back |Ne:-:t>| Cancel
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Select SQL Server Native Client 11.0 and click Next
@ Database Link Wizard

[l kS SCIL Provider

v Flease Select M5 SOL Provider

o

-

kS SOL Provider

() Microzoft OLE DB Provider for SOL Server

() SOL Server Mative Client 10,0

| ®) 50L Server Mative Client 11.0 |

¢ Back Cancel

The 1% step is to select a Server Name. This is the name of the PC that is running SQL. In the example below the
Server Name is WATCHNETACESS\SQLEXPRESS.

Note: If you do not see the Server name then click on the Refresh button.
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Tip: If you still cannot see the Server name then you will need to connect to the SQL Server Management Studio

I'J 50L Server Management Studio

2 New

Express to obtain the Server Name.

& Database Link Wizard *

q WS SOL Connection Settings

Specify the fallowing to connect to MS-S0L server Database:
1.5elect or enter a server name [PC Mame]:
|W.l’-‘-.TEHNET.t'-‘«I:I:ESS'\SE!LEXF'FHESS w | Refresh

2. Enter information to log an tothe MS SOL Server
() Use WindowsNT integrated security
(®) Use a specific user name and passward

Uzer W ame: 3
password: Ll Ll Ll
3. (@) Select the MS SOL Database name on the M5 SOL Server:
|Watchnet&ccess{ - | [] Encrypted Connection [

() Create a M5 S0L Database named;

Using the M5 SOL file named:

| Test Connection

¢ Back Cancel

2" step: select: Use a specific user name and password.

Note: this information is under SN.txt from the folder such as username and password
3" step: select the MS SQL Database name on the MS SQL Server.

Note: you can select the dropdown box and select WatchnetAccess

4t step: click Test Connection to if successful, message will pop up saying Connection tested successful

WifatchMET Access 1.0 (MoCardList) >

o Connection tested successfully,

;4

Default user and password are below
User: Administrator

Password: watchnet
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WatchNET

S ACCESS

%5 ACCESS

User Adrministrator v
Passwoid ‘seeccece ]
Save Password [ Auto Run [7] Run Minimized

v1.2210 [fogin ]| Cancel || Hep

- h iﬁ . 7 7 _7 N . 7 7 ) F‘g = E I éwlﬂmmsmmvev
a Camem
WatchNET
Shortcut Menu L\m
Menu Bar A
. EETE
Map Page Camera Live
view
Tree
WatchNET
) Current user Company/Name o
Real time events logged in License registered
ﬂ - \ :

| CadEvents

Acknowledae || Deseription End Localion | [Wiew Captuied) __Confim Open |.AumHefyesh \@oumer o

| AuwolD | TimeStamp | EvertDate [ EventTime ent Mame + Door Name | First Name | Last Name | Site Name | Cardo. Depanment \ riroller I Contraller Name\ nnnnnnnnnnnnnnn

\ g
|| Card Events [ @ Ao Events |
First step in adding controller:
1. Go to Setup - Communication Configuration
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Setup | Monitor  Beport  Maintenaru

Hardware 2

i Cards ]

! Ewvent Alerts [ l

Map FE
Flows Cartral 2
IIDP Broadcast
Wiegand Format
Special Date »
Communication Configuration
Area Mame
Saved Events [
Car Parking

2. Go to Communication Tab

Communication Configuration

Ll

Server

Communication

Clock Adjustment

Desktop Reader &&
Card Number Format

DVR

Intrusion

Fingerprint

Face Recognition

Times Canteen

Meeting

Send Events Packets

Communication

Metwork Delay Time 200 | Miliseconds

Get transactions one by one [RS5485 Busz]

[ Time duration between swipes for the same event 1 =
Get Component Status with Component Events [Duning un-gaved Component E vents, don't check it)

[ Record communication log

[ &rea will be changed by valid event [without sensor, PC shauld be online)].

[ Every day will change all personnel area to the specific area On |23:UU:DD = | Ta |Dutside w

All the controllers share temp date and holiday.

['atchMET Access will recognize Access Level for invalid card (Server/Onling recognize)
[ Connect contraller by 'waM or Internst

(O Download Configuration for all controller manually

(® Download Configuration for all controller automatically

[J Using Card Change Log

Metwork Controller Setup
Hoszt IP Address Key

0.0.00 I:‘é (®) |P address for keywords [for a fiked IP, LAM)

Listening Fart
[] TCP disconnect immediately after reconnect without exception handiing
Send UDP Reset Command when Metwork Controller is disconnect

A client connect to Controller when Netwaork Controller is disconnect

Metwork reconnect / restart time

Feconnect time [Sec) | 16383 =
1073741820 %

Delay Time [M5] i} =

() MAL address for keywords [for dynamic [P/ WAN] Restart time [Sec)

Default (M) 2 Hours

Communication Maode

() Single thread (® Multi thread

(®) Ma new event, ho communication between software and panels, High efficiency
(O Always send "Get Event'’ command to panel, High bandwidth consumption
Send data to contraller after ransactions

Timirg Download Controller Parameters Confirmed by Centre

[ Time 1 [ Time 2 [ Time 3 [ Time 4 [ Time 5 O Time & Timeout{s]
00:00:00 L2 00:00:00 L2 00:00:00 2 00:00:00 L2 00:00:00 L2 00:00:00 L2 0 =
Cancel Apply

3. Click the Computer Icon
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4. Clicking this button should change the Host IP Address to match the IP address of the computer

Note: Computer must be set to static IP address and not dynamic to prevent the connection failure of the

controller to the server when the router reboots and assigns a new IP address to the computer

5. Click OK to close the window

6. Go to Controller Configuration Icon

@ WatchMNET Access Integrated Security Systemns Software - Server

! Management Setup  Monitor  Beport  Maintenance  Tooks  Window  Help  Language
1 | T

& | = 3

Controller Configuration | Door - DYE Configuration  Fingerprint Reader

Departments  Security Groups

EI | Map Page -

7. Click Search button at the bottom right
Total 1] Online: 0

| Acdd Delete Edit

Download Configuration Download Config to All [Local]

8. Search and Upload Controller window will pop up.

@ Search and Upload Controller I.@J O *
Search Optiohs Pleaze select controllers Total: 0 PLCS [] Do nat show existing devices
() COM Part In] todel Firmware COMAP tac Address Site
COM1 w
® TCPAP Auto Fiefre | Refresh
0.0 .0 .0 |& KT,
040 Select Al Irvvert Selection < >
[] Gtandalone [ Fingerprint Clear Select All Invert Selection
Save Cloze

There is two ways of adding a controller, using COM Port and TCP/IP
Connecting using COM Port:
15t Click the COM Port box and select the correct COM port number
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WatchNET

ACCESS

@ 5earch and Upload Controller l@J O *

Search Optiohs Pleaze select contrallers Total: 0 PCS [] De ot show esisting devices

(@) COM Part ID Model Firmwuare COMAP Mac Address Site
COk1 ~

COmM2
COM3
COM4
COME
COME
COM7
COma w

2" Click Search button at the bottom of the window and wait for the controller come up on the right side then
check the check box for the controller then click Save button at the bottom right

0/ Select Al Inwvert Selection < >
[ Standalone [ Fingerprint Clear Select Al Irvert Selection
Search Save Cloze
Connecting using TCP/IP:
1°t Click NET button beside 0.0.0.
@ 5earch and Upload Controller l i I O bt
Search Options Pleasze select contrallers Tatal: 0 PCs [ 0o it show ewisting devices
() COM Port D Model Firrnware COM/AP Mac Address Site

COM1 ~

(® TCPAP futo Refre | Refresh
(0.0 .0 .0 |ENeT )

TCP/IP Setting window will pop up and will start searching the network for available controllers
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= @ TCP/IP Setting
I z Mac Address IP Address  odel Marne
earch
k anual Configure
Auta Config
] Wizard. ..
Fiezet
Reszet Al
Conkect Contraller
Connect All Contrallers
| | E it |
Searching...
T T
2" Double click the controller you want to connect
@ TCP/IP Setting =
Mac Address IP Address 2 Model Mame
| Search |
iy 88.23.64.21.93.4E 10.1.1.208 C2100 Module
Manual Configure iy BB.23.64.21.97.09 192.168.8.101 WAC-BDBET
. w4 00.10,F0.00.50.1F 192.168.8.102 WALC-ZDET
Auto Config
iy 00.10,F0.00.36.33 192.168.8.103 WALC-4DET
‘wizard, iy 882364.21.9369 192 168 8104 WAI-TEET
iy B8.23.64.21.94.47 192.168.8.105 WiAR--FCK.
Rezet

3 Input the IP address setting you want to assign on the controller or you can click Auto Config button and the
software will auto assign an IP address to the controller depending on your network configuration

TCP/IP Setting X
Modet WAC-EDSET
Mac Address: 88.23.64.21.97.09
M arne: | |
IP Address: [192 .168. 8 .101 |
Mask: | 255 . 255 .255 . 0 |
Gateway: [192 .168. 8 . 1 |
Part (8000 |
Work Mode: TCP Clignt ~
Hast IP: [192 .168. 8 . 60 |
Host Port: |BUUU |
wifi Lger Name | |
Wikl Pazsword | |
ok Cancel
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Click OK to continue
Note: The Host IP should match the computer/software’s IP
The controller should appear on the Search and Upload Controller window

@ 5earch and Upload Controller |2‘ [m} x
L
Search Options A @ TCP/IP Setting |3|— O had
O COM Por 5 h tac dddiess IP Address ~ bdodel Mame
a1 v [l care
% 00.23.64.21.93.4E 10.1.1.205 £2100 Madule
Manual Configure A, 88.23,64.21.97.09 1921688101 WAC-BDEET
@TCPAP  BAuto Refre | Refiesh ke Do o4 00.10.F0.00.50.1F 1921688102 WAC-2D2T
0.0 .0 .0 |ENET ] a iun.w.runo.a&as 192168.8.103 WAC-4D8T
\Wizard.. 58.23.64.21.93.69 1921688104 WAL-IBET
W 192,168 8101 WAC-BDEET
o 58.23.64.21.94.47 1921688105 WABX-FCK
Fieset
Reset Al

Connect Contraller
Coninect All Contrallers
Exit
[ D not showe existing devices

PC Metwark Configuration
IP Address: 192168.860 ~

IP Mask: 255,255 2550
141 SelectAll | |Invert Selection | | Gateway: 192.168.81
[ Standalone ] Fingerprint Search finished, Total: 0 PCS.

Search finished. Total: § PCS
Search finished. Total: 6 PCS.

Search Set 88.23.64.21.97.09 parameter suscesshull

and if it does, close the TCP/IP setting window and check the ID box on the right side of the window and click Save

at the bottom

@ Search and Upload Controller l“:)J O X
Search Options Pleaze select controllers Total: 1 PCS [(] Do ot show esisting devices
o COM Part | 11 tdndel Einosare, Lk AP MacAddiess Site
i |
COk1 w I 1 WwaC-BDEET  W03.23 1921688101 BB2364219709 IWatchnet&ccess Giraup 4

(® TCPAP Asuto Refre | Refresh
0.0 .0 .0 |&)NET ]
|~./ 192 168.8.101 WwWAC-80EET |

The controller should now be listed on the Controller List

@ Controller Configuration

Controller List:
Controller ID Marne todel Firmware Connection Line [0 Haoszt PC COM/IP
1 WALC-8DBET Controller2 WaC-8D8ET W03.23 4 PETERMWATCHMET  192168.8.101

You can now close the Controller Configuration window and start adding the cards

To Add a card from the card events, scan the card on the reader and double click the invalid card on the card

events.
| Card Events
Acknowledge || Description End Location Yiew Captured | Auto Refresh
At (D TimeStamp EventDate | EventTime [ent Mame + Door Mal| First Mame | Last Mame

20181216 2P 20181216 | 3:34: Irvealid Card-Draar 7

15t Input the First Name, Last Name and select the Department on the Basic Information tab
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Personal Information
Basic Information Perzonal Infarmation
Mo, 1] Code | |
Card First Mame™ Peter Lazt Mame Funzalan
10" Mumb Gend w
Access Level — | | sirds 134
Department IHead Office
Fingerprint Ejeus | Group Name | Pasition
! . Jaining Drat - - w
Fingerprint Reader mnnabete | | -
Lazt Day | | . lﬁd" @
Face Info Address | | Floor Ma.
TEL | E-Mail | |
Card Events QR Code Card Print | ak I | Cancel | | Apply

2"d Click Card tab and check the Use Access Card check box
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NET

at_c

_Cb L
ss

Personal Information

Basic Information

Use Access Card

Card

Access Level
Fingerprint

Fingerprint Reader

Card Info

CadMo:  |DOOT3A0E1T |

|0 Card Custom 1D:

[ Expiry Date 20200115 w

[ Deactivate 30 3| Days not used
[ Card Evertt Link ta | |

Accezs Properties

Retriewve Card Mumnber
% From Desktop Reader

lzsue Code Ijl Yice Cards

0 Retrieve Card Mumnber
From Syztem Reader

Temp Card " alid Time

[JHandicap Card Opens the Door for a longer time From:
Face Info [ Manager Card Mo Anti-Pazsback Limitation; Open/Sc | e |
[ Boss/taster Card Can open any Door arwtime; OpendSct Expiration:
[ Temp Card il |
Pk Current Area
FIN 1D FIN Current Area:
0000 Automatically [no0o | [Dusice |
Card Property for WALCHDYE - Balance
Card Group Mone ~ |:| Times Card
[ Twity Card S elect l:l Select [ Limited Times
[IFIN Card =0 # 48dgits ClRechageCad | |
Card Events (F Code Card Print Cancel Apply

3" Click Access Level tab and check the Access Security Group to bring it to the right side

Personal Infermation b4
. ) I Security Groups  Access Doorsl
Basic Information
| ity Group Mo, Accesz Securiy Group

Card Oa 24 Haurs —

Access Level

Fingerprint

Fingerprint Reader

Face Info Droor Mame Access Time Ta...
Dioor 1 Entry Always
Doar 2 Entry Always
Dioor 3 Entry Always
Door 4 Entry Always
Dioor 5 Entry Always
Door B Entry Always
Dioor 7 Entry Always
Door 8 Entry Always

Card Events OR Code Card Frint Cancel Apply
. . \JGL;IJIIII._'H LrllUI.rIl_l.} I e L ]
Basic Information - _
Mo, Arcess Security Group Mo, Access Security Group
Card 1] 24 Hours
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For all other configuration please refer on the full manual located on the Access Documentation —
WA Manuals folder.
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