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Revision History
Revision Date Author Description of Changes
1.0 12/05/2017 Peter Punzalan Manual Created for No Card List version, changes
on Access Level configuration
1.1 05/28/2018 Peter Punzalan Updated software version and added features.
1.2 9/20/2018 Peter Punzalan Updated Software version and fix some bugs
1.3 04/13/2020 Peter Punzalan Updated Software and added some new feature
1.4 09/15/2020 Peter Punzalan Updated Software and added features
1.5 04/22/2022 Peter Punzalan Updated Software and SQL version
1.6 10/27/2022 Peter Punzalan Added Aperio Lock Integration
2.1 12/13/2023 Peter Punzalan Added new OSDP Controllers

Chapter 1 Introduction
1.1 WATCHNET ACCESS Overview

WATCHNET ACCESS is a Global manufacturer and supplier of Integrated Security Solutions such as Access Control,
CCTV, and Intrusion with basic Building Management. WATCHNET ACCESS meets the tough end-user demands for
safety, security and user friendliness. WatchNET has a strong global presence providing its systems to more than 40

countries. For more information please visit our web site at www.watchnetaccess.com

1.2 Software Overview

The WatchNET Access Security Management Software comprises of a suite that covers the complete range required
by Access Control Professionals. The software is modular and ranges from the standard single user package to multi-

user systems. Additional modules are available which include CCTV and Intrusion.
1.3 Features

The WatchNET Access Security Management Software is available in multiple languages and also has the option of
installing MS Access or SQL Server. During the installation process the user can select the language as well as the

database.
Note: Please Install MS SQL software supplied with the software on the CD first.
1.4 Web & FTP Sites

Although software is supplied on a CD at the time of purchase periodic enhancements and bug fixes renders the
software out of date within a short period of time. To make it easier for the installer up to date software is located on
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the WATCHNET ACCESS FTP site which is accessible through our web site.

1.5 Getting Started

Connect the all-necessary cables and power up the controller (see Hardware Manual).

Setup the controller and any converter addresses (see Hardware Manual).

Install and Configure MS SQL Server Database

Load the WATCHNET ACCESS INTEGRATED SECURITY SYSTEMS v1.1 software and then setup the following:
Setup the communication port

Search for the Panels

Setup the parameters of each door including Time Table

Setup Departments and Sub Departments

Add a Wiegand Format if not already added

Add Personnel and configure their cards and assign Access Level.

Flash the Personnel card to a reader of a door which he has the Access Level to enter. The Lock relay should
operate and a Valid Card event will appear in the Events Monitor. If Invalid Card or Invalid Time/Door event

appears please check the Access Level.

1.6 Computer Requirements

The WatchNET Access Security Management Software is designed to run on a Microsoft Windows platform. While

the software is designed to run on Windows 7 and Windows 8 it will also run on Windows XP although the

performance may be reduced. The following is the minimum computer requirement:

+ Minimum 3rd Generation Intel® Core™ i5-3340s processor (6M Cache, up to 3.3 GHz) Equivalent or higher
+ Free 500 GB Hard Disk space

+ RAM: 8GB RAM

+ VGA: 1024 x 768 pixels

« DVR ROM Drive

+ Video Card - Intel® HD Integrated Graphics or Equivalent

+ Free Serial and USB Port (For license dongle or RS485 connection if needed)
+ Windows Server 2008, 2012, 2016, 2019, Windows 7, Windows 10 or Windows 11
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Chapter 2 Main Operating Window
2.1 Logon

The message box explains that if using more than 8 doors you require access license to run the software,
for standard version just click OK

WatchNET

ACCESS

= - - -

WifatchMNET Access 1.0 (NoCardList) X

USBE Dongle must be plugged in to activate Licensed Features of this
software,
For STANDARD wversion please click OK to continue,

Q QK Cancel

myEEEEQQIHGHEQGWM%ﬂi' ‘j@#hfi

Logon with the default Administrator user or click the arrow to the right of the User name to logon with a different

user. The default the password is watchnet.

). Way

s ACCESS

User Administiator v
Pasewoid secccece ]
1 Save Password [ Auto Run [7] Run Minimized

v1.221.0 [[fogn ]| Cancel | Hep

Note that any additional users must be configured first, see in Chapter 6.
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Once logged in, the main window will display. This window has a Menu Bar, Shortcut Menu; it shows the Authorized

User, i.e. the company that the software is licensed to and the Current User.

@ WatchNET Access Integrated Security Systems Software - Server

B x
i Moregement Setp Monitor Repot Mantenance Took ‘window Heb Langusoe
o = o e I = 4 e
H I. e [} ﬂ, (; Q = | S 2z | [ #uto Switchover
i Conlolles Corfi oo DV Configursion _Fingerpint Aeader _Faos Recogntion | Departments _ Securiy Groups Viskor List_Acosss Level PieelLevel | Holiday Type Selup EvertAloits Flo Conkiol | MuliSite Selup _ Evenls Morilor  Cards Evenls Fiter | FactSize Fi Height g
Caneral A%
Menu Bar WatechNET

j
3
i 4
i ShOI’tCUt Menu TR TR OAEET
g camera lee [ Auko Play Stop Live Yiew
] view
g
Map Page
WatchNET
[ &t Play. Stop Live View
Card Events
Company/Name
Real time events LA e
I di License registered
— — ogged in =
B o o - 0: [ piofio T e - T,
|
@
1] Cad Events| & Alet Evenis |
DatabaseConnecting: True TCP Listen: True  Desktop Reader: Ditabled  User: Administrator _ Legal User: WatchNETRecess -Peter Demo.

2.2 Menu Bar

The Menu Bar allows access to the entire program via a series of Sub-Menus. The Main Menu consists of the
following:

Management Setup  Monitor  Heport Maintenance  Tool:  Window  Help  Language

2.3 Tool Bar

EF B = &8 e

Departments  Secuity Groups  Personnel List  Wisitor List  Access Level  Pre-set Level

g e o b=l g
I - B = - V-2 2
¢ Conboller Configwation  Door  DVR Configwiation  Channel Mapping  WAB-%-FCK. D

Holiday Type Setup  Eventélerts  Flove Control

HH

=)
Muli Site Setup |

The Tool Bar or Icon Bar contains the most common icons they are as follows:

v' Controller Configuration
v" Door Configuration
v" DVR Configuration

v' Channel Mapping
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v' WAB-X-FCK (Fingerprint Reader)
v' WEFD (Face Recognition)
v' Departments

v' Security Groups

v Personnel List

v’ Visitor List

v' Access Level

v Pre-set Level

v" Holiday Type Setup

v Event Alerts

v" Flow Control

v' Multi-Site Setup
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Chapter 3 Management Menu

| Management i Setup  Monitor  Beport  Maintenance

Clients k anager
IJzer M anager
Change Pazsword

i D epartmerts

Group M anagement
Site b anagement
Change D atabaze
Glozzamy

Syztem Management
Haliday Settings
Daylight 5 aving Time

Irmpart Active Directary

Connect WatchMET Active Directory Database

3.1 Clients Manager

Clients manager menu allows the admin user to add or delete a client access (Client Software).

3.2 User Manager

The WatchNET Access Security Management Software allows multiple users (software operators) simultaneously and
can give each user a different level of access. Only the System Manager (Administrator) can add or delete the users
and modify/add/delete user’s permissions. It is important that the installer set up individual users according to their

rights and privileges. The password length can be up to 20 digits and includes any keyboard characters.

Note: that initially there is only a single user called Administrator with an Administrator Permission

Settings.
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-3 User Manager
¢ File  Edi

13

MNew  Delete

Wiew  window
=

Properties

Refresh

Help  Languages

s »

Exit

Ewport Ligt

V 5 User

i 5 Adrniristrator

W L_.'j Group

g Access Contral Users
% Accounts banager

% Adrinistrators
% Guests

M2 Security Guards

Mame Full Mame

g.ﬂdministrator Administrator

Description

Adrinistrator

User: &dministratar

:Legal U

Before creating a User we will need to create a Group that the user belongs to or use one of the 5 default groups:

Administrators, Access Control Users, Accounts Managers, Guarders, and Guests.

Note: Every User needs to belong to a Group.

The Group grants the privileges to the kind of operations, functions, and the configurations the User will be able to

perform in the system. When defining the User the system will specify to which panels/doors and departments/sub

departments the privileges inherited from the Group will apply.

Adding a Group

Click or select Group and click New icon on top to create new group.

] -:'; User Manager
Wiew  Window

P File  Ed
==

mra =

| Mew.. | Delete  Properties

V 5 Uger

i 5 Administrator

W L__'j Group

g Arocess Contol Users
% Accounts Manager

% Admiristrators

% Guests

E% Security Guards

MNewy Group

M arne ||

Description |

Members:

Add Delete

Create

Cancel
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Enter details for the new Group and click on the Create button.

Mew Group *
M ame |HH |
Description |Human Resource Depf |
tdermnbers:

Add Delete
Create Cancel

Editing a Group

When group is created, select or highlight the group name and click Properties icon on top.

e General — you can add user to this group
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Group Properties X

Gerneral  Group Right

":% HR

Dezcription |Human Resource Dept
Members:
add Delete
0k Cancel Apply

e Group Right — this tab allows you to modify the access rights of the group on the software, check and

select which is suitable for the group

Group Properties x

General Group Right

~ [ User Manager
[ User Management
- » [ Group Maragement
w []'watchMET Access
[ Management
[ Setup
[ Manitar
] Report
[ Maintenance
[JHelp
[ Tools
[ Time & Attendance
[ Canteen
[ Guard Tour
[ Meeting Attendance

Select &l Unszelect Al

Ok Cahcel Apply
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Adding a User
To create a user, select or highlight User on the tree and click New icon, input all the information needed and click

create

Mew User X

Mame | |

Full Marne: | |

Description | |

Password | |

Canfirm | |

] Entorce password policy

[ Entorce passward expired [valid for 30 days)

[ &utomatically dizable accounts (not used for 90 days)
[] The user must change the password at the next login

[ &ccount 13 Disabled

Editing a User

To modify a user, select or highlight and click Properties icon on top

User Properties x
General a% Peter
W
Belongs to
Department Rights Full Name “ |
Description ‘ |
Site
Access R\ghts [ Enforcs password policy

[ Enforce password expired (valid for 90 days)

Intrusion Rights
[ Automaticall disable accounts [not used for 30 daps)

CCTV Rights [ Disable Accourt
[ Account is locked

Finger Print Reader

Face Device

Security Group

Map Rights

Event Alerts Rights

Language

0K Cancel Apphy
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General — this tab allows you to modify the full name and description

Belongs to — on this tab you can assign the user to a group

Department Rights — you can select the department rights on this tab

Site — select the site for this user to access

Access Rights — allows you to select the components or doors that the user have access to
Intrusion Rights — allows you to select the intrusion zones for alarm system

CCTV Rights — allows you to select the cameras, DVR that user should have access to
Fingerprint Reader — also allows the user to select the fingerprint reader user has access to
Face Device - select face device that the user has access to

Security Group — select the security group the user has access to

Map Rights — Select the map you want the user to have access to

Event Alert Rights — Select the type of event the user to have access to

Language — select which language the user has access to change

Deleting a Group or a User - To delete a user or group, select the user or group you want to delete and click

Delete icon on top.

Delete User o

D] Peter
“‘-‘Q/ Are pou sure vou would like to delete this user record?

(® Delete uzer access right but leave in database

() Delete uzer completely from databaze

Cancel

Select the option and click OK

3.3 Change Password

Right click the user and select Setting Password to change the password

e 1 TR G ey P T TTTT R ecr e

..... F'Ett-' | T T o TR

L R ]

%4 Setting Password..,

o Delete
Renarme
™ Properties...

Input the new password and click OK
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Change Password o

?ﬂ?% Uszer: Peter

Enter a New Pazsword | |

Confirm Paszword | |

Ok, Cancel

Change Password
The Administrator account’s password can be change on the change password settings.

Change Passuword X
i:j?‘% U zer: Adminiztrator

Enter Current Pazzsword | |

Enter a Mew Pazzword | |

Canfirmn Paszward | |

0K Cancel

3.4 Departments

Select Management on the main menu bar and then select Departments from the sub-menu or you can click on the

@ Department button. This will allow for additional departments or sub departments to be set up and an

existing department to be deleted or to be edited.
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u::&gﬁ\l.‘"ﬂio D= Nealk 4

o P Hed Loc#ie  Puevew  Ponl  Ewst | Chae
~  logular Wk Time

[ Depatment Managss | Paizonns|Nuoet Flemaik
St Time. In Ow DO LuchBesk

M [0 | 50000 [racam0

6 FLD Depatmert

7 Human Resouce Depaimert
& Finarcisl Depament

8 Testrg Deparimert

10 Teckeical Support Depsimant
11 Customee Service Depatmerl
12 Sabes Dapaimant

13 Markeling Deparimert

Tuesdy  [0OD000| 030000 (120000 |
Wednesday 000000 | [osc000 | [1a0aoe
Thasdsy (020000 | [os0000 |[180000 |
e
Sohudsy  [00DD00| (030000 (180000 |
Sedy (000000 030000 100000
Pelcr:

Le InAbowance 03] Menser

BRO000O00
ooooooo

18 Warshoure
18 Maragement
20 Logetic:

LR pr— 03] Menies

] First i il be rouncded
L] Last Out vl be rourided
Appy Dvettise oe Over
Cutolt Pori/Lurch Bresk 0.2] Minter
Dt 17 Workday |

® Late Dt

O Late e+ Esiyln

O T WoskHous lagular WorkHours

2| et

Tota Wk Hows.
{®) Last Dut - FirstIn - Lunch Bresk.

Ot -af] + (02 1021 .. - L Brsak.

Letm Out = Lask Dut -k Dut
Latan = Fist In - Work In

Eab Dt Out- Last Dut

Eatl I = Work In - Fist In

Overtime In Disy Off = Tk WiskHoves

Recond counler 14

Departments may also be further divided into Sub Departments if required.

Departments and Sub Departments assist us to set structure and group personnel together.

()

When clicking L¥* INew Department a sister Department will be created. When clicking New Sub Department a

Sub (child) Department will be created. It can also be used in case the system should be used for a multi company

installation site.
In such case each company will be a department and each company department will be a Sub Department.

The software enables the user to begin the configuration from the general setup menu. This way the setup is
performed structurally and easily. Before adding new Personnel to the system we can design the company structure

first and then assign the Personnel to Departments.

By Gender - The configuration performed in the 4 tabs will apply to personnel by gender.

o=

If L2 set Sub Department Order is clicked, the Window of Figure 6-17 will be opened.
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@ Adjustment Order - O *

Mame Tap

."E R&D Department

."E Human Rezource Department
."E Financial Department

."E Testing Department

."E Technical Support Department
."E Customer Service Department
."E Sales Department

."E Marketing Department

."E M anufacturing

."E Adminizgtration

."E Warehouse

up
Drown

Battam

."E M anagement
."E Logistics

Ok

Cancel

You can adjust the order of the department which you selected by clicking the button up and down, Top and Bottom.

Time and Attendance Policy

Defining the Time and Attendance policy for the Department/Sub Department is done on the right hand side of
form. Each Department/Sub Department can have its own policy.

o] guls Wak Trme
3 [ SsTie  In 0w DmON bl
[8 R0 Depatment 6 AD Depestmert 0 Mooy 000000 020000 180000 Do
18 Homan Resource, 7 Human Resouscs Deganmert 0
Financel Depaitn 8 Frarcial Depatment 0 Tusdy 000000 w
Testing Depatine 3 Testrg Depiment [} Wednesdy 00,0000 -
10 g 0
Customer Serice|_| 11 Customer Sevice Deparmert ] ks S 00,0000
Sk Depastes| 12 Safes Depatment [] Fide 000000 030000 180000
1 Markating Depart 13 Matketig Degatnert ]
Marufochaing 16 Manudactung 0 Suwdy, 000000
Admeshobon | 17 Adnrishation [] Sundey 00000
Washoue 18 Wereheuse []
[ Mansgament 19 Managerert 0 Folce:
14 Logstier n 20 Logescs 0
8 Viskee 2 Viter o

Late n Alowsance
= By Out Alowarce
| Fis I val bs ounded
Liss O vl be ounded
Aggly Overie o Oves
(Cuklf Pokw/Lunch Brask
Overtine I Workdy |
® Lae Out
LateOut + Exiyln
Total WorkHouss - g WorkHours
Total Work Hous
© Last Dt Fist In - Lurch Bieak

(0wt A} + [0U2-1n2)+ - Lunch Broak

Late Out = Last Out - Work Out-
LateIn = FistIn - Wk In

Earl Out = Wk Out-Last Dut
Eabin = Wk In-Fiist In
Oveste in Day O] = Total WorkHonrs

)
-

Regular work time - including IN (or Work IN), OUT (or Work OUT) and Day Off.
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IN Time is based on the time Personnel are coming to the office (the time the card event was created). The system

will also calculate Late In (if he/she comes late) or Early In (if he/she comes to the office early).

Out Time is the time that the Personnel have left the office. This will be used to calculate Early Out or Late Out

similar to Early In and Late IN Time based on the policy.
Day Off will be used to determine when the employee is entitled to a day off.

Late In/Early Out Allowance - The number of minutes allowed for coming IN late or going OUT early. The system will
not report that the Personnel came late to the office if he arrives at 08:05 while the Work IN time is 08:00 and Late IN
allowed is 15 minutes.

The Personnel will also be considered late only if he/she came after 08:15. The same rule applies for Early Out

Allowance as well.

First In/Last Out will be rounded - Check this option if you would like to round the /N time if the minutes between in
time and Work In are less than Late In Allowance. For example if Personnel arrive at the office between 07:45 to
08:15 there In Time of that day will be reported as 08:00 if the Allowance is 15 minutes. The rounding will be done

similarly for Last Out.

Apply Over time for Over — The system will report that a Personnel has worked over time on a day if his/her Over
Time of that day is bigger than X minutes then the Over Time will not be reported. The method to calculate over time
is configured in the Overtime section. If 30 minutes is set and the Personnel over time is only 20 minutes on that day

then the over time will not be counted.

Cut-off point/Lunch break — This period will be deducted from the time the Personnel have worked during the day.

Overtime Policy

In the Overtime Policy we can define if over time will be considered as Late Out only by the extra time the Personnel
spent in the office or by adding the extra time (Late Out + Early In) of arriving at the office before the Regular In

time. The third option is the total working hours minus the Regular Working hours.
Total Work Hours

This can be defined as last Out — First In — Lunch Break. In This way we ignore all In/Out during the working day.
Alternatively, it can be defined as the intervals between the In/Out minus the Lunch Break. We can use this option if

we would like to deduct the time the Personnel stayed Out of the office during the working day.

Variable Definition:
e [Last Out: the last time the Personnel flashes his card at any of the system readers during a certain

day. This time will be considered as the time the Personnel leaves the office.
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e First IN: the first time the Personnel flashes his card at any of the system readers during a certain day.
This time will be considered as the time the Personnel arrives in the office.

o Work IN: the IN time which is defined in Regular Working Time.

o Work OUT: The Out time which is defined in Regular Working Time.

3.5 Group Management

Group Management allows you to create new group for personnel.
3.6 Site Management

Site Management allows you to add manage or delete different sites.

@ Ssite Management - O *

i File  Wiew
O = - - -

T IS dd P M O B SR

_E Mew Edit  Delete  Order Firzt Fror Mest  Last  Fiter Locate | Preview  Print  Export | Close

v...FE Al | Site 1D | Site Mame | Contrallers | Remark |able U|TEI Time
L% Watchnetbcoess Gro ﬂ 1 'watchnetficoess Group 1

£ >« >

Record counter: 1

3.7 Change Database

This setting allows you to change the database or connect the server to a different server as client
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@ Database Link Wizard X

Welcome

Pleaze Select vour Databaze Tupe

Databaze Type

(M5 docess (®) M5 SO0

< Back Cancel

Select MS SQL data base

If you do not see the name of the SQL Server (PEDRO-PC\SQLEXPRESS) then copy and paste the name of the server
from the Microsoft SQL Server Management Studio Express. Use sa and watchnet as the User Name and Password
and select WatchnetAccess as the database from the pull down menu. Once this done click on the Test Connection

button to test connection.

& Database Link Wizard >

Q k5 SOL Connection Settingz

Specify the following to connect to MS-S0L server Database:
1.5elect or enter a zerver name [PC Mame]:
|F'EDFED-F'E'~.SI]LE><F'F|ESS ~ | Refresh

2 Enter information o lag an to the MS SOL Server
() Use WindowsNT integrated security
(®) Use a specilic user name and pazsword

User Mame: za
pazzward: (11111 1]
3. (®) Select the M5 SOL Database name on the M5 SOL Server:

| i atchnetdy w |

() Create a M5 SOL Databaze named:

Using the M5 SOL file named:
| | Tezt Connection

< Back Cahcel

23 Page
351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

q M5 SAL Connection Settings

Specify the following to connect to MS-50L server Database:
1.5elect or enter a zerver name [PC Mame]:

|F'EDF|EI-F'E\SDLE><F'F|ESS - Refresh
2'E”:E WatchNET Access 1.0 X
@
. o Connection tested successfully.
p
3 I
O
i |

Using the M5 SOL file named:

| | Tezt Connection |

< Back ] Cancel

If the installation was configured correctly then you will see the above screen.
3.8 Glossary

Glossary allows you to modify the fields you want to display on the Basic Information tab of the Personal

Information, you can hide, show or edit the field name that shows up on the tab.

@ Glossary — [m] x

SHMeMaPpM e b oE %]

: Edit Save LCancel First ~ Prior  Mext Last  Fiker Locate | Preview  Print  Export

Customised I Caption |isible .
Fomation T able Birthda | |

el Information T able mtatus

Birth Place
Mationality
Diploma

M ajor
College
Fiemark
CustomDictl
CustomDict2
CustomDict3
CustomDictd
CustomDicts
CustomField]
CustomField2
CustomFied3
CustomFieldd
CustomFieldd

O|000000Doooooooood

Fecord counter: 18

24 Page
351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

Enabling the check box for the Birthday field will enable that field on the Basic Information tab

Personal Information pad

Basic Information Perzonal [nformation

Card First Mame* Last Mame Punzalan
Access Level HmRet Eneet

Department |Head Office

Fingerprint Group Group Name s | Position

Jaining D ate

Fingerprint Reader

|
Last Day | E] ‘-‘;ll j
Face Info Address | | Floor Mo.
TEL | | E-mail [ |
IBirthday | - | I
OF Code Card Print n] Cancel Apply

3.9 System Management

System Management *

i Required and Repeatability Check
Unigueness Inspect

Perzonnel Code: ] Can not be empty Should be unigus

) First Name: i
Events View/Alert irst Mame: [ Can not be emnpty [ Should be urique
Range Last Mame: [ Can not be empty [] Should be urique
1D Mumber: [ Can not be empty Should be unique

Screen Saver
[ Card Mumber for ‘wiegand should be unique [can not be duplicated)
. ] Remave personned information, directly to delete records: thenwise, to remove the tag
Photo Viewer
[ Delete expired visitor card automatically
[ wisitar will be in blacklist when it iz expired

Area Viewer [(J'when a new perzon is registered, the Personnel 1D should get vacant 1D Othenvize the 10 will increased 1

Card Validity

Other Options

oK. Cancel
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e Uniqueness Inspect — Below option to disable duplicate or field cannot be empty
o Personnel Code
o First Name
o Last Name

o ID Number

Events View/Alert Range

A user can define the range of events and alerts presented on the WatchNET Access software which is Events Monitor,

Multi-Site View monitor and the Controller Manager

Systern Management X

Ewents View tlert B ange

Unlqueness InSpeCt Events Maonitor Range

Dizplay these hardware that curent operator has right events i
Events View/Alert Event Alerts Fange
Range Alert theze hardware that current operator has right events e

Hardware Management
Screen Saver Dizplay theze hardware that curent operator has right ~

Cards/Area Changed Personnel Range

) Dizplay these personnel that curent operator has right -
Photo Viewer

[ Do nat display Boss/Master card recards

Area Viewer Hardware List Yiew Style
Hardware list view style
Clazzic style: Camputer - Communication Line - Hardware w
Card Validity
Map lcon Optionz
Other Options The thickness of the box around the map icons 1 =

The colar of the box around the map icons . clRed -

() Click the map icon to tigger the action
(® Double click the map icon to trigger the action

Ak

[ Click/double-click the access contral output in the map to open, and back to nomal . 5

ok Cancel

Events Monitor Range:

Display Localhost hardware events — Display events only on local server

Display these hardware that current operator has right events — Display events only for operator that has access
rights to the software

Display system all events — Display all events for local server and client software

Events Monitor Range

Dizplay spztem all events W

Digplay localhost hardware events
Dizplay these hardware that current operator has right events
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Events Alerts Range:

Alert local host hardware events -Only Alerts from panels which are connected to the PC which is running
WatchNET Access Software will be displayed.

Alert this hardware that current operator has right event - Displays Alerts only from panels which are connected to

the PC and that the user (see User Accounts, e.g. Administrator) has the privileges to monitor.

Alert system all events - Alert information from all panels will be displayed in the WatchNET Access Software
including Server panels and the Client panels.

Ewvent Alerts Range

Alert zyztemn all events

Alert localhost hardware events

Alert these hardware that current operator hagz right events
Alert systern all events

Cards/Area Changed Personnel Range:

Display these personnel that current operator has right - Displays the personnel’s cards and area’s events.

Display all personnel - Displays all the cards and area changed events.

Cardz/Area Changed Personnel R ange
Dizplay all perzonnel

Dizplay theze personnel that current operator haz nght
Eli:s:pla_lrl all perzonnel

Screen Saver

To start up Screen Saver click the Screen Saver tab and check the Enable checkbox and then set up the time.
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System Management *
Screen saver
Uniqueness Inspect
[ Enable
Screen saver will be active in ¥ Minutes: ] =

Events View/Alert
Range

Screen Saver

Photo Viewer

Area Viewer

Card Valdity

Other Options

()3 Cancel

Photo Viewer
To set up the photo display times click on the Photo Viewer tab and then check the Photo Display Time(s) checkbox
and then adjust the time. You can adjust the Font by clicking the Font... button.

System Management *
Fhoto Viewer Setup
Uniqueness Inspect
Card event refresh frequency [MS] 2000 =
Events View/Alert 1 At SeiliEs
Range Dizplay Photo Captured
[ Display 2 pcs Photos Captured
Screen Sawver 2 Photos Settings
Photo 1# matches door #:
Mone ~ | .. | |Mone ~
Photo Viewer Nore T More >
Photo 28 matches door #:
Area Viewer Mone “ | | None ~
Mone ~ | .. | |Mone ~
Card Validity
[] Phato stays % seconds 30 =
Other Options Font Setup Fant...
28 Page

351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

Area Viewer
The area viewer is for Anti-passback feature and setup the area such as inside area and outside area, can also select a

camera where the anti-passback door is configured.

System Management *
Area Setup
Uniqueness Inspect Inside &rea: |Inside w |
) Outzide Area: |Dutside w | [ Show persornel list of outside
Events View/Alert
Range Multi trangactions of the same card, will be marked az one time only
Fieset Counter: 1:00:00 Ak -5 ] Reset perzonnel counter
Screen Saver ‘wihen not cleared, if the last card event time » 24 houwrs, then change the personnel area fron
Scroll Text
. Meszage
Photo Viewer |
Speed(1-100] Font Font...
Area Viewer Charinel
DvR w Channel w
Card Valid'rty Mumber of Digplay Style
Dizplay Style Simple Count w Dizplay Content Definition

Other Options

Area Setup: enables you to count who is in an area and to display these details on a large screen monitor.

e Scroll text: sends a scrolling message to a large screen monitor.

e Channel: displays the designated camera on the Window.
Note: this has been designed for large screen monitor and so on a standard monitor the resolution may
not be appropriate

Card Validity - To set up card validity of personnel when card is inactive and shows inactive personnel from the
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software

System Management X

Card  alidity
Uniqueness Inspect
Remaining days to expire

Ll

Events \.-’iew,-'AIert Show inactive personnel
Range

Default Validit
Screen Saver Fraul valdty

Perzonnel default validity days

Phato Viewer Wigitor default validity days

Area Viewer

Card Validity

Other Options

Other Options — Other options you can disable/enable such as Automatically run when OS is started, ask

username/password when opening hardware status and others.

System Management >

. [ Automatically run when 05 is started
Uniqueness Inspect o ) i ) ;
Login window uzing the drop-down list box to displays the user name, othenwize uge a text box

Allow uzers to select "Save Password" and “Auto Login® in the login window
Events View/Alert
Range

[ Eviting W atehMET Access will require operator/user and passward
[ Operate hardware status will ask operator/user and password
[] Batch set Access Level will require operator/user name and password
Screen Saver [ Mask shows device password chars
[ Department & Site will be ardered by name in its tree
) Alert events need End to Clear

Photo Viewer Map popup will bring map one by one even if there are many active Map popup in very short time
[] To align center for all columns of tables
Area Viewer Personnel edit dizplay Fingerprint page

[]"24 Hours" as default for all Fingerprint device
Perzonnel edit display Face Recognition page

Card \,l"alidity [ Face as default for all Face Recognition device

Other Options

‘when you add/edit personnel, apply department/group level automatically
Apply department level automatically
[ &pply group level automatically

‘wihen you add/edit visitor, apply department/group level automatically
[ &pply department level automatically
Apply group level automatically

ak Cancel
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3.10 Holiday Settings

Configure and rename holidays for the year

& Holiday Settings
: File  Wiew
°E I d4A P M O

First  Prior  Mest  Last  Fiter  Locate

B <™

Preview  Print  Expart

X

Cloge

ioadd Edt Delete

ear 1] Holiday Code: Huoliday Mame Date Holiday Type| Last Modification Time User Femark
4

3.11 Daylight Savings Time
To set up Daylight Savings Time select Management and then Daylight-Saving Time.

Use the drop-down menus of Time 1 to set the month then the day that the daylight savings time begins and the
number of minutes that the time will be advanced.

Note: Upper setting only works on Ver.45 controllers, “New Daylight-Saving Time” setting works only on Ver.03
controller

Daylight Saving Time
Daylight Saving Time

Time 1 | M ] Dffset binute

Time 2 w | M w|D Dffset binLite

If the offzet » O the time goes farward;
If the offzet < O the time goes backward;

IF the offset = 0 Daylight Saving Time i1z dizabled.

Mew Daplight Saving Time

[JEnabled

Maode Date

Start 14 =] 0 & Hour O & Min  Offset 1] = Minute
End b4 B 0 & Hour O & Min  Offset 1] 5 Minute

It iz wald for the new contraller.

Carcel | |l
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3.12 Import Active Directory
You can import personnel names from an active directory using this feature

Import Personnel from Active Directory *

Connect to Active Directory  (ptions

LDAP Path ta Access Active Directony:

Example: LDAP://DC. domain, coms/D C=domain, D C=com

Usge User to Login

Uzer Mame: | |

Example: User@domain.com

password: | |

Cance

3.13 Connect WatchNET Active Directory Database
To connect to the Active Directory select Management and then Connect WatchNET Active Directory.
port Pereannel From WatchNET AC w
Database Link  Options
Specify the following to connect to MS-S0L server Database:

1.5elect or enter a server name [PC Mame):
WACTRAIMINGAS OLEXPRESS « | | Refresh

2 Enter information ta log on to the M5 S0L Server
() Use windowsMT integrated security
(®) Usze a specific uzer name and pazsword

User Mame: za
20000008

password:
3.5elect the M5 SOL Database name on the MS SOL Server
Watchnetbooess ~

Test Connection

Ok Cancel

In the Import Personnel From WatchNET AD select the Database Link tab. Select the server name from the Select or

enter a server name (PC Name) from the drop down menu.
Note: if the drop-down menu is empty then click on the Refresh button.

Next select Use a specific user name and password from the Enter information to log on to the MS SQL Server

option. Type sa for User Name: and watchnet for password:

Next select the WatchnetAccess database from the drop down menu of the Select the MS SQL Database name on
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the MS SQL Server: option.

To finish configuring the Active Directory setup click on the Test Connection button.

WatchMET Access 1.0 b4

o Connection tested successfully.

The Connection tested successfully message appears. Click OK to close the message box.

Import Personnel From WatchMET AD x
Databaze Link  Options

Awito [mport

() Time On

Time | S00004K 2
Time [120000FM <

() Mo Auta Import

[ Re-impart all personnel info
Import

Cance

To select AD importing options click on the Options tab.

Click the “Import” button for the first import.

WatchMET Access 1.0 o

o Input success,

OK

Note: If the database “WatchNETAD” table does not exist when you click the import button then the
software will auto create the table in the database.
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WatchNETAD table structure:

CREATE TABLE [WatchNetAD] (
[AutolD] [int] IDENTITY (1, 1) NOT NULL,
[ID] [nvarchar] (50) NULL,
[State] [smallint] NULL,
[FirstName] [nvarchar] (20) NULL,
[LastName] [nvarchar] (20) NULL,
[DisplayName] [nvarchar] (50) NULL,
[Office] [nvarchar] (50) NULL,
[TelephoneNumber] [nvarchar] (20) NULL,
[CardNumber] [varchar] (20) NULL

) ON [PRIMARY]

ALTER TABLE [WatchNetAD] WITH NOCHECK ADD
CONSTRAINT [PK_WatchNetAD] PRIMARY KEY CLUSTERED
(

[AutolD]

) ON [PRIMARY]

Chapter 4 Setup Menu
4.1 Hardware
4.1.1 Controller Configuration
To start to search for the controllers click on Setup -> Controller Configuration.

&

Or you can click Controller Configuration icon - | Contraller Configuration
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& Controlier Configurati
Cortrolles List
Contiole: D Name Modsl _ Fimare Correciin Lina 1D Host PC COMAP _ Mo: Addiess_She Neme

Tolat [ Ondne 0

[ v [ a : St P

( Famare 3 Domrkaad A Contober Close

| LinelD  COMAP Stats  Descrption Progress

Searching for Controllers

The WatchNET Access controller’s architecture allows for one quick step searching without the need for manually

configuring panels.

To begin searching for the panels click on the Search button and then the Search and Upload Controller window will

display.
r N
@ Search and Upload Controller [ 2 o]
Search Options Please select cantrollers Total 0 PCS Do ot show existing devices
(2) COM Part ) Model Firrowsare: Total Groups  Total Number of Cards COMAP Site:
COM1 i

@ TCPAP  [lAuto e [ Refiesh |
0.0 .0 .0 BN

m ] b

00 SelectAl | [Inven Selectior] | ¢

[7] Standalone [7] Fingerprint Select Al Invert Selection

You can search the WatchNET Access panels either through a COM port or through TCP/IP.

Searching panels over a COM port — Is used when the controller is connected directly to the Server through the
RS232 connectors or USB port if a RS232-USB converter is used. This also applies when a group of panels are
connected together through RS485 communication or when a RS485 to RS232 converter is used to connect to the

serial port of the Server. If you are not sure to which COM Port your panels are connected please go to the Windows
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Control Panel -> System -> Hardware -> Device Manager -> Ports (COM & LPT).

;.].'_ Device Manager
File Action View Help
e mIE BF®

w & Pedro-PC
i Audio inputs and outputs
E Computer
- Disk drives
I3 Display adapters
o DVD/CD-ROM drives
Human Interface Devices
=@ IDE ATA/ATAPI controllers
3% Imaging devices
Keyboards
B Mice and other pointing devices
[ Monitors
H Metwork adapters
& MNuvoton Communications Port (COM1)
= Print queues
I Processors
B Security devices
B Software devices
I Sound, video and game controllers
& Storage controllers
i3 System devices
i Universal Serial Bus controllers

Click on Search and the connected panels will be listed.

f M
& Search and Upload Controller MM

Search Options Please select contrallers Tatal B PCS [ Do net show existing devicss

@ COM Part D Model Firmware Total Groups  Total Mumber of Cards COMAR Sike

COM2 v] 11 walteer 0206 152.168.2.100
[11 waC4DaT V4020 1592168.2110

OTCPIP [huto Refe [11  WACIDZT V4020 192.168.2.191
L waroneT  \in 2 132963214

0000 @ [T atm vz 2

V] 192 168.2.100 WA/ -168T 2 wato2 40,20 2

V192 168.2110 WAC-4DET

V] 192.168.2.191 WaC1D2T

V192 168.2.14 WAL-2D2T

| m 3

4!4[ Select &l ] [Inverl Se\ection]

|
[7] Standalone [ Fingerprint Select All Invvert Selection

 —

Check the boxes of the ID column of the panels you would like to connect to.

Click Save and then Close. The panels will be listed in the Controller Configuration dialog box.
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& Controller Configuration " o e S
Contolle Lt

Coroler D Na Model _Fimuate Connection Lipe ID HoPC COMAP__ Mac Addrecs _Sile Narn =
2 3 Watchnethccess Giroup

e e g e T EEalchnetbecess Group

1 ContiollalB Doors I{ODTWAC8DET V4506 [ 3 ADMIN-FC 1921882108 ODYOFODD3EZF Walchnethecsss Gioup

1 Contolls{4 Docrs,In/OUlWAC-ADET V4020 4 ADMIN-PC 1921882710 ODTOFOD02EGA Wolchnetfccsss Group

1 Litcontoller001)  WREDIST V0200 [ 5 ADMIN-PC 1921882180 ODTOFOD0R447 Walchnettceess Group

1 Contolla(1 Dacr In/DullWAC1D2T V4020 & ADMIN-FC 1921682191 OUTOFOD0ZFS4 Walchnethecsss Gioup

1 T&Acontiole(O01)  TATOD3 VO30T 5] T ADMIN-PC 1921882105 ODTOFODOADE 8 Wlchnetfccsss Group

1 Contollf2 Deors IW0DTWAC 2027 V4021 8 ADMIN-PC 192188214 ODIOFOD0288D Wetchnethocsss Group

Tolal 3 Ondne: B -
[ semch || add [ peee |[ Edt |[ ChangeHost |[ Refesh || SieManagement | Locae

[ Download Confiquation | [ Dowrload Corfig teAlliLacal) | [ DowrlosdConfigiadl  |[ DownlosdEmer. Caids |

[ Fimuware It Updale ]( Update All ]

LielD  COMAP Status Desciption Progiess
Bo o2 I I
> 1aziea21m I |
3 1a21ea2103 I |
B4 1m2iea2110 I |
L5 1521682150 I |
LRt AL EAL]

Searching Panels over an IP address - WatchNET Access provide panels with built in fully integrated TCP/IP module.
Unlike other Access Control Software’s in the market which are using external converter and Virtual IP address.

WatchNET Access panels use real TCP/IP communication and real IP address.
The setup of the IP address can be done automatically.

Search — Searches for controller in the network

Manual Configure — Manually configures the IP address by setting each of the parameters.

Auto Configure — Software will configure the IP address automatically.

Wizard... - The wizard will collect the information necessary to configure the controller module
Reset - Restarts the controller module.

Connect Controller — Connects the selected controller(s) which works under the TCP Server mode.

Connect All Panels — Connects the entire controllers which work under the TCP Server mode.

Exit — Exits the dialog box. On the controller PCB board near the blinking communication LEDs,

there is a DIP Switch (S2) with DIP1 and DIP2. DIP1 is Write Protect
for the IP address; please make sure DIP1 is ON before configuring
the IP address. DIP2 sets a fixed IP (factory Default IP) of 10.1.1.10
regardless of the status of DIP1. Please make sure DIP2 is OFF.
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| &
5 Mac &ddress P Address Madel M arme
earch
iy B8.2364.21.94.47 192.168.5.51 BEM FCK-S
Manual Configure iy B8.2364.21.92.84 192.168.5.73 WaC-4D4ET
At Confg +j_4 00.10.F0.00.50.0E 192.168.5.57 1D2T MICRO
w1y 88.2364.21.97.09 192.168.5.74 WAC-BDBET
Wizard.. iy 00.10.F0.00.50.1F 192.168.5.52 WALC-202T
w4y 00.10.F0.00.3C.AF 192.168.5.51 WAC-404T
Reset w5y B8.2364.21.92.88 192.168.5.56 Wial-168T
E— w5y 00.10.F0.00.24,47 192.168.5.54 C2100 Madule
w2y 00.10.F0.00.36.2F 192.168.5.50 WALC-B0ET
Connect Contraller w3 00.10.F0.00.36.33 192.168.5.53 WAC-4DET
w3 00.10.F0.00.7C.B1 192.168.5.72 WAC-ADAET
Connect Al Contrallers w3y B8.23.64.21.94.5D 192.168.5.60 BEM FCK.S
- iy B8.23.64.21.92.B4 192.168.5.71 WAC-2D2ET
w2y B8.23.64.21.95.9F 192.168.5.58 1D2ETMICRO
D Do not shioey e:.;is[ing devices .J-.%.J Q010 FO0043.CC 192168535 BEM FCF.-5
PC Network Configuration {_4 00.10.F0.00.26.11 192.168.6.92 WAC-4DAT
Paddess IESETECEE v 00.10.F0.00.12.04 192.168.5.79 WiAl-168T
w4 00.10.F0.00.30.2C 192.168.6.91 WAC-4DAT
IF Mask: 205.255.248.0 o2, 0010 F0L00.26.31 192.16A.5.99 WA C-ADAT
Gateway: 192.168.0.1 w4y 00.10.F0.00.26.2C 192.168.5.53 WAC-404T
Search finighed. Total: 27 PCS.

To start searching for panels click on the Search button. All Mac addresses will be listed. Double click on the one you

would like to configure and the TCP/IP Setting window display.

® Mac Address: A unique identifier attached to the network adapter (the TCP/IP module).

® Name: Controller name which can be a maximum of 30 alpha-numeric characters.

® |P Address: The IP address of the controller.

® Mask: The Subnet Mask of the Network

® Gateway: The Default Gateway

® Port: TCP/IP port which can be between 1024 to 65535. The default value is 8000.

® Work Mode: If you select TCP Client then the controller will connect the host which is specified by the Host IP
otherwise the controller will wait for the client’s connection.

® Host IP: The IP address of the PC which is connected to the panels through the TCP/IP network. The Host PC will
receive all panels’ card events.

® Server Port: Can be between 1024 to 65535. The default value of 8000.
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| TCP/IP Setting X
Model WAL-ADAT
M ac Address: 00.10.F0.00.26.11
I arne: | |
IP Address: 192 .168 . 6 . 92 |
Mask: | 255 .255 .248 . 0 |
Gateway: [192 .168. 0 . 1 |
Part |00 |
ok Mode: TCF Cliert w
Hast IP: [192 .168. 6 . 90 |
Host Port: |BUUU |

Auto Config Cancel

Click OK to finish and log message should come up saying ‘parameter successfully’

& TCP/IP Setting — O *
5 Mac Address IP Address Model Mame 2
earch .
o5, 88.22.64.21.94.47 192.168.5.61 BEM FCK-S
Manual Configure 5, 88.2364.21.92.64 192168573 WAC-4D4ET Acoess
Auta Carfia ,. 00.10.F0.00.50.DF 192168557 102T MICRO
o4, 86.23.64.21.97.09 192.166.5.74 WAC-BDEET
\izard, o4, 0010.F0.00.50.1F 192.168.5.52 WaC-202T
w2 00,10.F0.00.2C.AF 192.168.5.51 WAC-404T
Reset 5 192.168.5.56 "Wid)-168T
E— (. 00.10F0.00.24,47 192.166.5.54 C2100 Module
o4, 00.10.F0.00.36.2F 192.168.5.50 WAC-808T
Connect Controller 2, 00,10.F0,00.36.33 192168552 WA C-408T
w5 00.10.F0.00.7C.81 192168672 WAC-4D4ET
Connect All Contrallers 5y BR.2364.21.94 5D 192168560 BEM FLCK-S
; o4y B6.23.64.21.92.B4, 192.168.5.71 WAC-ZDZET
Bl o4, 88.2364.21.95.9F 192.168.5.58 1DZETMICRO
[ Do nct show existing devices w2 00,10.F0.00.43.CC 192168535 BEM FCK-S
T e
P addess: (a2 G <4, 00.100F0.00.30.20 192.168.6.91 WA C-4D4T
IP Mask: 255,285, 245.0 w2y 0010.F0.00.36.31 192.162.5.99 WALC-4DET
Gateway: 192.168.0.1 w2y 0010 F0.00.26.2C 192.168.5.83 WAC-404T .
Search finished. Total: 27 PCS.
Set 88.23.64.21.92 B4 parameter successfull)l

Close TCP/IP Setting
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& Search and Upload Controller [m] x
Search Optiohs Pleaze select controllers Total: 2 PCS L] Do ot show ewisting devices
() COM Part D hodel Firmware COMAP Mac Address Site
COM1 o] 1 IDZETMIC.. V0400 192168558 88235421959 [Access Board 1 =
1 BEMFCKS  vozoe 192168561 882354219447 |Access Board 1 =
@TCPIP [ Auo Refre Fiefiesh 1 1D2TMICROD O3 192168557  O0IOFODOSODE | Acosss Board 1 %
EllneT 1 WAC-2D2ET V0304 192.168.5.71 8823642192824 Access Board 2 ~
0.0.0.0 £ 1 WACDAET  voaD4 192160572 ODIOFODOPCRY  |Acoess Board 2 =
% 192.168.5.58 1D2ETMICRD 1 WACHDJET w0304 192168572 GB23G42192B4  |Access Boad 2 =
192168.5.61 BEM FCKS A1 wWaCIT V4509 192168552 OOOFDOOSOTF -
152 188557 1021 MICRO Aecess Board 1
1951585 3 AT IDoET 1 WAMBST VD206 192168556 88294219288 |Access Board 1 -
1 192.168.5.72 WAC-4DAET
1 192.168.5.73 WAC-4D4ET
1 192.168.5.52 WhC-2D2T
1 192.168.5.54 C2100 Module
192.168.5.56 'wal-168T
9/9 Select Al Invert Selection
[ Standalore [ Fingesrprirt Clear Select Al
Search Save Close

Check the panels you would like to add and click Save and then Close. The panels have been searched and recognized

by WatchNET Access Software.

& Controller Configuration
Controler List

Controller ID Name Model  Firmware Connection Line ID Host PC COMAP  Mac Address  Site Name .
2 C 4020 2 W

B Co ZI (M2 . ioup

1 10 Controller(001) WAITEBT V0205 2 ADMIN-FC 1921682100 0010FO0033E3 Watchnetdccess Group

1 Controllr(8 Doors Inl{001WAC-BDET V4508 3 ADMIN-FC 1921682103 O010FO00362F Watchnetdccess Group

1 Controllr(4 Doors In/Out WAC-4DET 4020 4 ADMIN-FC 1921682110 0010FO00Z65A. Watchnetdccess Group

1 Lit controlier(001] WAE-DIET V0200 5 ADMIN-FC 1921682150 O010FO00Z847 Watchnetdccess Group

1 Controller(1 Door Ind0utl WAC-1DZT 4020 6 ADMIN-PC 1921682131 O010FO00ZF34 Watchnetdccess Group

1 T contollr(@01]  TA7003 VD301 7 ADMIN-FC 1921682105 0010FO0040E4 Watchnetdccess Group

1 Controllr(2 Doors Inl{001WAC-2D2T 4021 8 ADMIN-FC 192168214 O010FO00ZBED Watchnetdccess Group

Totak 8 Ondre: 2 -

[ Seach ||  add [ Deee |[  Edt ][ Changehost | [ Refresh [ Site Management J( Locate

| Download Configwation ][ Download Configto 4llLoca | [ Downlosd Corfigtas | [ Download Emer. Cards |

[ Fimware [ Update Il Update All ]
Line!D  COMAP Status  Description Progress E
¥5  192168.2150
L5 1921882191 —
7 1321882105 L
La 132188214 3
Bo  comz U

Adding a Controller
Alternatively to searching for the panels automatically the user can add a controller by clicking on the Add button on
the Controller Configuration form. The Add Controller. Click on the drop down menu to select the Controller Type
Model then enter a Name for the controller. The controller name can be a maximum of 30 alpha-numeric characters.

Next enter the COM Port or the IP Address and Port of the controller that is being added.
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Note: the controller hardware DIP switches (1-8) must be configured before panels are added.

Add a controller *
Controller
D Model
= | |DF'U1D12 Contraller(1 Door, ||« |
Mame

|E0ntroller[1 Daar In/Out) |

Site Management

IAccess Board 1 w

Cornection
(@) COM Port
COM Port COm1 w
O TCPAP
Mac Address
Paddess | 0 .0 .0 .0 |

|

Deleting a Controller

To delete a controller highlight the controller to be deleted and then click on the Delete button.

B Conrotercontwroion & T 1 1755

Contraller List
Controller 1D

ate Connection Ling 1D

Host PC. Mac Addriess
T

= ol

1 0010FO003383 P

1 Cortoller( DoorsIn[00TWACEDET V45,05 3 ADMIN-PC 1921682100 O0TOFODD362F Walchnethecess Group

1 Controllerfd Doors Jn/Dut WAC-4DET 40,20 4 ADMIN.PC 1921682110 O01OFODDZ654 Walchnelhecess Giroup

1 Litcortroler001)  WAEOIET V0200 5 ADMIN-FC 1521682150 O1DFO0DZAT Walshnethcoess Gioup

1 Contoller(1 Door In/DujWAC-1DZT V40,20 6 ADMIN-PC 1921682191 O010FODDZF94 Walchneliecess Giroup

1 T b4 conbolle@01)  TATOD3 VO30T 7 ADMIN-PC 1921682105 O0TOFOODAOES Walchnethccess Grou

1 Controller2 Doors Inli00TWAC-202T V40 21 & ADMINFC 152168214 O0OFOODZED Walshnethcoess Gioup

Totak 8 Orine: 8 2

[ Seach J[ Add || Delte |[  Edt || ChangeHost |[ Fefiesh || Site Management ][ Locae

| Downioad Carfiguiation | Download ConfigtollLocal) | Dowrioad ConfigtoAl || Download Emer, Carde |

[ Fimare Il Update Il Update Al ]
LinelD  COMAP Stus  Descipion Progiess a
#E5 1921882750
Be 1521632151 =
L7 1921882105 L
s 122188214 b
Lo oMz

Click OK to confirm deletion.
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WatchMET Access 1.0 ot

0 Deleting controller will erase all data do you want to back up?

Editing a Controller

Editing the selected controller parameters (Figure 7-17)

Edit a Controller =
Cantraller
D M adel
2 WAE-DTET Lift cortroller
M ame
\Lit cantraller(001)

Site Management

I.t’-'«c:cess Board 1 -
Caonnection

() COM Port
COK Port

® TCPAP
Mac Addiess | OD10FOD02447 |
IP Address [192.168. 5 .54 |
COM Port |E=Uuu S |

Cancel

Refresh a Controller
To refresh the displayed status of all the panels click on the Refresh button.
Download a Configuration

To download a current WatchNET Access Software database setting and configuration from the Server to a specific

controller, highlight the controller then click on the Download button.
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Download Configuration to All (Local)

To download the current database from the Server to all the panels, click on the Download Configuration to All

(Local) button.
Site Management

To open the Site Management window click on the Site Management Button from the Controller Configuration

window.

[ Search ] [ Add ” Delete l [ Edit ] [ Change Host l [ Refresh ] [ Site Management ] [ Locate l
[ Dovnload Configuration l [ Download Config to Al [Local) ] [ Download Config to &l ] [ Download Emer. Cards ]

l Firrware l ’ Update ] [ Update Al ]

The Site Management window appears.

st Marsgement T T T | |
i file  View
i@ pem " = ”
2 "JDEK4PH-¢0‘L@~H‘%I
H New  Edit  Delete Mu‘ Jaat . Next Last Filter Locate  Preview Print ﬂ‘"‘ Close.
PR ] ] stein | Sie Name, [ Controlers | Femark
It 8

[
ol [ 1

In the Site Management window, you can add the name of projects or installations.

4.1.2 TCP/IP Setting - This menu is same on controller configuration.
4.1.3 Search Controller - This menu is same on controller configuration.

4.1.4 Door Configuration - To start configuring the doors, select Setup -> Hardware and then Doors Configuration

. . . Door
from the main menu or you can click on the Doors icon="2,

The Door Configuration window consists of 5 tabs: Parameters, Door Status Schedule, Door Access Schedule,
Personnel Access Level and Channel Mapping, also on door configuration you can setup a flow control, event driver,

wiegand format, UDP Broadcast and bank card code.
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By Inputs - By Inputs configuration allows you to modify the flow control on the specific control such as open

and closing condition

@ Door Configuration had [m] X

w8 WATCHNETACCESS Bylnputs  Event Driver wiegand Format  UDP Broadcast  Bank Card Code

~ #% TCPIP192.168.10.101

v [ WACSDSETController(2 Dony| | Enable  Output Action Mode Output Time | Delay Time Fioity  Sourcsl Source? Source3
W Doort Aus output 1 Open Keep Opened/ ] Lowest(.. Open

B ooz

B oo

B Doord

B Doors

B Dot

B Do

§ Doors

Add + Delete Edit Paste Set All

Find Faste Setal i’ Cancel Apply

Event Driver - Event driver is where you can configure a flow control using events.

@ Door Configuration hd [m] ®

18 WATCHNETALCESS Bylnputs EventDriver wiegand Fomat UDP Broadcast Bank Card Code
~ ! TCPIP 192.168.10.101
Vv ﬁ ‘wWAC-BDBE T Controller8 Dom Door Event Output Component Output Time

il Doard

ol Door2
ol Door3
ol Doord
Door §
-l DoorB
ol Door?
“ Ml Dows

Add Delete Edit Paste Setall

Find Faste Setal k. Cancel Apply

Wiegand Format - Wiegand format allows you to modify the bit format of reading from a single control or let it
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follow the system settings.

Note: Do not change settings unless needed.

@ Door Configuration had [m] >

v g8 WATCHNETACCESS Bylnputs EventDriver wiegand Format  UDP Broadcast Bark Card Cods
v W TCPIP 192.168.10.101 -~
v ] WACBDBETContiollef8 ooy~ @ Follow System Setting © Bustom Seiting

ISEE Bits Paityl  Posiion  FistBit  LastBit  Paiw2  Poslion  FistBit  LastBit  Enable ~

Ll Doar3 Bz
il Doord Ex
Ll Doars B
il Doors Ezr
Ll Doar? B
B oo =2
[=k
[=kl
(=
B3
[=k
E»
E %
B
E s
E»
Ew
Ea
B2
E43
Eu
E45
E4%
[=ky
E48
E4s
=50
B
Fis2 v
< b4

Default Edit Paste Set Al

< >

Fird Pasts SetAll oK Cancel Apply

UDP Broadcast - Broadcast settings are configuration for global flow control that does not require the server to be

running to execute.

@ Door Canfiguration - [m] x
~ 13 WATCHNETACCESS Bylrputs Ewent Driver wisgand Format  UDP Broadcast  Bark Card Code
~ % TCRIP 13216810101
v -] WAC-BDBETControlls8 Dol (@) Follow System Satting () Customn Setting
i Doort UIDF Broadosst Setting
~ W Domr2
§ Doors Send Ficeeive
~ Domd #rea Changed Brosdoast [o ~] Mo ~]
Doar&
= oo B Input 1 Broadeast [0 ~] [we ~]
H Door? Input 2 Broadcast [no v [no ]
~ W Dowrg
Input 3 Broadcast [o ~] Mo ~]
Input 4 Broadzast |ND v\ |NU v|
Pasts Sathl
< >
Fird.. Paste Set Al ok Cancel Eply

Bank Card Code — Settings for bank code feature.

Click any door to show this menu

Parameters - This is where any general function related to a specific door is configured. To start configuring a
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door, first highlight the door from the list of panels and doors on the left-hand side. Once the specific door has

been highlighted then the items for that door can be configured.

This includes:
e Door Parameters

Door Code
Door Name:

Door Type:

Door Sensor:

Sensor Anti-Shake (MS):
Exit button:

Lock Open Time(S):
Handicap Card:

Handicap Time(S):
Lock Monitor Time(S):

Read Card Mode:

Multi Card:
PIN Required:
Max. 3 wrong PIN:

Duress PIN:
Super PIN:

Armed Code:
Disarmed Code:
Armed Flow Control:
Double Card:

46 Page

Door code names

E.g. Front Door

An IN reader only or an IN/OUT reader. (This field will be available depending on the panel
type)

Normally Open or Normally Closed (Can also be disabled if not in used)

Allows you to modify the sensor’s time when to beep when event happen

Normally Open or Normally Closed

The relay unlocks time which is normally 5 seconds.

Enable or Disable, when enabled door will be open for a long period of time when
handicap card is swiped

door will stay open when handicap card is scanned depending on time setup

The time before an alarm which is normally 30 seconds. The Lock Monitor Time is used to
make sure that the door was not left propped opened for a long period of time.

can choose from two options: Single card or multiple cards which is needed for opening
the door.

the number of valid cards that need to be flashed before the door can be opened.

If enabled, card and pin have to be presented on the keypad reader to open door

If enabled and an incorrect PIN is entered 3 times then the software will delete the access
level of the card.

A fixed 4-digit PIN to be used when under duress.

When enabled the door can be opened with a PIN only by entering *12345678# where
12345678 is the Super PIN.

A code that arms or activates a link on a keypad reader.

A code for disarming/deactivating a link on the keypad reader.

Activates the programed links.

Enable/Disable Double Swiped for Boss/Master Card

351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

@ Door Configuration O
v 'j‘! PETER-WATCHNET Parameters  Door Status Schedule  Door Access Schedule  Personnel Access Level  Channel Mapping
v--g TCRIP 192.168.8.101 Doar P ; Readsr P ;
v -[] wibC-8DSET Controller(® Doay |orFaameters FanerTarameer
Door Code | | LED Polarity Cathode v
Door Mame |D00r 1 | Buzzer Control Low Lewvel ~
Door Type IN Reader w Buzer &larm : goor EpeneddDToo Lar
oor Forced Open
Door Sensor Mormally Open w A Walid Card
Sensor Anti-shake(M5) 20 ~ Reading Delay(S)
Exit Button Mormally Open w Keupad Delay(s) 5 -
Lock Open Time{3) 5 > ‘wiegand Reader Type  ["WatchMET -
Handicap Card Disable - ‘wiggand Pulse Interval | Long (=1 milizecond)
Handicap Time (3] G" oo > Wiegand Pulse Width | %Wwidth [»50 microsecc
Lock Moritar Time(5]
Read Card Mode Single Card ~ Anti PassBack
Muit-Card z - frea APB Disable v
FIM Required Dizable ~ Evit Area Dutside -
Max. 3 wrong PIM Dizable ~ Enty Area Outside -
Duress PIN 0000 # A N
rea Mame...
Super FIN * (00000000 #
Am Code Lock Opened + *#(0000 | #
Dizarm Code Lock Opened + *#(0000 | #
Armed Flow Control Arm Linkage 1 -
Double Card Disable i Default Paste Setél
£ >
Find... Copy Faste Set Al Cancel Apply

Reader Parameters - are also setup from within the Parameters window as follows:

LED Polarity:

Buzzer Control:

Buzzer Alarm:

Reading Delay:

Keypad Delay:

Changes standby mode color from blue or green.

To test the buzzer of a reader

To enable or disable event alarms

The shortest time interval between reading 2 different cards.

The shortest time interval between 2 digits being entered at a keypad.

Wiegand Reader Type: can change from WatchNET reader, HID IClass or short interval readers

Wiegand Pulse Interval: manage the pulse interval of sending data from reader to controller

Wiegand Pulse Width: manage the pulse width on how long the reader sent the data to the controller

As a card issuer

Anti-Pass Back

Area APB:
Exit Area:
Entry Area:

Area Name:

47 Page

: To set the reader as a card enroller from the personnel list

Select Enable for Area Anti Pass back.
Exit Area for Anti Pass back.
Entry Area for Anti Pass back.

Select this button to give an area an alpha numeric name.

The door parameters can be copied from one door to another providing the doors are of the same type (IN door to
an IN door). Highlight the door that you want to copy and click on the Copy button and highlight the door that you

want to paste the parameters to and then click Paste. YOU will notice that there are two Set All buttons on the
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window. The one on the right-hand side of the window is used to set all the doors (Door 1) of the same type of
controllers on the network to the same settings. The Set All button on the left side will copy the settings of all the
tabs to all the doors (Door 1) of the same type of controllers. If you have copied the settings of door 1 then all door

1s will be set. The same has to be repeated for door 2 and so on from the first controller.
Door Status Schedule

This is where the schedules for a specific door are configured. There are 15 available time tables per door. Double
click on a Time Table or click on the Edit Status button to launch the Door Status Time Set window. On this window
the actual status for the doors can be configured. Enter the Start Time and then click on the arrow next to the Entry

Status label to select a status.
Options are:

Open from 1% Card: Door opens as per the schedule depending on first valid card. If the fist
valid card is before the scheduled door open time then door closes after
access granted. If no valid card is presented on the door when it is set to
open from 1st card then the door stays closed. When a first valid card is

presented then the door opens and stays open as per schedule.

Normal: Door is always close and only opens when valid card is presented

Sleep: The system is effectively asleep and will not read a valid card.

Always Open: The door is always open (unlocked).

Always Closed: The door is always closed (locked) and can only be unlocked with a Master Card.
Card + PIN: Card and PIN required.

APB: Anti Pass back.

Open/Closed: Door status changes on valid card. First valid card will open door and it stays

open until next valid card is presented to close
Twin Card Mode: Twin Cards have to be swiped both to open door

Group Card Mode (GCM): group card has to be presented to open door
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Door Status Time Set
Statug Time
Start Time H |
Entry Status |.-’-¥.Iwa_l,ls Open e |
Group 1#  Group 2t Group 38 Group 48
Card Count 1] =+ |0 =+ |0 ~ + 0 = = 00000000
Walid Date Set
= Sunday =~ Mionday w1 Tuesday W Wednesday & Thursday =1 Friday
H1 H2 Ha H4 H& HE
T T2 “week Days “weekend
]

] Confirmed by Centre
Backup PIN During Offline

#

= Saturday

H7

Holidays

Cancel

To configure the Door Status Schedule, check the days of the week to apply the chosen status for. The H1-H7 boxes

refer to the seven types of holidays that can be configured and the T1-T2 boxes refer to the two types of temporary

dates that can be configured.
Note: GCM Mode is only available in Ver. 03 controllers

Door Access Schedule

The Door Access Time Table sets the Time Tables for Door Access and is configured similarly to the Door Status Time

Table. At the Door Access Time Table we also specify the End Time.

Each door can have up to 15 different Time Schedules while each Time Schedule can have up to 7 different Time

Zones. In the Time Zone section is where the days and time period for the door access are configured. Different Time

Zones can have different days and hours.
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1B Door Configuration
448 WATCHNETETER
oA PP IR 1681251
4] Cortrobeds Doors 031}
oo 11001)

 Evert Davee [ G

&
-]
g
z
B

celralie4 Doora Inf001]
Doar 1(001)

Doar 2(001)

Door 3(001)

Door 4(001)

PP 1321681253

[

Time Schedide 11
Time Schadda 12
Teme Schedide 13
Tine Schedia 14
Tine Schedde 15

.

PP 1921681254 o
celcbertd Doors Jrv0U00T

Enty doar 1(001)
Ext door 1(001)
Enly door 2001

5]

Access Level Time Set e

Level Time.

Stot T 0w o &Ewm

Enty doos 4{001) End Time. 0 FH @M

4 W TCPPIR21681255 Voibaisa

W Reades 1007) DSwdy  DMody  DTuesdy O Wedosdy U Thusdey U Fidy [ Sahaday
S TH2 K rihe rHs iHs i
Output 1(001) m [ah 7]

Cot sy o) o)

1 Ertydoo0ot)
1 Exit doodt0n)

Access LevelName [ Time Scheduio &

Che ) me |

Personnel Access Level

Display the Personnel who have access to certain door.

[Paansen] I hccess Leve | Eyeet Daver |

< TCPPIR 1681251

4[] Coonobe(3Doorsr01) | | leescerel Njerscens Cod___ Fint Namme Last Name | CadNo_| Use CadDale Depatment |
Door 11001) e e e B B e e o

CPP 1921681253
Corrclef2 Doors 31|
1 Door 11001}

Door 2001)
PP 1321681254
7 Contrdert4 Doors Iv0UX00T

.

Erty doos 2001)
Enit door 2007)

Enty door 3001)
£t door F00T)

Enty door 4001)
£t door 4001)

PP 121661255

2o TCPPIR1681259
4[] T3A Contobed001)

W Ertydood00t)
B Esitdoorlo0t)
~ [ ViewFilds | [ Locate | 7 Display crdy personnel th scosss evel .
[opnd (o) P [ SeA Concel |

For Example, when Access is granted on Door 1 the controller can turn on Auxiliary Output 1 for a specified amount

of time.
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Channel Mapping

Allows for the integration with DVR’s which allows for the taking of snapshots and the recording of live video when

an event occurs.

& Door Configuration
49 WATCHNETFETER FPasamoters | Doot 1 I TEvet Diiver

9 "“:I’;:;[":‘ ety || [Cantolertane____ Dootizne Evert Name DR Name Charre Nams____|Caphued | CapheedFoldec Caphred De|Caghure Time Caglure e Recorded| Recondedt odee Pretecod |Postig
4-@ Cont 5 » e e e e e (g ey (] i) (e [0 ) PR )
Doox 1001}

Door 24001
Doax 3001]
Doox 4001
Doox 5001}
Doce 5001}
Doo 2001}
Doar 81001)
+ @ TP IR IR 128
4[] Contiokerd Doces Ing00T)
Doce 1001}

Do 2001]
Docx 3001
Door 4001
o o8 TCAPIR 1681253

4[] Contoleri2 Do o001
1 Dox 11001)
Do 2001]
4 TP 121631254

4[] Conlolerld Dooxs InDul00)
Enty doee 10001
Exk door 11001)
Enty doce 2001]
Ext doo: 2001)
Enty doce 3001)
Ext door 3001)
Enty doce 4001)
Ext doos 4001)
¥ TP 121691255

4[] Lt contioled001)
Resde 11001)
oW TCPPIR 1681258

2 ] 10 Cornoled001)
Outpst 11001)
Outpun 2001
Ougei 3001}
Outoun 4001]
Ourpen 5001}
Outper 5001)
Outpet 79001
Output 3001}
o 1CRP 1921631259
4 [ T8A Comaet01)

W Bty dooO0]
1 £ dood001} Doar Cherrel

Cortcler R Chareel

Door Captued  Caphued Folds

Event Recodad  Recorded Faides

Pre_Event Res fSec) Poat_Evert Rec (Sec]
o s 0 3
Caneea Pooun
e ] [oAdSMa. ]

[l ]

[ — ; [ semn

To start configuring Channel Mapping click on the Channel Mapping tab and click the Add button.

Channel to Door Mapping X

Door
Cartraller Dioar
BDET IN ~ | wWaR-EHO-MABDT -

Ewvent

Channel

DYR Channel

[ Captured

Captured Folder
‘C:\ngram Files [=86)\WatchME T \WatchMET Access Integrated SE| -

Sharing

[ Continuaus Capture Capture Times 1 =
Capture Interval [5] 1 =
] Recorded :
Recorded Folder Shating
‘C:\ngram Files [=86)\WatchME T \WatchMET Access Integrated SE| -
Pre_Event Fec [Sec) Post_Event Rec [Sec)
10 : 10 a

] Camera Popup

Cancel
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Select the Controller, Door and Event from the Door section. Then select the DVR and Channel from the Channel

section. The final step is to check on the Captured, Recorded and Camera Popup.

Channel to Door Mapping X
Droor
Cantroller Door
80AT IN ~ | WwAR-EHD-NABD ~
Event
Door Opened by Y alid Card w
Channel
DR Channel
CCTY DWVRI1] ~| | CAM A1 ~
Captured
Captured Folder Sl
|E:\Frogram Files [#BE]\Ww atchME T\ atchMET Access Integrated SE|
Continuous Capture Capture Times
Capture Interval [5]
Fiecorded -
Recorded Folder Sharing
|C:\F’rogram Files [#BE)Nw atchME T\ atchMET Access Integrated Se|
Pre_Ewvent Rec [Sec] Post_Ewvent Rec [Sec)
R T
Camera Popup
Cance!

With this configuration when Door 1(002) is forced open then Camera 1 of the Demo DVR will take a snap shot and
also record a Pre and Post event recording for 10 seconds. Also the Camera will pop up on the Video window of the

screen.

| Cameral - x|

Note: In order for the pop ups to be displayed the Auto Switchover and the Auto Play check boxes have to
be checked, and to see the Popup right click on card events and select “Personal Photo Viewer”
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#Acknowledge Auto Switchover

Cameral

15 26140

4

[ StonLiveview ||

If you click the Add more button from the Channel Mapping tab you can add more events as the event source.

‘[ Add | [ AddMoe || Delte || Edt |

Any event will trigger the action.
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Channel to Door Mapping *
Doar
Contraller 8DAT IN ~ Doar WAR-EHO-NABOT ~
Event Select Al Invert Selection Default
Armed

<

Aux Input Clozed
Aux Input Opened
Aux Dutput Clozed
Aux Dutput Opened
Disarmed

Diaar Cloged by Force
Droor Cloged Marmally

[oor Forced Open Ewxpired Card
Door Opened by Boss/Master Card Hardware Trouble
Dioor Opened by Card + PIN Irvalid Area

Door Opened by Duress PIN
Door Opened by First Card

Daor Dpened by Handicap Card
Door Opened by FIMN

Door Opened by Super PIN
Door Opened by Walid Card

[oor Opened by Yalid Card + Fingerprint
[oor Opened by alid Fingerprint

Droor Dpened by Valid PIN + Fingerprint
Droor Opened Mormally

[oor Opened Too Long

Eror PIM For Temporary Card

Exit Button Action

Exit Button Release

Irvalid Area For Boss/Master Card
Invalid Area For Temparary Card
Invalid Card

Irvealid Confirmed PIN

Irvealid Door/ Timne

Invalid Fingerprint

>

Charinel

DvR b Charinel w
Captured Sharing
Captured Folder |E:\Program Filez [#8B)\Ww atchME TWWwWatchME T Access Integrated Security SystemzhSnapshots
Second Of Delay [] Continuous Capture

Capture Times 1 = Capture Interval [S] 1 =
Recorded Sharing
Recorded Folder |C:\Program Files [#8E]\w atchME TWWwWatchMNET Access Integrated Security Systems'recording |
Pre_Ewvent Rec [Sec] 10 = Post_Event Rec [Sec] 10 =
Camera Popup

Cora

Delete the channel mapping by clicking the Delete button and then OK.

WatchnetAccess

)

Are you sure you would like to delete the selected Door

4

¥ Mapping Condition?

l OK } l Cancel

To edit the mapping select the corresponding record and then click the Edit button.

4

1

Dioor Channel
Controller [N Channel
Lift controller(007) CCTY DVRIS) IPC
Droor Captured Captured Folder
Lift controller(001) C:\Program Files [x86]Ww atchNE T4 atchMET Access Integrated Se
Ewvent Recorded Recorded Folder
“alid Card C:\Program Files [«86]\w atchME T4 atehMET Access Integrated Se
Second Of Prerecarding Second Of Pasting
10 = 10 =
Camera Popup
[ Add | [ AddMoe | [ Delete |[  Edt
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4.1.5 T & A - this can configure parameters, LCD display, Alarm clock settings.
Note: this feature can only be used in WAC-1D2T-Micro.

« Parameters - Can modify below configuration

i ™y
& T & A Configuration u::) @M

4 \157] WATCHNET-PETER Parameters | LCD Display | &larm Clock|
A-y TCPIP 192.168.12.59

“4[] T Controller001]| Parameters

Mame TéA Contraller001] Unit 1D 1

Firmware Version Wo4.01 Menu Language
Backlight Menu Password 00000000

Event Full &larm Screensaver Time [5) 20 IS
Metwork switch

Paste

[ Find... ] [ Copy ] Paste Al I ak. I [ Cancel ] Apply

N

« LCD Display - Can modify Display message on LCD display of the 1D2T Micro
r@ T & A Configuration @J E@g‘

4138 WATCHNET PETER [ Parameters | LCD Display | Alarm Clock
4%% TCPIP 192.168.12.59 P 32
" L[] Tt Controller001) 2 Timed Out S

3w

lcome Tenants 34

Mormal Display ‘Welcome use! Faste

Hint: 1. Mauimurn 16 characters;

[ Find... ][ Copy Paste Al Ok I [ Cancel ] [ Apply
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Alarm Clock - Setup alarm or buzzer for a specific period of time using auxiliary output

& T & A Configuration [e] 2] ®

4 148 WaTCHNET-PETER | Parameters | LCD Display | Alam Clock
4% TCPIP 1921681259

Lt Tha Contioller007) Time S.ooM. T.owl T.. Fi S Buzzer Lock. ALK Qutput
.
Alarm Clock S
[] Enable
Alarrn Clock
Time 0 EH 0 &M
‘wieakly

[ Sunday [ Monday [ Tuesday 7] Wednesd ] Thursday [ Friday ] Saturdap

Output
7] Open Buzzer Time 0 % Seconds
[ Open Lack. Time 0 B| seconds
[] Open dur Dutput Time 1 & Seconds

\,

H1..H7 = Holiday1. Haliday? ; T =Temp Diste Pasle

[ Find. ][ Copy ] Paste All [ u] ] [ Cancel ] [ Apply ]

.

4.1.6 Standalone Controller Configuration — Currently not supported.

4.1.7 Controller Components - To configure the Control Components select Setup -> Hardware menu and then
Controller Configuration. This will open the Controller Components List. Controller Component consists of
(Doors, Locks, Door Sensors, Exit buttons, Aux Inputs, Aux Outputs, and Readers). These components can be
renamed by highlighting the Component and by right clicking and then selecting Rename or alternatively

clicking on the Rename button

(=[O [
Cantroller: Controller Comporents Auto Refresh
Line ID Host PC COMAP Contralh M = | | Component Hame Status tdanu:z Compor =
0 ADMIN-PC B/ [BC oor 1(002) ieade PIN Reguired B
1 ADMIM-PC 192.168.2.86 Door 2(002] Mormal =
2 ADMIM-PC 192.168.2.100 1 10 Contrallef[0071] wial-16 Lock 1[002] Output Cloze = B
3 ADMIN-PC 192.168.2.109 1 Controller[8 Doors. Wi C-80 Lock 2(002) Dutput Close =1 B
4 ADMIM-PC 192.162.2.110 1 Controller[4 Doors "WAC-4[ A output 1[002) Output Close = E
5 ADMIN-PC 192.166.2.150 1 Lift contraller[001] WwAE-01 Aux output 2(002) Dutput Close = 5
6 ADMIN-PC 192.168.2.191 1 Controller[1 Door | WaC-10 = Sensor 1(002) Input Close = 8=
7 ADMIM-PC 192.168.2.105 1 T & A controllerd0C TA7O03 Sengor 2(002) Input Close = Ed
8 ADMIN-PC 192.168.2.14 1 Controlier2 D oors, WAC-20 Aux input 1[002) ImpLt Close = ]
Ay input 2(002) Input Close = g |
A input 3(002] Input Close = Ed
Aux input 4(002) ImpLt Close = ]
Exit button 1(002) Input Close = 9 |
— | | Exit button 2(002) Input Close = ]
Buttar 1 [Chil] Other Enable = 11
Button 2 [Ctr) Other Enable = 11
Reader 1 [Crl] Other Enable = 12
Feader 2 [Chl) Other Enable = 12
Arm Linkage 1(002) arm Linkage Dizarmed = 20
Arm Linkage 2(002] A Linkage Digarmed = 20
< i ] » < m ] »
[ FRename | [ Follow Schedule | [ FRefiesh |

Other functions are available depending upon the type of Components. For example highlighting on a door and then

right clicking will launch a menu that allows the user to force open the door manually. Right clicking on a Door sensor
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allows the door status to be changed.

Sleep

Always Open

Always Close

Card + PIMN

APE

Open / Close

Opened From 1st Card

Follow Schedule

Rename

[ Fallow 5 cheduls ]
The Follow Schedule button downloads the schedules from the WAC software on the Server to the

panels. For example, if the schedules were set with a Server that has been replaced and the schedules have been

updated on the new Server then clicking on the Follow Schedule will download the new schedules to the panels.

4.1.8 Preset Components Status - Pre-set configuration allows the user to set a temporary components
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schedule

cion Stao Name
4 59 WATCHNETFETER o
oo 1CHP 121681251

8 TP IR 125
] FrgerPres Resded?

+ @ TP IR21681257
] FgerPres Resded

o8 TP IR 1R 1258

{1 10 Contoledt01)

+ 8 TP 1221681259
TtA Contclei001)

4.1.9 Disable/Enable Doors — Enable/disable the door on certain date or time.

@ Dizable/Enable Doors

i Fle Wiew

ToDate | Fram Time | TaTi
| [l e

Dizable/Enable Doors

Marme ||

Doors

D Cantroller Chaor
Add
Delete

Fram D ate | - - | ToDate | - - |
Ta Time | e %l Fram Time | e %|
Fram Card Mo, | nooooooooo | ToCadho 4234967295 |
Output Action (®) Disable (O Enable

Output Type (@) Card () Access Security Groups (O Access Doors

I oK I | Cancel

58 Page
351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

4.1.10 Prosys Intrusion

e Panel Configuration - Click search or add to add a prosys panel.

@ Intrusion List hd O
Panel:
Farel ID Panel Mame Zone Count U0 Count Panel IP Panel Pot Connected  Host PC Site Name
Panel Count: 0 Orrline: O
fdd Delete Edit Change Host Close

e Search Panel - Click search to find a prosys panel on the network

@& Search Intrusion Panel had O x
Search Options Please Select Intruzion Panel
IP Port Zone Count U0 Count Site
Fram IF 192.168.10 . O
TalP 192.168.10 .255
Local Metwork
Part 502 =
Timeaut 100 + Millizeconds
Save Cloge

e Panel Components - To configure the prosys components.
4.1.11 Prosys Plus Intrusion — Adding and searching is the same process from prosys intrusion
4.1.12 DSC Intrusion — Adding and searching is the same process from prosys intrusion

4.1.13 PIMA Intrusion — Adding and searching is the same process from prosys intrusions
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4.1.14 DVR Configuration - to start to search for DVR’s select Setup -> Hardware -> DVR Configuration.

@ DVR List had O *
CR:
DVRID  DWYR Mame [%R Type Channel Count Disk Count  DVR [P D%HR Port Connected Host PC Site Mame Shared
| |
VR Count: 0 On-line: O
£ >
Search Add Delete Edit Config Change Host Cloze

Click on the Search button to launch the Search DVR window.

Search

To search for DVR’s click on Local Network to set the IP range.

t

@ Search DVR — O X

Search Options Please Select DVR Tatal: 0 Do not show existing devices Metwork. Settings
Cuop IP Port Diisk. Count Channel Count  Type Serial Mumber Shared  Site Gerisl Humber

® TCPAP

Fram IF

192.168. 10 . O
TalP

IF Addiess
192 .168. 10 . 255

0.0.0.0

Subnet Mask.
0.0.0.0

Local Metwork

Port
4000

ak

o1
o
ST
&
2

Timeout

& |MS
Fart
8000

[y ury
=
=
g
E
3

q

Ak

admiry

t adify

o
o
@
@
=
=]
o

Select Al Invert Selection | ¢ >

Search Save Close

Once the IP range is set click on the Search button to start the search.
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(® TCRAP
From P
192.168.10 . 0
TalP

192 .168 .

10 .255
Local Metwark

Part

.
=
=
=

L4

Timeout
5

=
=]
I

User Mame

adrmin

Paszmord

Select Al ||Invert Selection

Stop

Please Select DVA Total 2 Do nat show existing devices

IF

[ 192.168.10.31
[ 192.168.10.73

Fart Disk Count Charinel Count

4000 1 2
4000 1 a

Type Serial Mumber
il

27 PATHROT100209

£

1D033BBPALZZGEE [

Shared  Site

' atchnetdcoess Grou
W atchnetboccess Group

|

Save Cloze

Fart
8000

Ak

F odify

Check the DVR'’s that you want to add and then click the Save button to add the selected DVR’s.

@ Search DVR

Search Options
Cuop
@ TCRAP
Fram [P
192.168.10 . O
TalP
192 .168. 10 .2556

Local Metwark

Part
4000

Ak

Timeout
100 -

I
=
2]

Uszer Mame

adrmin

Pazsword

Select Al | Invert Selection

Search

Pleass Select DYR Total: 3 Do not show existing devices

P

192.168.10.31

192.168.10.73

[ 192.168.10.162

Part Disk Count Chatnel Count
4000 1 g
4000 1 8
4000 1 8

Tupe Serial Mumber
Kl
7

#

PATHE 01100209
PAIMF12ED00278

~

1D033BBPALZZGES [

Shared  Site

|
a

Watchnetbcoess Gro

Watchnetdcoess Group

Save Cloze

¥

Metwork Settings

Serial Humber

IF Address
0.0.

Subriet Mask
0.0.

Gateway

Port
2000

F adify

Ak

Adding DVR’s

manually

Click the Add button to launch the ADD CCTV DVR window.
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Add CCTY DWR >

DVF |
DYR 1D [ =l
DVR Mame | |
Site IWatchnetﬁ.ccess Group e
DV IP . o . o . 0o . 0 |
DYR Part 4000 =l
Ilzer Mame | adrnin |
Fazs'wiord | L L1l |
Share VA [ ] Other client can watch cameras

Snap/Capture Picture

() Snap zhot with supported model: of devices

(®) Snap shat with connected devices in video dizplay

Cancel

Enter the DVR information and then click the OK button to add the DVR.
Delete

Click the Delete button to delete the selected DVR.

@ DuR List

DWR:
CYRID  D%R Mame [%HR Type Channel Count Disk Count  DVRE [P [%HR Port  Connected Host PC

Site Name Shared

4000 WA TCHHETACCH

WifatchMET Access 1.0 (MoCardList) )4

o Are you sure you want to delete the selected CCTW DWR?

CCTY DVR(1]
Cancel
WH Count: 1 Oreline: 1
£
Search fdd Edit Canfig Changs Hast
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Click OK to delete selected DVR.
Edit

Click the Edit button the edit the selected DVR.

Edit CCTV DVR S — E
DWR
DVRID 1 %
R MName
DR IF 192 .168 . 1 . 241
DWR Port 8000 =
User Name admin
FassWord ssene
Share DVR Other client can watch cameras
[ O ] I Cancel

Change Host
Click the Change Host button to change the DVR host.

4.1.15 Search DVR - Refer to Search.
4.1.16 DVR Channel - The DVR Channels List displays the entire channel mapping information. Click Setup-

>Hardware->DVR Channels.

& DWR Channels List had [m] x
DVE: Channels:
Line ID |Host PC DVRID | DR MName [ Visible | Chaniel Name \Num \Mot\on Detection Capture A
0 wWATCHNETAL 1 ENMR2(1] 43 Cameral 1} [m]
b4 Camera2 1 1
& Camerad 2 ]
Camerad 3 0
v
< » £ >
[] Read Channel Info from DYA nest time Refresh Close
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4.1.17 Channel to Doors/Zones Mapping — See sections Channel Mapping

4.1.18 Fingerprint Reader - Click Setup->Hardware->Fingerprint Reader to open configuration.

Note: Before opening configuration make sure fingerprint parameters are set, sample below is showing
WAB-P-FCKS configuration.

@:':‘e: nt Reade —
v '5‘5 PEDRO-FPC Parameters  Status Schedule Door dccess Schedule  Fingerprint User  Flow Cantrol - Event Driver  Alam Clock |41 *
v g E‘;CP;E,Z?J BSET B asic Information
Mame FCKS Unit ID 1
Firmware ersion WO208 Menu Language English ~
Backlioht (5] |5 2 Normal Display WwiatchMNET |
Back Ground Picture(320°240) |Pictures\FF’E2DDD Backgroundy12-320_240.brp | @
Operation Mode 2Fingerprint # Card ~ Auto Detect FP Enable v
Multi-FP Detect Enable ~ Hurnidity FF Detect | Enable ~
Scan Timeout [5] 1 = 1:1 Perify] 4:Below Maormal ~
TN Enable v 1M (Identify) & Marmal v
Wwork Mode ZFingerprint Attendance “wiegand Output Card Mumber v
Door Sensor Momally Open w Dizplay Mode | User Mame ~ |
Lock Open Time(S) |5 3| Look Monitar Timel$) [20 =
Super FIN . # MenuPassword 00000000 |
Tamper &lam Disable ~ Metwork switch Configurable w
Get Events e ~
Default Paste Set Al
Find... Faste Setal (i3 Cancel Apply
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4.1.19 Face Recognition - Click Setup->Hardware then Face Recognition to add face recognition device.

Note: Before adding a face recognition device make sure the face device parameters are set

& Face Recognition

O

*

v iy ADMIN-PC
v WY 19216857
b R Face Recognition De

Device |0 Mame

Firmware

Cornected  SM
[]

3120514004671

Tatal: 1 Onlire: 1}
<
| Add | | Delete | Change Host | | Feboat
| Download Configuration | |Download Config to Al [Local]| | Download Config to Al | | Screen Calib
LinelD P Status Description Progress

4.1.20 LED Screen - Click Setup->Hardware then LED Screen to add LED Screen, this option is used to set up an
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external, serial or TCP/IP connected LED display screen. Click Add to add LED screen.

@ LED Screen O X
Screen:
LED ID M ame Madal Fielation Daoar Dizplay Area Connected Line 1D Hogt PC
Total 0 1]
< >

I Search | | Add Delete E dit Refresh Download Caonfiguration Download Caonfig bo Al

4.2 Cards
4.2.1 Access Security Groups

Access Security Groups is where you can create different group of access levels, either per departments or just per

personnel

To start adding cards click on Setup -> Cards -> Access Security Groups
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& Access Security Groups

Group Mame

[w

24 Hours

Locate

bt O *

AccessLevel  FloorLevel  LCD Display  PIM Enable  FIN Enable for Lift - Face Recognition  Persornel List

Door Marne |Access Schedule [ A | Mo Entry
| |Doord Entry dhways E Er;th'?rL#;agzhedule
| {Door 2 Entry Aways ] Night Time Sche
| |Doar 3 Entry Alvays [ Time Schedule 4
| |Doord Entry &bways [ Time Schedule 5
| |Doors Entry dhways [ Tine Schedule 6
Dot | Tine e &
| {Door? Entty Always O] Time Schedule 3
| |Door g Entry Avayps [ Time Scheduls 10

Entry door 1 Entry ébways [ Time Schedule 11
" | Esit door 1 Enitry &lvweays L Time Schedul= 12
" [Entry doar 2 Entry dbaays U Time Schedule 13
L L s [ Time Schedule 14
| |Ewit door 2 Entry Always [ Time Schedule 15
| |Entry door 3 Entry thvaaps
| |Exit door 3 Entry Abways
| |Entry dowr 4 Entry Ahways
|| Ewit door 4 Entry Alhvaps
| |Doorl Entry thvaaps
| |Doaor2 Entry Abways
|| Entry doar Entry Ahways
|| Exit door Entry Ahways
B Door 1 Entry Always

W
Mew Edit Delete Save Cancel Add More...
Edit Delete Save Cancel Szzigned to All Personne Cloge

By default, a 24 Hours access group is configured on the system

Note: A group must be created depending on the access level of the department of the personnel.

4.2.2 Personnel List

—
=

The Personnel List is where the main user information is entered. Select Personnel List Pesennellist] from the main menu

bar or choose Personnel List from the Setup -> Card sub-menu. All the individual Personnel information can be

found in this window. Personnel can be added and modified or deleted. From the Personnel List window Personnel

records can also be exported into Excel, Text, Html or MS-Word file.
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@ Personnel List - [m] X

- \ =

Q@ v B vV HAPMO H oMK
Rechargeswithdiawals  Subsidy  Batch Subsidies | Lost/Found  Deactivate/Activate First S~ Fikter Locate  Preview Print  Export | Close
lersornel M| FirstName | LastMame |Pesonnel Codel Card Mo, |sid Creation Tin| Espiy Diate |dicap thager {'Maste|poraw | Aiea Name | Gender | Depaitment [ Growp | Bs

i Ele Wiew
g R |

i AddaPersonnel Fepeathdd Edit Personnel  BatchEdit  Delete Personnel

Department List (%
~ -[&] 4l Depattments
& Head Office
[#] Visitor

[ L1 L1 L] L1

Group List

Operate

Add a Personnel

Personnel Batch Adding

Locate Value

Personnel Info

Record counter 0

Adding a Personnel
Click on the Add a Personnel button to launch the Personnel Information window. Enter the card user’s information.

Basic Information — input first name last name and other information needed

Personal Information *

Perzonal Infarmation

Access Level HTET Eneet

Basic Informati

]

x4
Department IHead Office
Fingerprint Group Group Name ~ | Pasition
) - Joining Drah ~
Fingerprint Readsr mnnavae |
Last Day v| E? l?;;" ::) x

|
| .

Face Info Address | | Floar Mo, I:I
|

TEL E-Mail | |

Card Events QR Code Card Print Cancel Apply

Note: The first and the Department are mandatory fields and must be filled out in order to proceed to
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the Card tab.

There are three options for obtaining a photo image.

1. The foldericon E adds a saved photo image from the C:\Program Files (x86)\WatchNET\WatchNET

Access Integrated Security Systems\Photos path.

el . .
2. The camera icon@ adds a photo image taken from a digital camera.

3. The scanner icon @ adds a scanned photo image taken from a scanner.

Click on the Card tab to add card information. Check the Use Access Card option to activate the card.

4. Card - Card tab is used to setup card parameters of personnel

Personal Information bt
Basic Information Use Access Card
Card Info
Card Card No. |00 380334 | | @ Vice Cards
ID Card Custorn |D: From Reader BialISE10 ~ Read Card
Access Level [ Expity Date 201 9-06-01 m Fietrienve Card Mumnber 0 Retrieve C
From Desktop Reader From Systen This option is
Fingerprint (] Deactivate Daps not uzed
used for
(] Card Event Link ta | |
Face Info CARD+PIN or PIN
Access Properties Temp Card Valid Time Only on keypad
[ Handicap Card Openz the Daar far a langer bime Frorm:
[J Manager Card Mo Anti-Passback Limitation; Open/Sc | d readers and
[] Boss/Master Card Can open any Door anytime; Dpen/Sct  Expiration: valid only for
Temp Card Vv40.** and
FIN V45, **
PIMN ID FIM affent Area;
Automatically | [ 11 1] | Outside

Card Property for WAC-+<DYE ---- Balance

Card Group Mohe w [ Times Card
(] Twin Card Select |:| Select [ Limited Times

PIM Card * # 4-8 digitz Balance
Card Events LR Code Card Print Cancel Apply
\I Pin Only option
is only valid for
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Use Access Card
Card Info:

Card No.

Vice Cards

ID card Custom ID
Expiry Date
Deactivate

Card Event Link to

Retrieve card number from

Desktop Reader-

Retrieve card number from

System Reader-

Access Properties:
Handicap Card-
Manager Card:

Boss/Master Card:
Temp Card:

PIN:
Pin ID-
PIN-

Card Property for WAC-XDYE:

Card Group:

Twin Card Select:

PIN Card:

70 Page

must be checked to activate card

input card number (sample is decimal format)

enable to add multiple card for the personnel

additional ID number

setup an expiry date for personnel or card

card will be automatically deactivated if not used on certain days selected

to link another personnel to this user

card number will automatically entered in Card No. when card is swiped in desktop

reader

card number will automatically entered in Card No. when card is swiped in the

reader

door will be open for longer period of time when card is swiped

swipe card twice on a door to override door schedule to always open and swipe
twice again to put back to schedule

can open door anytime and have access to all doors

enable to assign the card as temporary card

click automatically button to generate ID for pin

Input PIN number for personnel

select a group number for card to follow GCM(group card mode) status

card will be slave card and need to bind to any card when the Master-slave mode
door status is enabled

pin only can be used on keypad reader when card is lost or forgotten (only work with
V03.** Controller)
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e Access Level — Access level tab is where you select the door access for the card holder, there are two

different ways of assigning access level: Security Groups/ Access Doors

®  Security Groups — To create access security group you can go to 4.2.1, once create you can

select that access to the card holder

Perzonal Information bt
. . i Security ;oups Access Dl:n:nrsl
Basic Informatio
Mo. Access Secunty Group Ma. Access Secunty Group
Card o 24 Hours
Access Level
Fingerprint
Face Info
Daaor Mame Aocess Time Ta..
Card Events (R Code Card Print Cancel Apply
= Access Doors — In Access Doors you can select single door and quickly assign access
schedule for the card holder.
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Persanal Infarmation
) ) Security Froups ” .&ccequoors
Basic Information
Door Marne |Access Tirne T able
»
Card I
booess Level
Fingerprint
Face Info
R Edit Delete Save Cancel Add Mare...
Lift Access Level T 4 4 LCD Display PIM Enable  PIN Enable for Lift
Lift | Direct Floor
Ld
Wizit Floor
Card Events (R Code Card Prirt Cancel Apply

Click Add More to select a door, enable the door and select access schedule for that door, then click OK

Batch Add Door *
Pleaze select the door you want to add: Default Access Schedule
w [ WwWATCHMETACCESS a | | Mo Enty
~ [ TCPIF 132.168.10.101 % E?Ek'zﬁ'wak's
~ [] WAC-8D8E T Controller8 Doors.In) f ATG3
[ ATGY
[ ATGS
[ ATGE
[l ATG?
[ ATGS
C1ATGS
1 ATGI0
C1ATGI
[l ATE12
~ [] TCRIP 192.168.10.103 m §¥gli
v |:| Wi C-2D 2T Controller(2 Doars,In] f ATG1S
[ Door 1
~ ] TCRIP 192.168.10.104
[ wiaC-4DET Controller[4 DoorsInd0ut)
[ Exit daar 1
[ Entry dowor 2
[ Exit doar 2
[ Entry dowor 3
[ Exit doar 3
[ Entry dowor 4
-] Exit door 4
v [ TCRIP 19216810106
v |:| witiB-#-FCK FingerPrint Reader
[ Door 1
v [ TCPIP192168.10.172 v
Find Door Wiew Style
NeL... (®) Directary Tree () List View oK.
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4 Lift Access Level — WatchNET Access Controllers also include Lift (Elevators) panels. WAE-016-ENC with built in
TCP/IP communication along with WAE-E16-PCB expansion boards can handle up to 128 floors on each

controller.
These panels can work offline as well as with the WatchNET Access Software.

WatchNET Access Software is intelligently integrating the WAE-016-ENC panel. The WAE-016-ENC configuration and
programing is performed in a similar way to the rest of WatchNET Access panels. This creates efficiency in the setup
and use of the panel. Since a Lift has a door we can treat this door like any other door and configure its Access Levels

and Time Schedules.

We can see that we set the Day Time Schedule for the Lift Controller (001). This means if the person flashes their
card during this time schedule then they will be able to go to each one of the floors checked in the Lift Access Level

tab.

Direct Floor: can only select one floor
Visit Floor: can select multiple floor that a personnel has access
Personal Information x
) ) Securty Groups ” Access Doors
Basic Information
Daor Mamne |Access Tirme Table | ] Na Entry
P Reader 1 Entry dilways Enitry Always
Card — [ Day Time Schedule
[ Hight Time Schedule
L] Time Schedule 4
1 Time Schedulz 5
Access Level [ Time Schedule &
[] Time Schedule 7
F . ] Time Schedule 8
ingerprint [ Time Schedule 9
] Time Schedule 10
[] Time Schedule 11
Face Info [ Time Schedule 12
] Time Schedule 13
[ Time Schedule 14
[] Time Schedulz 15
Mew Edit Delete Save Cancel Add More...
I Lift ACCBIS Level T 44 LCD Display PIN Enable PIM Enable for Lift
Lift T ] Diirect Floor
b Reader 1 A Mane [C] Floor 3 [[] Floor B ] Floar 9
] Flaar 1 [ Floor 4 [ Floor 7 [ Floor 10
[ Floar 2 [ Floar 5 [[] Floor 8 [ Floar 11
< >
Wizit Flaor
Floor 1 [ Flocr 5 [[] Floor 9 [ Flocr 13
] Floar 2 ] Flocr 6 [[] Floar 10 [] Floar 14
[l Floar 3 [] Floar 7 [] Floar 11 [[] Floar 15
[ Floor 4 1 Floor 8 [ Floor 12 %] Floor 16|
Card Events OR Code Card Print Cancel Apply

In the above example only Floors 1, 8 and 16 Floor Buttons will be activated.

Note: Elevator Door must be enabled first to configure floor access levels
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4 T & A LCD Display - Can configure a display message keypad reader that has a Lcd display built in.

Personal Information X
) . Securnity Groups ” Access Doorg
Basic Information _
Doar Name |Azeess Time Table [A [ | Mo Entry
| Entry doar Enry Ahways b Entry Alvays
Card Exit door Entry Always L] Dray Time Schedule
— L1 Might Time 5chedule
| |Reader 1 Entry Always ] Time Scheduls 4
Access Level (] Time Schedule 5
[[] Time Schedule B
[[] Time Schedule 7
Fi . [ Time S cheduls 8
Ngerprint (] Time Scheduls 9
L] Time Schedule 10
L] Time Schedule 11
Face Info [ Time 5chedule 12
[ Time Schedule 13
L] Time Schedule 14
w |[] Time Schedule 15
Mew Edit Delete Save Cancel Add More...
Lift decess Level | ]
Tha & E 11
P TATP7003T T4 Cantral 1 12:
e []z: [13:
[13: [114:
[14: []15:
[1&: []16:
Ce: 7
[17: []18:
[8: [118:
[13: [ 20:
[110: 02
£ >
Card Events QF Code Card Print Cancel Apply
Note: T & A Door must be enabled first to configure the LCD display.
4 PIN Enable - vyou can select  which  door has PIN required
Personal Information *
) ) Security Groups ” Access Doors
Basic Information
Door Mamme |Access Time Table | a | NoEnty
|» Door 3 Enibry Ahvaays bA Entry Always
Card Entry door Entry Always [J Day Time Schedule
= | Might Time 5 chedule
| |Exit door Entry Aways [ Time Scheduls 4
Access Level | |Feader Entry Alwayz [ Time Schedule 5
L] Time Schedule &
[ Time Schedule 7
Fi - L1 Tirme Scheduls 2
INgerprint [ Time Gchedule 9
[ Time Schedule 10
L] Time Schedule 11
Face Info [ Time Schedule 12
1 Tirne Scheduls 13
[ Time Schedule 14
v | Time Schedule 15
e Edit Delete Save Cancel Add More...
Lift Access Level T &4 LCD Displa;l PIN Enablel PIM Enable for Lift
|D00rName |Dpen Doo ~
[l m
v
Card Events QR Code Card Print Cancel Apply
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4 PIN Enable for Lift — Enables Pin requires on door lift controller

Personal Information

Securty Groups ” Access Doors

Basic Information

Door Mame |&ccess Time Table [ [CINoEnty
Card M Door 2 Entry Ahaays % Entf}'_rmwaé'sh "
ar | ay Time Schedule
—{Enty door Enty Aluays [ Night Time Schedule
|| Exit daor Entry Always [ Time Schedule 4
Access Level | |Feader 1 Entry Always [] Time Schedule 5

[] Time Schedule &
[[] Time Schedule 7
) . [[] Time Schedule &
Fingerprint [l Time Schedule 3
[] Time Schedule 10
[[] Time Schedule 11
Face Info [] Time Schedule 12
[[] Time Schedule 13
[[] Time Schedule 14
| Time Schedulz 15

Mew Edit Delete Save Cancel Add Mare...
Lift Access Level T & A LCD Display  PIM Enable | PIM Erable for Lift I

i A Mane 1 Floar 12
[ Floar 1 [ Floar 13
[ Floar 2 [ Floar 14
[ Floar 3 [ Flaar 15
[] Flaar 4 [1 Floar 16
[] Flaar 5
[[] Flaar &
[] Flaar 7
[] Flaar 8
[] Flaar 9
[] Flaar 10
[7] Flaar 11

v
Card Events GF Code Card Frint Cancel Apply

e  Fingerprint — Enrols Fingerprint for personnel

Enable Use Fingerprint to enrol fingerprint.

Personal Information x
Basic Information [] Use Fingerpiint
Fingerprint Information
Card Private Auth Mode Card / Fingerprint ~
Fingerprint Type Maormal User o
Access Lewvel
Fingerprint PIM Use Access Card PIN
Fingerprint Ervoll Device Y/B +-FCKFingerPrint Reader ~ Fiefresh
1:15ecurty Lev 4:Below Marmal ~
Face Info
Erroll
Delete
Werify
Supports up to 3 fingerprints, has been Enrcllied 0 pieces.
Card Events (R Code Card Frint Cancel Apply

Note: you can enroll using fingerprint reader or usb fingerprint enroller (WAB-P-USB)
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Enroll fingerprint using fingerprint reader

Click Enroll and wait the enroll message on the fingerprint reade

Wait for 2 beeps and message on software.

WatchMNET Access 1.0 (NoCardList) [

| FingerPrint scan successes,

Enrol fingerprint using USB Fingerprint reader

Installing USB Fingerprint Enroller

%! Device Manager

Click on the E Windows Start button and click on Control Panel. Click on the button.

y 5] Other devices
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() L Update Driver Software - FOH02CSC

How do you want to search for driver software?

% Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

= Browse my computer for driver software
Locate and install driver software manually.

Cancel

Click on Browse my computer for driver software.
- §

@ Il Update Driver Software - FOHO2CSC

Browse for driver software on your computer

Search for driver software in this location:

Include subfelders

=» Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

Browse to the following folder path. C:\Program Files (x86)\WatchNET\WatchNET Access Integrated Security
Systems\Drivers\BioUSB10 Enroller Driver(USB2.0)\64bit or 34bit. And click on the Next button.

-
[+Z] Windows Security

Would you like to install this device software?

Mame: unioncommunity Universal Serial Bus cont...
= Publisher: UNIOMNCOMMUMNITY

[ Always trust software from "UNIONCOMMUNITY". | Install | [ Dontinstanl |

@ You should only install driver software from publishers you trust. How can [ decide
which device software is safe to install?

Click on the Install button.
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fk:‘)jl [ Update Driver Software - FOH02CSC

Installing driver software...

U I Update Driver Software - FOH02CSC USB DRIVER V3.0

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

FOHO02CSC USBE DRIVER V3.0

Close

Click on the Close button to complete the install.

AE Uniwversal Serial Bus contrallers
¢ L.I§ FOHDO2CSC USE DRIVER V3.0
g Generic USE Hub

Lo i Generic USB Hub

If properly installed you will see the above driver listed.

In the Personal Information window click on the Fingerprint tab.
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Personal Information
Basic Information Iz Fingerprint
Fingerprint Information
Card Private Auth Mode Card / Fingerprint v
Fingerprint Type Marmal Uzer -
Access Level
Finaerpririt FIM |Jse dooess Card PIN
Fingerprint Enrall Device BinlISE10 ~ Refresh
1:15 ecurity Lew 4:Below Mormal w
Face Info
Enroll
Delete
Werfy
Supports up to 3 fingerprintz, has been Enrolled 0 pieces.
Card Events GQF Code Card Frint Cancel Apply

Note: Make sure that User Fingerprint is checked

Click on the Enroll button to start to enroll fingerprints.
7 N

Security & Convenience

Union Community has been working for a more
comfortable life and a safe world.

;
[ Show this window at next time. Click [[=24] to begin.
\_

Cancel

b P
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Click on Next to start the enrollment of Fingerprints.

X

—

Step 1 Fingerprint registration

@

on the corresponding fingertip.

|
|
» Select the finger you wish to enroll by clicking once J

=

Select the finger to enroll.

Fingerprint registration Step 2

=

“Place your finger
on the sensor.”

3

Place finger on sensor and follow the instructions.
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Fingerprint registration Step 2

=

“Place your finger
on the sensor again.”

> This second scan is used to
confirm the first scan.

+ 15t Scan

> Select alternate finger to enroll by clicking once on
the corresponding fingertip.
» Click [N to finish fingerprint registration.

= 4
Click on the Next button to enroll another fingerprint.
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Fingerprint registration Step 3

®

=

“Fingerprint Enroliment

Successfully completed!”

» To complete fingerprint registration, click [ERIEL-

Finish ’

N

b
Click on Finish to complete Fingerprint enroliment. You will now see that the Delete and Verify buttons are enabled.

e Face Info — enrol face screenshot for face reader

Persanal Infarmation =
Basic Information ] Use Face
Face Info
Card User Type |Nolmal w |
| Time Zone |D = |
Access Level
FIM | |  Ousesccess Cad PN
Fingerprint Face
9P MNF1000 Scanner ~ Refresh
Fae Info Enrall
Delete
Face Photo
Device Mame IP Device 1D
Card Events GR Code Card Frint Cancel Apply

4.2.3 Visitors List

This option allows you to add/edit or delete a visitor’s card
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9 F v K MAPMT O B R

lorsornol Il Frst Mame | Last Hame | Porsonnel Coe|_Card No_lav Covalion Tin_Espiy Dale_icicap ages ("Maste porary | ueatlame |

operate 2

ackd a visor

Aecharge Windranals.
Subsdy

Locate Vae

e
Click Add a Visitor

e Basic Information — input basic information such as First Name, Last Name, Department and other information

below
Wisitor List 4

Basic Informaton Perzonal Information
ID | 2|

Card Cade | |

fcess Level First Name | |
Last Hame | |

Fingerprint 0 Murber | | x4

Face Info Gender | ~]
Address | |
TEL | v
Department IHead Office
Group |Gr0up Mame | ,@! @
“Wizitar's Lnit | ~ |
I1viting Person | e |
teeting Perzon | ~ |
Purpoze | v|
Ta Floor | 1 %|
Remark | |

OlPrintVistor | Wisttor Ticket | % || Cad Pirt | [ ok ]| camesl || Appb |
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e Card — Input card number and select properties for the visitor’s card

Wisitar List
Basic Information Use Access Card
Card Irfo
Card Card Mo. | | Yice Cards
|0 Card Custom 10 From Reader BicllSE10 ~ Read Card
Aocess Level - .
L . N Fietriewve Card Murmber Fetrieve Card Munber
Expiration Time 18002 From Dezktop Reader U From System Reader
Fingerprint D Deactivate a0 : DEI_','S not used
Face Info FIM Cument Area
FIM 1D FIM Current &rea
0000 Auwtomatically [ | |Dutside |
Access Properties B alance for Canteen
[JHandicap Card [ Times Card
[] Boss/Master Card ] Limited Times
[] Manager Card Balance I:I
Temp Card
Temp Cardalid Time
Frar: 20180601 141304 v|
Ewpiiration: |2m 8-06-01 235959 = | 14! [21] (30| lan (51 BH (7R [eHl 1D
[T Print isitar Wigitor Ticket | ¥ Card Print Cancel Apply
Card info:
Card No. - input card number

ID card Custom ID
Expiration Time
Deactivate

Vice Cards

PIN:

PINID

PIN

Access Properties:
Handicap Card
Boss/Master Card
Manager Card
Temp Card

Temp Card Valid Time:

From/Expiration:
84 Page

additional or custom card number
select expiration date for card
card will be deactivate when not in used

click to add multiple cards

Unique PIN ID for each card (only works on Ver. 40.** and 45.**)

Pin number for card holder

Door will stay open longer when handicap card is enabled
have access to all doors and no anti-passback limitations
have access to all door base on the department assigned

when enable, card is only a temporary card and will expire

select a date when the card will be valid
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o Access level — select access level for card holder, can also refer to Access Level for Cards for detailed information
e Fingerprint — Enrolls fingerprint for card holder, can also refer to Fingerprint for Cards for detailed information

e Face Info — Enrolls Face screenshot for card holder, can also refer to Face Info for Cards for detailed information

4.2.4 Access Level — Configure or create access level per departments or per personnel.

@ Access Level hd O X
Department Tree Department List Apply Security Groups  Access Doors
v -[&] Al Departments Group List Apply

1] Access Securly Group
0 24 Howrs

-2 Head Office

| -,l Wigitar

Personnel List Set Department Set Group

First Mame

Lazt Mame  |Personnel Code|  Card No.

Group List
- iﬂ All the people

< >

Capy From ” | [ Include Sub Department/Persanr 5|
Tk Locate Copy Paste Set Al [ By Gerder Cloze

4.2.5 Pre-set Personnel Access Level — Allows you to create a temporary access level to a card holder to a door

for certain period of time.
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@Pre-setpersonnel.&ccess Lewel - [}
i File  Wiew
a == — a5 3
*+ T I 4P PO B SR
Add  AddMore  Edit Delete Firgk Frior [RE Last Filter  Locate Freview  PFrint  Ewxport Cloze
Department List Auto D Personnel [ First Mame Laszt Mame  |Personnel Codel Card Mo, Department Group
v [ 4l Departments »
» ffa Head Office
LTH] Wisitar

<

1 Darit show has expired Secuity Groups  Doors

Record counter. 0

Click Add to input access level, you can also click Add more to add multiple personnel

Pre-set Access Lewel ot

Pre-zet Daar

Security Group 24 Hours - |
Start Time | e |
End Time | V]
Department IHeau:I Office w
Perzonnel | e

Carcel

Note: Security group must be created first to create a temporary access level
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4.2.6 Department Area Limit — Allows you to set a maximum entry on a specific door

Nenartment Srea | it
Lepartment Area L L

i File  Wiew

=

MADPM =0 oMK

MHew Edit  Delete First Frior I et | 2zt Filter Locate Preview  Prnt  Ewport | Close
Auto D | Area Name | Department Mame |m Mumber of| Output Type|
-1 x
Department Area Limit Setting
Area >
Depatmert R - |
b axirmum Mumber of Peopl|:| ‘when the number of people in the department area is less than the maximum number, the permission is
Output Type (®) Access Security Groups () dooess Doors
D Arccers Security Group
I} 24 Hours

4dd

Delete

Cancel

4.2.7 Emergency Card — Allows you to create emergency card when needed

@ Card List bad O ®
Emergency Card
18] Card No
Add a New Group of Cards *
Gioup of Cards
Fietrieve Card Mumber From Desktop Reader
FRietrieve Card Mumber From System Reader
From Readsr BiolSB10  ~ Read Card
Cance
Add Delete Download
Cloze
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4.2.8 Bank Card — Settings for Bank card feature

4.3 Events Alerts —“WatchNET Access Software provides powerful and flexible events handling and notification. Such

as Access Event Alerts, Intrusion Event Alerts, and CCTV Event Alerts. For each type of events the user can assign a

name, validation (by card number range, date and time) and background color.

4.3.1 Access Event Alerts - From the menu bar, click Setup->Event Alerts->Access Event Alerts. This will open the

Event Alerts window. Access Event Alerts allows user to add, delete or modify an event also user to trigger

component by card events or controller component events.

@ Ewents Alerts

I File  Wiew

Record counter: §

= = L] . el i
. & 97 3 BeaddDPPMso S
! Speech Setup Mew plert  Edit  Delete Record =00 D! First Prior [ st Last Filter  Locate Previews  Print Ewxport
Ewent | Cantraller [ Dot Hame [ram Card Mo A

W Reset ALL ALL 0000000000
Clear &l Data ALL ALL 0o00oo0aaa
Inwalid Card Inwalid Card ALL ALL 0000000000
Walid Card Dioor Opened by Walid CalALL ALL 0000000000
Irvalid Door/ Time Irvalid Dioord Time ALL ALL 0000000000
Dvoor Forced Open Dvoor Forced Open ALl ALL Q000000000
Connection Failure Connection Failure aLL ALL 0000000000
Door Left Open Door Opened Too Lang | ALL ALL 0000000000

88 Page

351 Ferrier Street ® Markham, ON e L3R 572

PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 * FAX: 905-752-0186

www.watchnetinc.com / www.watchnetaccess.com

Sound Hint = Sound hit tab allows user to add a tone for that specific event that will play on the server.



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

Event Edit X

Ewent Sounce

Mame || |
Event e

Device |ALL w | DoorfZone/Channel | w |
From Drate | w | ToDate | w |
From Time | D = | Ta Time | T = |
From Card No. | 0000000000 | ToCardho. | 4294367295 |

Sound Hint Popup Hint

Realtime Events  Send Event  SendEmaill  Send SMS Print Lockdown

Sound Hint
(® Sound File (W] Keep Aming
| |5
() Sound Text Times
| Ii <
Flay Text Beep Site Mame
Device Mame Hardware[D1aar] Mame
Ewent Mame Departrnent Mame
Personnel Mame
Cancel

® Popup Hint = To select the popup location, icon and map popup.
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Ewvent Edit =
Ewvent Source
Mame || |
Ewvent ~
Device |ALL w | Door/Zone/Channel | w |
From D ate | ~ | ToDate | ~ |
From Time | D = | To Time | D = |
From Card No. |nooooo0000 | ToCardNa. 4294967235 |
Sound Hint  Popup Hint - Realtime Events  SendEvent SendEmall Send SMS  Print  Lockdown
Popup Hint
FPopup | i |
Popup lcon | - |
[®] Map Popup
CCTY Camera Popup ~
Cangel
e Real-time Events — real time events is configuration for the card events background color and fonts styles.
Event Edit X
Event Source
Mame | |
Ewvent ~
Device |ALL e | D oorfZone/Channel | ~ |
Fram D ate | ~ | ToDate | ~ |
Frarn Tirme | R = | To Time | N = |
From Card Mo. [ooooooooon | ToCadho | 4234967295 |
Sound Hint  Popup Hint  Fealtime Events  SendEvent Send Emall Send SMS  Print Lockdown
Realtime Events
[m] &cknowledae [m] Description
Default Font Calar W cBlack | .. Default Background Color
Acknowledged Fort Colar B cBlack w .| Acknowledged Background Color
Marmal Fort Colar B -Black ~ ||| Momal Background Color
[m] Save as dlert Event
Cancel
e Send Event — Send event tab allows you to send the specific event to a different server as notification.
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Ewvent Edit >
Ewvent Source
M arne | |
Ewvent ~
Device |ALL w | DoordZone/Channel | ~ |
Frorm D ate | - - ~ | ToDate | ~ |
From Time | D = | To Time | D = |
From Card Mo. (ponoooooon | ToCardMa 4234967295 |
Sound Hint  Popup Hint  Realtime Events  SendEvent  Send Email Send SMS  Print Lockdown
Send Evert
[®] Send Event
Server Mame / |P Address Server Listening Port
Ewvent Content Text Encoding
Drefault
Build...
Caresl

e Send Email - this tab allows you to configure an email notification for the specific event.

Event Edit Y
Event Source
Marne | |
Event ~
Device |ALL w | Door/Zone/Channel | - |
From D ate | ~ | To Date | ~ |
From Time | I = | To Time | I = |
Fram Card No. (0000000000 | ToCardNo. 4234367295 |
Sound Hint  Popup Hint - Flealtime Events  SendEvent SendEmail  Send SMS  Print  Lockdown
Send Email
[m] Send Email
Fricrity Ta
CcC BCC
Email Title
Email Content
Drefault
Eivild....
Cancel

e Send SMS — This tab is to configure the send text notification for the specific event.
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Event Edit x

Evert Source

Narme | |
Evwvent ~

Device |ALL w | Door/Zaone/Channel | w |
Fram Date | ~ | ToDate | ~ |
From Time | i = | To Time | i = |
From Card No. [ | ToCadMNa 4234367235 |

SoundHint  Popup Hint  Realtime Events  Send Event SendEmaill  Send SMS Print  Lockdown
Send SMS
[m] Send SM5

Phone Murmber

Sh4S Content

Drefault

Build...

Cancel

e Print - This tab is to configure an automatic printing to a specific printer whenever this event occur.

lEvent Edit s

Event Source

Mame | |
Ewent ~

Device |.ﬂLL w | Door/Zone/ Channel | w |
From Drate | - - ~ | ToDate | ~ |
From Time | L = | To Time | L = |
From Card No. |Doanooanon | ToCadhn 4234367295 |

Sound Hint - Popup Hint - Realtime Events  Send Event  SendEmal  Send 5M5  Frint  Lockdown

Ewent Print
[m] Event Print
Print Content

Drefault

Build....

Cacel
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o Lockdown — Lockdown tab lets you configure a component from the controller either open or close or follow

schedule.
Event Edit e

Event Source

Mame | |
Event v

Device [ALL | DoorZone/Channel | ~]
From Date [ -- v| TaDate [ -- ~
From Time [ =] 7o Time [ =l
From Card Ma. [ | ToCardho. 4234367205 |

Sound Hint  Popup Hint  Realtime Events  Send Event  Send Emaill  Send SMS Print Lockdown

D Cortraller Coor / Dot Action

Add Add tore Delete Edit

Cancel

4.3.2 Prosys Intrusion Event Alerts — From the menu bar, click Setup->Event Alerts->Prosys Intrusion Event
Alerts. This will open the Event Alerts window. Prosys Intrusion Event Alerts allows user to add, delete or

modify an event also user to trigger component by intrusion event and component events.

® Euvents Alerts " — O X
i File  View
[ ——} — L] " a—td [t i
. & |97 3J Hladdd PPl 50 B SR
i Speech Setup | MNewdlet  Edt  Delste Resord  Sove Lancel Frst Foor o Mest  Last  Fiter  Locate | Preview  Print  Export | Clase
Event Name | Panel Name | Zone Name | From Date ] Tea
Digarmed/Mormal 2012-0-m 2050-
| Tripped Tripped 2012-01-01 2080-
- [Armned Armed 201 2101 2050-
| Adarmned Alarrned 2m2-01-0 2050-
_|Bypassed Bypaszsed 2012-01-01 2080-
| Tamper T amper 2012-m-m 2050-
' |Low battery Law B atteny 2012-01-01 2080-
- [AC loss AC Loss 2012-m-0 2050-
| Bell trouble Bell Trouble 2012-0-m 2060-
| |Phone cut Phone Cut 2012-0m-0 2050-
| [Clock not sst Clock Mot Set 2012-0-01 2050-
| Awailizny Failed Adiliary Failed 2012-01-01 2080-
| Default jumper set Drefault Jumper Set 2012-01-01 2080-
| |Bus communication troubl Bus Communication Trout 2012-0-01 2050-
| |Connected fail Connection Failure 2012-m-0 2050-
| Partition armed Armed 2012-m-0 2050- ,
£ >
Record counter: 19

4.3.3 Prosys Plus Intrusion Event Alerts — This is for the newer version of prosys plus intrusion
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4.3.4 DSC Intrusion Event Alerts — Allows user to add, delete or modify an event, also user can trigger a

component by intrusion event

& Events Alerts o — O *
I File  Wiew
== —t L] m el = "
« °% 3FJ Had A DPPIizO B 3K

Speech Setup | Mewdlert  Edit  Delete Recard  “ove Cancel Firzt Fror Mest  Last  Filker  Locate | Preview  Print Cloze =
Ewert Mamne | Parel Marme | Zone Mame | From Date »

f Panel Battery Trouble 2008-01-01

| [Panel AC Trauble Panel AC Trouble 2008-01-01

| System Bell Trouble Syztem Bell Trouble 2008-01-01

| TLM Line1 Trouble TLH Linel Trouble 2008-01-1

| TLM Line2 Trouble TLH Line2 Trouble 2008-01-01

| |General Systemn Tamper | General System T amper 2008-01-01

| Keybus Fault Diwress Alarm 2008-01-01

| Connection Failure Connection Failure 2008-01-1

| [Zone Alarm Zone Alarm 2008-01-01

| Zone Alarm Restore Zone flarm Restore 2008-01-01

| Zone Tamper Zone Tamper 2008-01-01

| |Zone Open Zone Open 2008-01-01

| Partitior Armed Away Partition Arrmed Away 2008-01-01

| Partition Armed Stay Partition Armed Stap 2008-01-01

| Partition Armed Away Mo | Partition Armed Away Mol 2008-01-01
| |Partitior in Fready to Foree Partition Amed Stap Mo D 2008-01-01

£ >

Record counter: 17

4.3.5 PIMA Intrusion Event Alerts — Allows user to add, delete or modify an event, also user can trigger a

component by intrusion event

@& Events Llerts - O *
P File  View
=a - [l w o (= “
a °F 3J HddddAdPMH=T O B S K
Speech Setup | MewAlet  Edit  Delete Record  Save Cancel Firzt Fror Mest  Last  Fiter  Locate | Preview  Print Cloze
1 amne Ewert Mamne | Parel Marne | Zone Mame | From Date »
§ Low Battery 2008-01-
| Panel AC Trouble Panel AC Trouble 2008-01-01
| Siren 1 Trouble Siren 1 Trouble 2008-01-01
| Telephone Line Trouble | Telephone Line Trouble 2008-01-01
|| Tamper 1 Open Tamper 1 Open 2008-01-01
|| Tamper 2 Open Tamper 2 Open 2008-01-01
| Metwork Communication THetwork Communication 1 2008-01-01
| Connection Failure Connection Failure 2008-01-01
| |Zone Alarm Zone Alarmed 2008-01-01
| |Zone Alarmn Restons Zone Alarmed R estore 2008-01-01
| |Zone Open Zone Open 2008-01-01
| Zane Ammed Zone Amed 2008-01-01
| Partition Armed Full Partition &rmed Full 2008-01-01
| Partition Armed Home 1| Partition Armed Home 1 2008-01-01
| Partition Armed Home 2| Partition Armed Home 2 2008-01-01
| Partition dizarmed Partition Digarmed 20080101,
< >
Recard counter: 16
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4.3.6 CCTV Event Alerts - Allows user to add, delete or modify an event, also user can trigger a component by

intrusion event

@ Events Llerts s O *
! File  Wiew
e °= 3 HMuaHMAPM30 53K
Speech Setup | Mew Alert Edit Deletehec_o[d Saye  Lancel Pt Puor Mest Last  Fiker  Locate | Preview  Print | Close
i amne Ewett M ame [ CWR Mame | Channel Hame | From Date A
wideo zignal lost The Video Signal Lozt ALL ALL 2012-01-01
DVA disconnected Connection Failure ALL ALL 2012-01-
tation D etection ation D etection ALL ALL 2012-01-
TCPAF back Exception Reconnect  ALL ALL 2012-01-01

Record counter: 4

4.3.7 WFD 4 Event Alerts- Allows user to add, delete or modify an event for the face devices, also user can

trigger a component by intrusion event

4.4 Map

WatchNET Access Software allows for multi-level mapping. Up to four levels of maps can be created and displayed.
Mabp levels include sites, buildings and floors. User can view all controller components (locks, sensors, exit buttons,
inputs, and outputs). All maps and controller components are dynamic. Components graphical icons will change
according to their physical status (i.e. lock was opened).

Maps can be easily designed by dragging and dropping component icons on to the map. As mentioned in section 8.3

Maps can Popup automatically and switch from Map X to Map Y if an alerted event took place on Maps’ Y controller

component and Map was on Map X.

4.4.1 Multi-Site Setup
In the Multi-Site Setup is where the sites structure is configured. We define the sites and their names, the buildings in

each site, the floors in each building and their maps (Figure 7-80). To start configuring Maps click on Setup -> Map ->
Multi Site Setup.
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@ Multi Site Setup b

Site Building Floor Map

Site Mame |~ Building M ame |~ Floar M ame |~ Map Mame ~
Site Map || Building b ap | Floor Map »

[

Mew Delete Mew Delete Mew Delete Mews Map tap Designer Delete

Design Global Map Cloge

Site

The Site is the first level of Maps and first to be displayed and is assigned the Map 1 icon. To load a Global Map click
on the Design Global Map button. Click on the Load button and navigate to the path where the Map is located.

@ Global Map Designer - -

Site Map
¥5 Building Map
B Floor Map
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New Map
To start creating a new Map (Figure 7-81) click on the New Map button from the Multi Site Setup window.

@ Map Designer - Site Map- >Building Map- *Flaar Map- >Mew b O *
E 1 L e o ==

= i 2]

AN =N s L - BREED <

_E Mew Save Savefs Rename Load Remove Add Delete  Properties  Cloze

2 ¢ Intusion  CCTY Others ~

v \33! WATCHMETACCESS
v--g TCPIP 192.168.10.101
v [} WAC-BDEET Controller
-l Reader
- @ Output
-l Input
- 2 Linkage
v--g TCPIFP 192.168.10.128
v [ WAE-D1BTLIR controll
-l PReader
-l Input
- @ Output
v--‘g TCPIP 192.168.10172
v [} TATP7003TT&A Contr
-l Reader
- @ Output
-l Input

New: Blank Canvas for creating a new map.

Save: Saving the created map.

Save As: Saving the created map under a different name and Pic ID (Picture ID). Pic ID is the unique identifier for
maps. User can re-use the map name but not the Pic ID of the map.

Rename: Changing the map name.

Load: Loading a JPG picture to be the map usually a floor or blue print drawing.

Remove: removing the map JPG file.

Add: Adding controller components to the map. You can select multiple components by holding the Shift Key and
clicking on the Down Arrow button or by holding the Ctr/ key and selecting multiple components using the mouse.
After adding the components they will be displayed on the left upper corner of the map (overlapping each other).
You may drag each one for the desired position and then click Save to keep them in the new position.

Delete: Select a component and click the Delete button to delete the component from the map.

Properties: Viewing and changing the component properties.

Close: Closes the Map Designer window.

There are four types of components that can be added to the Map (Access, Intrusion, CCTV and Others). These

components are grouped in tabs that are located on the left hand side of the Map Designer window.
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Accesz  |ptugion CCTY  Others

v '-:f:! WATCHMETACCESS
W g TCPIP 13216310101
v [ wWiaC-8D8E TContoller
-l Reader
@ Dutput
-l Input
I & Linkage
W g TCRIP 13216810128
v o[ wWiBE-O1ETLft contralle
-l Reader
-l Input
@ Dutput
W g TCRIP 13216810172
v -] TATPTOO3T T4 Contr
-l Reader
@ Dutput
-l Input

)
Click on the Load 5222 putton to select a Map from the Map folder. The default path to the Map folder is

C:\Program Files (x86)\WatchNET\WatchNET Access Integrated Security Systems\Maps. Select a Map and click OK.

@ Map Designer - Site Map->Building Map->Floor Map- >New & m} X

\ [ e e ==
B A Bl 2.3 & K
i New Save Savehs Rename Load FRemove Add Delete F'ropetllﬁ Close
Access Intusion CCTV  Others LOC1DE4 g

v -1y8 WATCHNETACCESS
v -#¥ TCPIP 192.168.10.101 ENTRANCE
|

| v [} WAC-8DSETController

> -l Reader (:
> - @ Output
@ Input

> [l Amn Linkage
v g TCPIP 192.168.10.128

v [} WAE-D1BTLIft controll
& oy SUITE 2 .

- @ Output
v W% TCPIP192.168.10.172
v [} TATP7003TT&A Contr
> -l Reader
o)
@ Output
~H Input LI

SUITE 6

SUITE 1

SUITE 7

L

ENTRANCE

Next select the components to add to the Map by clicking on the corresponding tabs. Drag and Drop the component
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onto the desired location on the Map.

N =N
Save Saveds

: Ren.

Access Intusion CCTY  Others

v 148 WATCHNETACCESS
v 4% TCPIP 192.168.10.101
v -] WAC-8DBETController
> -l Reader
v - g Output
@ Door 1-Lock

@ Door 2-Lock_(
@ Door 3-Lock_(
@ Door 4-Lock_(
@ Door5-Lock_(
- @ Door 6-Lock_(
- @ Door 7-Lock_(
@ Door8-Lock_(
@ Aux output 1_(]
- Aux output 2_(]
> - Input
> - A Linkage
v -#% TCPIP 192.168.10.128
v -] WAE-D16TLift controll
» -l Reader
> -l Input
>+ @ Output
v 9 TCPIP 192.168.10.172
v -[] TATP7003TT4A Cont
» -l Reader
>~ @ Output
> -l Input

< >

> Load Remove Add

® Map Designer - Site Map-»Building Map->Floor Map->New

55"@0'3?*

Delete Propeties Close |

ENTRANCE
|

LOC1D80

SUITE 2

SUITE 1

AutoSize | True
Flashing |False
[# Font (TFont)
Height 63
Left 247
RotateValu | 0
ShowCaptic| True
ShowlCON | True

SUITE 7

ShowState | False
Top | 490
‘width Il
ZoomValue| 100

N
-

Door 1-Sensor

ENTRANCE

Click the Save As button to save the Map.

Sawe This Map As

Load

Fic 1D

Picture Mame

1 = |

| Firzt Flood

Mate: D can not be the zame.

Cancel

Enter the Picture Name and click OK.
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@ WatchMET Access Integrated Security Systems Software - Server R " — [m] x
i Management Setun  Moritor  Report  Mairtsnance  Tooks ‘window Help  Lanauage
peawy ~ — [} 2 =)
& [ 3 = e T
i Contoller Configuration Do DVR Configwation  Fingerpiint Fieader | Departments  Securty Groups  Personnel List  Visitor List  Access Level  Pre-satLevel | Holiday Type Setup  Eventélents  Flow Contiol | Muli Site Setup | Fit Height
][ Mas Fae - 5 uilding Map +>Fist Floor
= Main | Retum
3 ENTRANCE
= !
2
1 L]
E Catvera
=
1 SUITE 4
g SUITE 2
E< |
-
=
2
(Y ©
= SUITE €|
SUITE 1 S
L M
meral
. o) SUITE 7 Stop LiveView
Dodr T5emsar Dnn%m:k
v
Card Events ax
Acknowledae || Description End Location | View Captured  Confin [per [ Auta Refresh Flecard cauner: 7
| AutolD | TimeStamp | Time | Event Name | FirstName | Last Name | Site Name | CardNo. [Door D] Door Name [ Departmernt [ontroller 1] Contoller Name | Line 1D [ersonnel Wersonnel Coc| A
M 31 20160604 1:14:51 P 20180604 1:13.48 PM _ Invald Fingerpint Waichnelbceess Gioup 0000000000 1 Doer 1 1 WABXFCKFingerPirtRe 9 0
30 20180804 1:14:51 Plv 20180804 1:13:14 P Invalid Fingerpiint ‘Watchnetbcoess Group 0000000000 1 Daar 1 1 \WAB X FCKFingerFiint Be 9 0
25 201B-06-04 1:14:51 Pl 2016-05-04 55758 AM_ Door Oipened by Valid Fin Peter Remote ‘watchnethcoess Group 0001330334 1 Doar Head Office 1 WARXFCK FingerPrint Fie
26 2016-06-04 1:14:51 P 2018-06-04 55754 AM Invalid Fingerprint Waichnetbceess Group 0000000000 1 Doer 1 1 WABHFCKFingerPint Re 9 12345678 ©
||¢) Card Everts [ Contialler Dperation Everts| & Alett Everis
Map Page DatabaseConnecting: True TCP Listen: True  Desktap Reader: Disabled  User Legal Users WACTRANING ROOM DEMO

The new Map is now displayed on the Main window.
4.4.2 Map Designer
Shortcut menu to configure the map.
4.4.3 Delete Map
Delete a Map by selecting it from the list.
4.4.4 Icon Library
The Icon library offers a selection of different icons for the same component including different size (i.e. small lock
icon, big lock icons etc.). This provides high flexibility for the user in respect to his map picture or blue print

proportion.

Icans Library X

Access |ntrusion CCTY  Basic

1D Mame ~

2 Door Opened [1]

3 Door Closed (2]

4 Door Opened [2]

5 Lock Clozed

E Lock Opened

7 Lock Cloged [big)

8 Lock Opened [big)

9 Lock Clozed [small]
10 Lock Opened [zmall]
11 Sengor Clozed [big)
12 Senzor Opened [big)
13 Sengor Closed [small)
14 Senzor Closed [small)
15 Button Clozed
16 Button Opened
17 Button Cloged [big)
18 Button Opened [big] W

Add Delete Rename Change lcon Output Cancel
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e Add: Adding an Icon by selecting a JPG picture and entering an Icon ID and Icon name.
o Delete: Deleting an Icon.
e Rename: Chaining Icons’ name.

e Change Icon: Changing the Icon picture (JPG file).

4.5 Flow Control
4.5.1 Access Flow Control
Flow Control allows for defining a logical conditioning such as If (Condition) Then (Action).
AND, OR operands can be applied to create more complex conditions.
There are 3 types of the Flow Control:
1. Output Status Schedule
2. By Inputs
3. By Events
4. By Global Flow Control.

To launch the Flow Control window, click on Setup -> Flow Control -> Access Flow Control.

@& Flow Control O =

v -_f:l PETER-WATCHMET Output Status Schedule By lnputs By Events  Global Flow Contral
A g TCPIP 192.168.8.101
ior[] WAC-BDEET Controller8 Doo| | Output ID Diutput Mame
3:‘! 72 A output 1
:E! 73 A output 2

Time S. M. T. #. T. Fi Sat HI H2 H3 H4 H5 HE H7 T1 #
2 00:00
o000
¢ o0:00
2 00:00
o000
¢ o0:00
2 00:00
o000
3 0000
2 00:00
o000
3 0000
o000

A nnnn
£

ZEFZEZEEZEZEEEEEEE W

Edit Status Paste

Find... Paste Al oK Camedl Lpply
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Output Status Schedule
On this feature you can set the additional output relay to follow open/close schedule on a certain schedule
By Inputs
Flow Control by Inputs means the Flow Control is done according to the physical controller components (Locks, Exit
Buttons, Door Sensors, and Aux Inputs/Outputs etc.).
Condition can be created like the example below:
If (Sourcel) AND (Source2) AND ... (Source8) Then Activate (Relay);
We do not have to use several Sources with AND.
Flow Control allows the user to use the WatchNET Access system not only for Access Control application but also for
any type of automated control like basic Building Management.
With this we can also connect to a Fire Alarm System contact and command all doors to be opened automatically.
Based on an external timer (sensor) we can turn off lights or air conditioning system in the building.
For Example; Source (Aux Input 1 = Open) Output Action (Aux Output 2 = Open) and Action Mode: Back to Normal,
this means that if the Aux input 1 is open, Aux Output 2 will be open as well and Action mode is set to Back to

Normal if source is closed.

Add Condition *
Source Action Mode
88 - A input 1 “ | | Open e () Keep Opened/Closed
None - Until nest link condition
Far [Sec]; 0= Unlimited Time
0 s
(®) Back to Momal
Fallawing thiz condition
Conditional Logic ~
COutput Action Type
T3 - A output 2 | Open w () Dizable
Delay Time(Sec) ® Nomal
a =
Armed
Friority Ll :
LowestLevel 1) A |'é“m Linkage 1
Cancel

By Events — Flow control by events allows you to open certain relays by using all different types of event from
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the doors and relay inputs, it could be opened from first card, door forced open or invalid card. In example

below, If the Door 1 is forced opened the Aux Output 1 will be open for 10 seconds and will close again after.

By Events Conditions >
Event Source
Door 1 - Diar 1 w
Ewvent 18 - Door Forced Open w
Output 72 - Aux output 1 w
Action TimeSec] | Open ~| (10 =
Cancel

Note: WatchNET Access Server will have to be online, closing the software will stop the global flow

control conditions.

Global Flow Control — Allows you to trigger an output from 1 controller to another controller

Global Flow Control *
Source Enable
Controller Enahle
ain Floor ™
Camponent Status
Doar 1-Lock | Open w
Cutpuat Action Mode
Cantroller () Keep Opened/Closed
Second Floar V Until nest link condition
Companent Status Action Time[Sec]
Door 2-Lock | Open ~
Delay Time[Sec) Pricrity {®) Back ta Momal
0 = | ||:I 5 | Following this condition
Corcal

T P T T e i TR T S v o o P

For Example: If Door 1-Lock is open from Main Floor controller the Door 2-Lock from Second Floor will be
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opened as well and will go Back to Normal when door 1 lock is closed.

Armed Linkage

WatchNET Access software enables events to be controlled through the keypad reader by entering specific codes. Up
to four linkages is possible per reader. In order to use this function, we first need to program a link through flow
control. Let’s assume a scenario where we have a Motion Sensor connected to Auxiliary Input 1 and we need an
Alarm on Auxiliary Output 1 only when Auxiliary Input 1 is in Armed condition.

To achieve this, we need to program a flow control and enable this as Armed Linkage 1 as indicated below:

Add Condition *
Source Action Mode
88 - Aux input 1 ~ | | Open ~ (®) ¥.eep Opened/Closed
el - Lntil nest fink, conditian
For [Sec); 0= Unlimited Time
(") Back to Mormal
Fallowing this condition
Conditional Logic w
Output Action Tupe
T2 - Bus output 1 ~ | | Open ~ (") Dizable
Delay Time[Sec)
|D = () Normal
Armed
Fricrity ®© Ame _
LowestLewvel 1] w |Arm Linkage 1
Cancel

Once this is done then we need to activate this link through Keypad card readers on this controller. Let’s now move to
Door Parameters. In the door parameters choose the reader which has the keypad and in the door parameters tab
set the Arm Code and Disarm Code as indicated below. This code is then set to Armed Linkage 1 or whatever was

programmed to achieve what we need.
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18.0oor contguation - o) 6 S
459 FRADEEFFC Pasmelers I I Love | Event Diver | @
< W) TCPIP1S216810
23 10 Conlredef001} Door Parameters Reader Paametass
§ Ouew100) N Door 11007]
W Ougur 2001 DorsNaes, : I
W Ouper 3001) Door Type [IN Roades . LED Polsy Caihode.
B Outpus 4001) P e, 0 3
1 Outpt 5001) Docr Seraan \ maly Op=n Fleading Delefs | :
W Outpus 6001) Ext Bution [Nomab Open Keypad DelafS] 5 =
W Qupar 7001) ; =
Outpur 001} Lock Open TinetS) s <
s 1)‘?’(‘?‘92;‘63;‘%' - Hardicap Card [Disatie v]  AmiPassBack
4 XK Corirobet Doces Int001 | &
W Ooorti001) Handizap Tme (5] [ 1ec & weanss Daavie
1 oo 2001) Lock Morkor Tnefs] 30 8 =
B Ooor 3001) M Ext Area Cer Park 1
¥ Ocecsont) Fiead CardMode SogeCed v C—
4 W) TCPIP 1921681189 MutiCard & Srvpime. (Cu Pk,
X Cortroleds Doces Inf001 | L —
1 Dcoc1(001] FIN Regquied [Disable. - e tame... |
= Do 201 Max 3worg Il [Diie =
¥ Dccr 4o31) Dutess Coce 0000 #
Master I - oo u
Am Code. » 22 #
Disam Code n 33 #
imed Flow Cortel ]
[in Likeage 10001 |
Am Lirkage 20001)|
s Lrkage 20001
m Lrkage 4001)]
[ Dot _ sem |
\ _ Coy ( Setal 0K || Cocel

We can test this function by first right clicking on Armed Linkage 1 and then turning the Auxiliary Input 1 ON. The
Auxiliary Output 1 will turn ON. When Armed Linkage is disarmed then turning Aux Input 1 will not turn Aux Output 1
ON. If this works then the Armed Linkage is right.

To use this function through a reader, first flash a valid card that has access to that door at that time and enter the

appropriate codes to Arm and Disarm the linkage.

4.6 UPD Broadcast — UDP Broadcast is use to enable the flow control using RS485 connection, when
this feature is enabled the software does not have to be online all the time to execute the flow
control.

& UDP Broadcast Setting " O >

Syztem UDF Broadcast Settings

Send Receive

#rea Changed Broadcast Mo ~| [No v|
Input 1 Broadcast Na v| [No v|
Input 2 Broadcast Mo ~| [MNo ~|
Input 3 Broadcast Mo ~| [Ne v|
Input 4 Broadcast Na v| [No v
Times Canteen Broadcast ] ~| [Mo ~|

Drefault Cancel Apply
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4.7 Wiegand Format

The method by which WatchNET Access panels can be configured to read multiple formats simultaneously is set up
from the Wiegand Format window. By default, the system comes with four pre-defined formats. These are 26-bit

&34-bit. Any format between 24 and 72 bits can be configured from this window. If the system is required to read a
card with a number of bits outside the two listed above then these formats need to be configured before a card will

be able to be read by the system.

& Wiegand Format - O *

wWiegand Format
Bitz Parity 1 Position First Bit Lazt Bit Parity 2 Position First Bit Lazt Bit Enable 2

24

25

26 Oddpa. O 1 12 Evenp.. 25 13 24 000000000000000000000000000000000,
27

28

29

a0

H

a2

33

M Oddpa. O 1 16 Evenp.. 33 17 a2 000000000000000000000000000000000,
5

36

7

3

2

40

41

42

43

44 .
ra »

Enable Al Disable Al Disfaul E dit Cancel Apply

To edit a format first highlight the format and click on the Edit button. The Wiegand Format setup window will appear
(Figure 7-95. The Use Wiegand XX Bits Format box must be checked if you wish the system to recognize this format

Setting Rules:
® For Wiegand format setting you should enable the format of the card you are using and disable all others.
® |[f the correct Wiegand format is not configured then you may get a wrong card number.

NOTE: THIS SECTION IS MEANT FOR ADVANCED USERS ONLY. PLEASE DO NOT MODIFY ANYTHING IN THIS
SECTION UNLESS NEEDED. ANY ERRORS COULD AFFECT THE ABILITY OF THE READERS TO READ THE
CARDS PROPERLY.
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The example below is a for 34 Bits format. Initially leave the two Parity boxes blank and proceed to the Data Format
section at the bottom of the window. At the Data Format section enter the valid bits you want to read as a 1’s and
any bits that you do not want to be read enter as a 0. If you only know the number of bits on a card but do not know
where the parity bits are located then as a temporary measure enable all the card bits, i.e. for 34 bit, place a 1 under
bits 0 to 33. At this stage close the window and flash a card with the same format that has been entered. If the card

reads and creates a card event in the Events Monitor then the system is recognizing the card format.

Note: this is not the card number but it is just the number generated by all of the bits that have a 1
allocated to them.

Return to the Wiegand Format window to continue. If nothing happens when a card is flashed and the system does

not recognize the card format then the card is not the same format that has been edited.

Wiegand Format *
Use ‘wiegand 34 Bits Format.
Parity Mo, 1
Parity: Ddd parity ~ Parity Bit:
First Bit: 1 = Last Bit: 16 =
Parity Mo, 2
Parity: Ewen parity ™ Parity Bit: 33 =
Pt Bi LastBit
Filter Bits
First B LastBit
Filker W alues: 0 SIBL =~ 0 = 0 =1L =
0 =1 [0 =1 |0 =1 [0 =1 |0 =
lzzue Cade
. R o
[rata Farmat
" alid Bit, "0 - Irvealid Bit
00000000 ||uuununun ||Dnnununu ||nununnun ||nuununm | |11111111 ||11111111 ||11111111 | |1111111u
171 Bitil
Default Cancel

Once the system is actually reading the card format the next step will be to set the Data Format box so that the
system ignores any Parity bits. This is for the purpose of calculating the card number. Most formats but not all also
have a Parity bit at the start of the card data and another at the end. While these bits appear on the card and form
part of the bit structure and number of bits they do not contribute to the card number. The Data Format box now

needs to be edited and a 0 placed under any bits that are Parity bits. In the following example the 1% (bit 0) and the
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last (bit 33) are both Parity bits so a 0 is placed under bits 0 and 33. Click OK then flash the card at a valid reader. The
number that appears now is the card number. In the following example the standard MIFARE 34-bit card has been
used. The standard MIFARE card has 32 cardholder bits plus 2 x parity bits and one at each end thus giving a total of
34 bits.

Note: some readers such as Indala for example add a one-byte checksum (8 bits) onto the MIFARE card
number and send the data out as 40 bits.

The next step is to enter the Parity data into the Parity 1 and Parity 2 Windows. Although the system will work
without this information the parity bits protects the data being received by the system and ensure that only valid
data is received. In the 34-bit example the parity bits are bit 0 for parity bit 1 and bit 33 for parity bit 2. Enter a 0 for
Parity No 1 and enter a 33 for Parity No 2. If there are more than 2 parity bits then ignore them.

Parity can be either None, Odd or Even and this must be known. Parity Bits check that the data is not corrupted and
will normally be calculated over a specific number of bits. In the 34-bit example the Parity No 1 (Bit 0) is Odd Parity
calculated over bits 1-16. Parity No 2 (Bit 33) is Even Parity calculated over bits 17-32. The card manufacturer will
normally supply the total number of bits the location of parity, whether parity is None, Odd or Even and the bits

over which the parity is calculated.

Parity is very important and if both parties are set to none then you might get a wrong card number. Please ask the

reader supplier to give you a correct structure of Wiegand output.

Different readers have different parities. But most of HID readers are the same. The output of HID reader is

depending on the card.

Note: there are many different methods for numbering the bits. The WatchNET Access software and
panels count from the right-hand side at bit 0. Some systems start counting at bit 1.

4.8 Special Date
Temp Date

Clicking on the Temporary Date sub-menu item will open the Temporary Date Setup Window. Two sets of Temporary

Dates can be configured. The default date is the current date. Temporary dates will be cancelled after 7 days.
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Temp Date .
Temp Date T1
Sunday tdonday Tuesday whiednesd! | Thursday [ Friday Saturday
Temp Date T2
Sunday tonday Tuesday | | 'Wednesd[ | Thursdap [ | Fridap Saturday

Temparary dates will be cancelled after 7 days.

Cancel Apply

Holiday Type Setup

Click on Setup -> Special Date -> Holiday Type Setup to launch the Holiday Setup window. To select a holiday just
double click on the date and the color will turn Red to indicate that this date is now a holiday. To cancel a previously
selected holiday just double click the red holiday and it will return to the default color. There are seven holiday

groups available from the tabs at the bottom of the Window and each group can have 365 holidays.

Holiday Type Setup *

2020

T2 3456|783 (101712[1314|15|16(17| 18| 13| 20| 21| 22| 23] 24 25| 26| 27| 28| 23| 30| 31

T2 3456789101112 13[14[15) 16 17| 18| 19| 20| 21| 22| 23| 24| 25| 26| 27| 28| 29{ 30| A

V(23 4[B(E[ 783 1011(1213| 14|15 16| 17| 18] 13| 20) 21| 22| 23| 24| 25] 26| 27| 28| 23| 30| 31

H1  HZ H3 H& HE  HE  H7

. To select/unselect a holiday double click on the date [will turn RED).
Thiz "rear Mext Vear _DK Cancel Appl
Holiday auto add to T B,
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4.9 Communication Configuration

In order for the software to communicate with the controller or converter the communication parameters need to be

configured. This is done in the Communication Configuration window.

Server Tab
The Server name is the name or IP of the PC which runs the WatchNET Access Software. For PCs which are running
WatchNET Access Software as Clients the Server PC name or IP should be set in this field.
The Server Port is 47100 by default and should only be changed if the same port is being used by another software.

In this case Server Port will need to be changed to avoid conflicts.

Communication Configuration x
Server Setup
el Server name / IP address
[FETER2021 | =
N Server Computer Internet |P Address
Communication | |
Server Port
. 47110 =
Clock Adjustment ad

[ User Mame and Password Verification Required
Desktop Reader && Card
Number Format
Publish/Subscribe communication progress reminder
DVR [ Publish communication progress notification

[ Subscribe to notifications of communication progress

. Check D atabase
Intrusion
[ Enable
) ) Seconds/Once
Fingerprint
The First Day of Maonth
Face Rea)gmtlon 1 ~ | Day as the beginning of each month

Times Canteen

Meeting

Send Events Packets

Cancel Apply
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Communication Tab

The Communication tab is shown below.

Communication

Server MNetwark Delay Time 200 ¥ | Miliseconds

Get rangzactions one by one [R5485 Bug)

[ Time duration between swipes for the same event

jury
Ak

Communication i ) )
Get Component Status with Component Events [During un-zaved Component Events, don't check it]

[ Record cammunication log

Clock Adjustment [ rea will be changed by valid event [without sensor, PC should be onling).
All the controllers share temp date and holiday.

Desktop Reader && Card Dizabled cards are not downloaded ta the contraller

Number Format [I'watchMET Access wil recognize Access Level faor invalid card [Server/Online recognize)
[ Connect controller by WaN or Interet

DVR [JEnable AES 123 bit gncryption
(O) Dawnload Configuration for all controller manually
(®) Diownload Configuration for all controller automatically
[ Using Card Change Log

Metwork Contraller Setup

Intrusion

Host IP &ddress ke Metwork reconnect / restart time

I .
Fingerprint 19216810.212 8 (®) IP address for keywords (for a fised IP, LAN) Reconnect time [Sec) [16393 -

Lizstening Port .
2000 s () MAL address for kewwords [For dunarnic 1P 2 WwiAN) Restart time (Sec) 107374152, [=
[ TCP disconnect immediately after reconnect without exception handiing Delay Time [M5] a0 =

Face Recognition il
Send UDP Reset Command when Metwork, Controller is disconnect

Diefault (b 2H
Az client connect ta Contraller when Metwark Controller is disconnect i ! ours
. Cammurication Mode

Times Canteen () Single thread (®) Multi thread

(®) No new event, no communication between software and panels, High efficiency
Meeting () Always send "Get Event” command to panel, High bandwidth consumption

Send data to controller after transactions
Timing Download Controller Parameters Confirmed by Centre
Send Events Packets [ Time 1 OTime 2 Time 3 [ Time 4 Times OTimes Timeout(S]
000000 = 000000 = 00:00:00 = 00:00:00 = 00:00:00 = 00:00:00 = 30 =

1 Cancel Apply

L — e _ _ _ _

Network Delay Time:

The maximum delay time allowed between the controller and the Host PC. If the Network Delay will be for more than

200 milliseconds then the WatchNET Access Software will consider the controller Offline.

User needs to adjust the value according the quality of the LAN in use.

@ [f panels are connected by unstable LAN then Delay Time should be more than 50 Milliseconds, e.g. 200
Milliseconds.

® [f panels are connected through Wireless LAN then Delay Time should be more than 50 Milliseconds e.g. 200
Milliseconds.

® If panels are connected over WAN then Delay Time should be more than 50 Milliseconds e.g. 1,000 Milliseconds.

Get transaction one by one (RS486 Bus):

The software will receive the transactions (events) from each controller one at a time. It is not recommended to
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leave the check box unchecked as transactions from controller to the WatchNET Access Software might be lost.

Send Data to controller after transactions:

If this option is selected then the WatchNET Access Software first gets transactions and then sends the next data
packet. It is not recommended to select this option when the system is connected to many panels. Checking this
option under these conditions would cause a massive amount of CPU usage.

Get component status with component events:

If this option is selected then the software will first retrieve component events from controller and then it will check
for events and if the events include a change in component status then the system will retrieve the component
status. The software will finally refresh the component status thus saving system resources. If you uncheck the
checkbox then the software will retrieve the component status actively.

Write communication log:

When checked all the communication events will be logged in Communication.txt log file. The file is in the WATCHNET
ACCESS INTEGRATED SECURITY SYSTEMS folder.

Broadcast public information:

When checked the public information (All the information which is common to all panels e.g. Card information,
Holidays, Summer/Winter time etc.) will be sent to all panels at the same time. The public information will be sent
only 1 time and if there is communication/network failure then some information might be lost and may not reach to
the panels. If not checked then the software will send the public information to the panels one by one. If
communication fails then it will send it again automatically up to 10 times. It’s is recommended not to check the

check box.

WatchNET Access Software will broadcast the information below to all the panels which are connected to the Host

PC. Otherwise the WatchNET Access Software will download the information to each controller one by one.

Card List

Holidays

Temporary date
Summer/Winter Time

Wiegand Formats

Saved Event

Area will be changed by valid event (without sensor, PC should be on line):
This option is checked if there are no door sensors and Anti-Pass Back (APB) function is used. The APB function by
default is changing the Personnel area based on a Valid Card event + Door Sensor Open status. If the user checks this

option then the area will change based on a Valid Card event only.
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Note: For APB to work the server must be online.
All the panels share temp date and holiday:
When checked all the panels will share the same group of temp date and holiday. Otherwise you should set up the

temp date and holiday for different controller.

Host IP Address: The IP address of the PC which is connected to the TCP/IP panels. Click on the button to set the

correct Host IP address.
Listening Port: The PC port is used for the TCP/IP communication. The default is 8000.

After setting the communication parameters click on OK to apply the new settings.

Clock Adjustment Tab

At the Clock Adjustment tab, clicking the Clock Adjustment button allows the data and time to be synced. It will sync
the PC time to the panels and DVRs.

|.I:""_.':.='.:'.I:"'_':_._='.:' XL
5 . [
Clock sdjustment
Server . ‘when the system starts, adjust the controller clock.
g‘ Senchronize Controller Time
o Adjust How many minutes to adjust 1440 -
Communication

Adjust the DVE clock

. Wwihen the system starts, adjust the DVR clock.
Clock Adjustment g‘ Synchronize DVR Time

Adjust How many minutes to adjust 1440 -

Adjust the FingerPrint clock

. wihen the spstem starts, adjust the FingerPrint clock.
g‘ Synchronize Fingerprint Time

How many minutes to adjust 1440 =

Adjust the Face Recognition Device clock

Desktop Reader &&
Card Number Format

DVR Adjust

Intrusion Wwihen the system starts, adjust the Face Recognition Device clock.
s

Synchronize Face Recognition Device Time

Adjust How many minutes to adjust 1440 =

Fingerprint

Face Recognition
Times Canteen
Meeting

Send Events Packets

Cancel Apply
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Desktop Reader & Card Number Format Tab

Users can change the number format shown in card events.

Communication Configuration X
~ Feader Setup Card Mumber Format
Server
Clea CUeE Card Mumber Faormnat
COM Port Decimal ~ | 0003959551
Communication
Reader Tupe
BREE-UH ~
Clock Adjustment Card Mumber Length Witem) & e Cratilites Bl
‘wiegand-34 - Dultput of Swstem reader should match this Tatal Bits:
value
DESktOp Reader && [ 5end card number to windows cursor place Slio Caula s
Card Number Format Card Dffset Bits:
(R Code Reader Vigitor Card QR Code
DVR
@ WG Output [ Default Visitor Start Card Mo,
) [ 5end OF Code S5 to Visitor
Intrusion O 485 Dutput
bbb i, i, e e eb 5 erver /R Code /IR Code. aspe Ypara=[USER]
[ How many minutes are valid ‘f'ou can enter text description, but you must enter [USER], [USER] is the Visitor 1D
Fingerprint

Face Recognition

Times Canteen

Meeting

Send Events Packets

Cancel Apply

Reader Setup: User can select from COM port or USB connection for desktop reader.

Reader Type: This refers to the output type of the desktop reader. The options include HEX, ASCII, WG232, WAR-SO8-
232, and WAR-S08-ENC.

Card Number Length: option to select WG26 or WG34, has to match the Wiegand setting of the reader
Card Number Format: Displays the card number format.
Decimal: WatchNET Access Software will display the card number as HEX format for example 008959551.

Wiegand: The software will display the card number as Wiegand format for example 136, 46655 (The same card with
0008959551 in Decimal format).

HEX: WAC1 will display the card number as HEX format for example 88863F (The same card with 0008959551 in

Decimal format).
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DVR Tab

Use this tab to configure DVR’s settings.

Communication Configuration *
LR Series
Server DR Series [JwatchMET DWR - [] Private D [ Private H [ Private i [ Private M
[l WA TCHMET 5D
o (® WATCHNET SDK (O NUUD 5DK (O ONVIF &P (O SAMSUNG &P
Communication

Playback capture & Getting video will be excuted from Sender Server side instead of Access Control client

Connect Timeout

Clock Adjustment Cermest Thoat 5000 * | MSEL Eefore connecting DVR Ping DVE 1P

Fiealplay Configuration

Desktop Reader && Card
Number Format Realplay Stream tain Stream ~ Substream Resolution [Milestone Only) FO4*57E ~

Flayback Configuration

DVR
Playback Feature Thraow no framme v Mevmwork, Feature Less latency.more fluenc
DR Alarm Uplaad Type
Intrusion
WwiatchMET DWR Private D Private H - Private'' Private M WATCHMET SDK
(@ Mone () Listen () Setup Alarm Channel
Fingerprint Host IP Address Port 7200 s

Face RECOQI’IIIOH Capture Picture Quality

Ficture Quality Best ~

Times Canteen Realtime capture time (in seconds) 10 Fealtime capture will be excuted if the time difference of event is less than < seconds,

otherwize Playback capture will be excuted.

How many seconds the realplay steam will stay active

-
-

Meeting
WwiaveStore Milestone
. Uszer Tupe: Basic ~
Integration Code: 167 =
Send Events Packets Authentication Method: Megotiate v

| Connect to Server Grou)
P Part: | 80 =

Cancel | | A

® DVR Series: Select the type or model depending on the DVR/NVR you wanted to connect
® Connect Timeout

The DVR will reconnect on the time out period set.

® Real Play Configuration

Can choose from Sub Stream or Main Stream when viewing the camera live.

® Playback Configuration

Playback Feature includes Throw no frame, throw one B frame and Throw two B frame. Network Feature includes

shortest delay mode, the best real time, less latency, more fluency, and the best fluency.

® DVR Alarm Upload Type
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There are two types of update type which is “Listen” and “Setup Alarm Channel” that allows you to select which

type you prefer.
® DVR Alarm Upload Type

This allows you to connect also your DVR Alarm if you have one setup.
® DVR Alarm Listen Type

Configure the DVR’s IP and port.
® Capture Picture Quality

Allows you to select the quality of the picture for snapshots on events

® Real-time capture time (in seconds) — Description on the right side
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Intrusion Tab - Intrusion tab allows you to modify the time out session for the intrusion panel.

Comrmunication Configuration bt

Server Communication Clock Adjustment  Desktop Reader & Card Mumber Format DWE - Inbrusion Fingerprint - Face Recognition  Times Cantee| * | *
Communication Setup

Comrmunication Timeout 10000 =| MSEL

-

Communication Interval 200 = | MSEL

Get Prozys status follow counters changed

DSC Listen Setup

Host IP Address Port

nooan E 5010 =
PIMA, Lizgten Setup

Host IP Address Part

s T

Cocel ol

Fingerprint Tab - There are 5 integrated Fingerprint Readers. Select the Fingerprint Reader that is installed and
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click OK.

Communication Configuration

Server

Communication

Clock Adjustment

Desktop Reader && Card
Number Format

DVR

Intrusion

Fingerprint

Face Recognition

Times Canteen

Meeting

Send Events Packets

() Download Configuration for all fingerprint reader manually
(®) Download Configuration for all fingerprint reader automatically

[ Using Fingerprint Change Log
Fingerprint Setup

[J'wiaB BEM FCK- 51

WwWitB-%-FCK/FCRS/FCKS
Wirgless Fingerprint Lock Type
[] DPU3000W/S Series wFLO-01 WFLO-06
[JSUPREMA
Timeout RO00 % Miliseconds BioStar2 Listening Port A2 -
[CJwIRDI
Lizten Port 9avn = Uszer D Length [1..8] 4 =
Uniquel Dy ‘Wiegand Out
Mane () Persornel Mo,
Personnel Code
1D Number (®) Card Mumber
[J'watchMET
Host [P &ddress n.ooo Listen Port 5010 =
Timeout 2000 2 Milliseconds  Max Unit 1D 105
Scanner Model
WiaE BER LISE WiaB BIO LSE
Carce

Apply
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Face Recognition Tab - To Configure the Face Device Host IP must be set for the Face device and click OK

Communication Configuration X

Face Recognition
Server

[IwFD-1 [CINF1500 Listening Part s =

[wrD-2 Host [P &ddress 0o.oon Liztening Port 30000 &
Communication C]wFD-3 Host IP Address 0.0.00 Listering Port B0 =

WFD-4 Host IP Address B Listening Port
Clock Adjustment [J'wFD5 Hast IP fddress 192168.10.212 Listering Port aaag =

[1wFD-6 Host IP Address 192168810212 Liztening Part 5118 =
Desktop Reader && Card e Baaian

Number Format

DVR
Metwork Delay Time 2000 1| Miliseconds Mumber of devices managed by each thread
Intrusion [ 5ave face recagnition 1ecords separate Face Records Save to Access Table
Save captured picture to
Fingerprint (O Database [Mot recommended, wil make the dat Share

(®) Folder | C:MProgram Files (#86]\ atchME T/ atchWET Access Integrated Security Spstems\FaceSnapshots

Recogrition Records Color

Surressed Font Color M cBlack | .| SuccessedBackground Color
Failed Fort Color ... Failed Background Colar [ chwhite w

(®) Download Configuration for all face recognition automatically

Face Recognition

Times Canteen

(O Download Configuration for all face recogniion manually
Meeting [JUsing Face Change Log
[ Awsta Restart Face Device at 02:00 Every Day
Timing Download Cantroller Parameters
Send Events Packets [ Time 1 [ Time 2 [ Time 3 [ Tirne 4 [ Time 5 [ Time &
00:00:00 =5 00:00:00 = 00:00:00 =5 00:00:00 = 00:00:00 =5 00:00:00 =5

Cancel Apply
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Times Canteen Tab - This feature must be enabled to use the Times Canteen Feature

Times Canteen

[] Recharging is necessary before used

Communication
[ Recharging is required when the balance is less than 3 dollors 10 =
[ Enabled "Times Canteen'

Clock Adjustment [ Times limitation [without Access Level for TCARY): the software will recognize persannel 'Time limitation'" , and open the relay or nc

[ The Auws-relay 1 will be actived when this card is invalid

Desktop Reader && Card
Number Format

DVR

Intrusion

Fingerprint

Face Recognition
Times Canteen
Meeting

Send Events Packets

Bank Card

| Cancel Apply

S SSRS— T S S S — S

Send Events Packets

This allows to send or export the events into a different server, to configure enter the “Server name/IP
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address” & “Server listening Port” of another server you wish to send the events

Comrnunication Configuration b4

Clock Adjustment  Desktop Reader & Card Number Format DWR - Inbrusion Fingerprint - Face Recognition  Times Canteen Send Events Packets |« v

[J5end events packets to third-party software events receiving server

[JReceive set dot status comand from the third-party software eventsreceiving server

Events Receive Server Settings

Server name / |IP address

Server Listening Port
12201 =

The client communication mode:

Mon-Blocking ~

[ &ter get events, send message to third-party software [Message Number 0x0403)

Meszage Receive Settings

Feceive the meszage window class name

Receive the meszage window caption name

Cancel Aply

4.10 Area Name

When using the Anti-Pass back feature then we can change the names of the different areas. Clicking Rename will

allow us to do so.

121 Page
351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

@ Area Mame

i File  View

THe AP M O 5 oM

Edit Sawve LCancel First Fror Mest Last Fiker  Locate | Prewiew  Print Export

Area D Area Name |Tota| Numb3||emption Numlxit Area Relation Entry Alel
» Outside i o

X

Cloze

| 1 Inside 1} i} []
H 2 Aread 1} 1] []
| | 3 Aread 1} 1] []
H 4 Aread 1} 1] []
H 5 Areab 1} 1] []
H B Areab 1} 1] []
| 7 Aeat 1} 1] []
n 8 Aveald 0 1} []
| 9 Aveald 0 1} []
| 10 Area10 1} 1] []
| 11 &rea 11 1} 1] []
H 12 Areal2 1} 1] []
H 13 Areall 1} 1] []
H 14 Areald 1} 1] []
n 15 Area1s 1} 1] []
| 16 Area 16 0 1} []
| 17 Areal? 0 1} []
| 18 Areall 1} 1] []
| 19 Areal9 1} 1] []
H 20 Area 20 1} 1] []
H 21 Area 21 1} 1] []
H 22 Area 22 1} 1] []
| 23 Area 23 1} 1] []
n 24 Area 24 0 1} []
n 25 Area 2 0 1} []
| 26 Area 2B 1} 1] []
| 27 Aread? 1} 1] []
H 28 Area 28 1} 1] []
H 29 Area 29 1} 1] []
H 30 Area 30 1} 1] []
o 3 Area 3 1} 1] []

4.11 Saved Events

Saved Events have three types of System Event: Access, Intrusion and CCTV

Setup |
Hardware
Cards
Event Alerts

Map

- v v v -

Flow Cartrol
‘Wiegand Format
Special Date 3
Communication Configuration

Area Name

Saved Events 3 Spstem Events - Access

Car Parking Spstem Events - Intrusion

System Events - CCTY

This window allows the user to select or deselect any events that are not required to be saved in the memory of
controller. By default all events are saved but there may be occasions when certain events are not required to be

saved.
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System Events - Access

@ Systern Ewvents - Access

Select/Unzelect Event

Event Code |Event Name

169
170
ikl
172
173
174
175
178
179
180
181
182
183
164
185
186
187
188
189
200
2m
202
203
204
250
B 254
» 255

tore than the number of times

Thiz Card Cannot Consumne at The Cur
Subsidy Request

Subsidies Success

Subsidies Failure

Consumer Corection

Consumer Correction Failure
Transfer Success

Transfer Failure

Walid Card Break In

Walid Card Break Out

‘Walid Fingerprint Break, In

‘Walid Fingerprint Break Out

‘Walid Card + Fingerprint Break. In
Walid Card + Fingerprint Break Out
Walid PIN + Fingerprint Break In
Walid PIM + Fingerprint Ereak Out
Card + PIM Braak In

Card + PIM Braak Out

Hardware Short Circuit

Bank card open door

Clear Subsidy

Walid U Code of Tencent Wel<iao
Imwalid R Code of Tencent Weldiao
Durezs Finger Uzed

Connected

Connection Failure

Select Al Unzelect Al

[Saved  [Alert [Instructions
b

S| BB 1 B B B T (T S 0 T S | S 2 S S R | R { T

oK

Caticel

Apply
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System Events — Prosys

Select/Unzelect Event

Code |T_l,l|:-e

@ Systern Events - Intrusion

|Event Name

[ig]
[
=
o
(=8

| &lert | Instructions

1 Prozys Panel
2 Prozys Panel

[w

5 Prozys Panel
B [Prosys Panel

9 Progys Panel
10 |Prosys Panel
11 |Prosys Panel
12 Progys Panel
13 Progys Panel
14 Progys Panel
15 Progys Panel
16 Progys Panel
17 |Prosys Panel
18 Prosys Panel
19 Progys Panel

23 Prozys Panel
24 Prozys Panel
25 Prozys Panel
26 |Prozys Panel
27 Prosys Panel
28 Prosys Panel

Firekey Alarm
FireKey Restare

3 Prozys Panel Ambulancel.ep Alarm
4 |Prozys Panel Ambulancekey Restore

Policer.ey Alarm
Policel ey Restare

7 [Prozys Panel Ausiliary Input Alarm
8 [Prosys Panel Ausiliary Input Alarm Festored

Fanel Battery Trouble

Fanel Battery Trouble Restare
Parel &C Trouble

Panel &C Restore

Syztem Bell Trouble

Syztem Bell Trouble Restore
TLM Linel Trouble

TLM Linel TroubleRestare
TLM Line2 Trouble

TLM Line2 TroubleRestare
FTC Trouble

21 |Prosys Panel wWireless Key Low B attery Trouble
22 |Progys Panel "Wireless: Key Low Battery Trouble Res

Handheld K.eypad Low Battery Trouble
Handheld K.eypad Low Battery Trouble
General System Tamper

General System Tamper Festore
Home Automation Trouble

Home Automation Trouble Festore

Select Al Unzelect Al

LA EA EA A AN A A (A EA A EA N EA AR EA A AR A A A A (AT (EA A A

oK

Cancel

Apply

System Events — DSC — Same as Prosys

System Events — PIMA - Same as Prosys

124 Page

351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186

www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

System Events - CCTV

& System Events - CCTV = O x
Select/Unzelect Event
Event Code | Type |Event Mame [Saved  [Alet [Instuctions [~
Id 0 Alarrn | Input Slarn A
| 1 Alarm | HDD is Full her
|| 2 Alarm | The Widea Signal Last h]
L 3 Alarm | Motion Detection A
|| 4 Alarm HDD Mot Formatted %
L ] Alarmn | Failed to Read snd 'wiite HDD b
| 5 Alarm | Video Alarm her
L 7 Alarm | Input and Output Bideo Standard Mizrr b
| a Alarm legal Access %
|| g Alarm | Senial Port State
L 10 Alarm | GPS Location Information
284 Ewception Connected b
L 285 Ewxception Connection Failure b
| 32TES  Ewception Ewception Exchange %
|| I27EY Ewception Exception Audio Exchange h]
L 32770 Ewception Ewception Alarm b
|| 32771 Ewception Exception Prewview b
L 32772 Ewception Exception Serial b
| 32773 Ewception Ewception Reconnect %
L 32774 Exception Exception Alarm Reconnect b
| 32775 Ewception Ewception Senal Reconnect %
|| 32784 Ewception Ewception Play Back b
L 32785 Ewxception Exception DISK FMT h]
]
Select All ngelect All Cancel Apply

4.12 Car Parking

Control a parking lot by counting the number of cars entering and leaving while limiting the maximum number. Once
the maximum number is reached an Output will be activated. This feature requires WatchNET Access Software run all

the time.
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Car Parking Settings d
[ Enable Car Parking Function
Entry C'oor/G ate Exit Door/Gate
Controller Controller
Doar Door
Counter Farking Full Output Action
b axirmum Mumber of Carz Cantroller
E gl v
Current Mumber of Cars Cutput
E Sl v
[ Deny &ccess ‘When Ful
Cancel

The example above shows that cars will be entered the parking lot through Door 1(001) of Controller 001. Maximum
number of cars allowed is 5 while currently there are 2 cars in the parking lot. The cars are leaving through Door
2(001) of Controller 001. If the Car Park has reached the max capacity then you have a choice of outputs that can be

activated. This can turn on a red traffic light and/or close the Main Entrance gate.

Chapter 5 Monitor

This section allows the user to choose what they want on the window. This could vary from operator to operator
depending on the role they play in the organizations security needs. Clicking on the Access Tree will launch a tab on
the left hand side of the window. Clicking on the tree again will make it disappear. If the operator just needs to access
it temporarily then all he has to do is to move the mouse over the tab and the tree will slide in to the view. If he

needs to lock it for viewing it permanently then he should click on the pin which locks it in place.
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tonitor I Beport  Maintenance  Too

Boot Platform

T

Access Tree

T =

Intruszion Tree

CCTY Tree

tap Tree
b ap Page
Ewvents »
Inbruzion itk Keypad
Photo Yiewer L
Cameral
Camerad
Camera Playback 1
Camera Playback 2
Park. Counter
Area Viewer
A= Area Counter
Camera or Grd [Area Yiewer)

Card ¥ alidity Dizsplay

Camera Yiew

Clients
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5.1 Boot Platform

The Boot Platform allows you to display and open shortcut items, see below image

| Boot Platform

5.2 Access Tree

The Access Tree displays all the panels their components on the system. You can operate the devices connected to
the panel by right clicking on it and performing the required actions. If the controller is offline then you will see a red

X mark.
5.3 Intrusion Tree

Same concepts as the Access Tree, this displays all the intrusion panels and their components such as Zone,

Partitions, and status of each.

5.4 CCTV Tree

CCTV Tree displays all the DVR and the Camera that are connected to the system.
5.5 Map Tree

Allows you to open and close Map Tree on the left side

5.6 Map Page

If you want to design a map then refer to 8.4. Double Click on the map name in the map tree to launch the map

page window.
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& WatchNET Access Integrated Security S) rver
'# Management Setup Monitor Report Maintenance Tools Window Help Language

% W &

Sy S

WatchNET

N- f
- The Thatcher Room \@b;
www.watchnetaccess.com
Lock(001) | g’g
|
2] -
‘; 5 ‘ The Higoipsfoom :
Senspr(001) 1
| WatchNET
3 B il )
s [/ i offee www.watchnetaceess.com
The Hamilton Room N Ll

: Stop Live View

Lk —MYE’Yl_F

[ Alert Events
Acknowledae |[ Description | End [ Location _|[View Captured] Auto Refresh Record counter: 0
| | Event State | AutoID | Instiuctions | Time | Site Name | System | SystemSubUnit | Event Type | Ack.Ti

n | »

Map Page TCP Listen: True _ Desktop Reader: Disabled _ User: Admini Legal User: Octavio demo dongle

Main: Click the button to go to the Main map.

Return: Click the button to go to the prior map.

Acknowledge: If the WatchNET Access Software receives alert event then the button flashes to remind you to
acknowledge the event.

Auto Switch over: When checked the map will switch automatically when an event relating to the map occurs.

5.7 Events

The Events Monitor presents all the Events divided into 11 categories: Alert Events, Card Events, Face Recognition
Records, Bank Card Events, Controller Operation Events, Area Changed Events, Intrusion Events, Intrusion System
Status, CCTV Events, Canteen Records and System Log. The Area Changed events are created only if we activate the
Anti-Pass back. We can see all events information. Double clicking on an event will open the relevant Personnel
Information as described in Section 8.2.2. It allows the user to change the information or even enroll a new card and

personnel to WatchNET Access Software.

5.8 Intrusion Virt keypad — This will display a virtual DSC Keypad for arming and disarming the alarm
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system from the software.

5.9 Photo Viewer

This shows the details for the card holder with the phone. For example their badge picture as well as a snapshot from

a camera and has 6 different views.

e 1 Photo Viewer

This will open Single Photo Viewer window as indicated in the picture below and displays the Photo and credential

of the card holder, also shows a snapshots of the event if a camera is connected
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Photo Viewer =

Mo Capture Phota

Door Opened by alid Card

e 2 Photo Viewer

This opens 2 photo viewers, two transactions.

2 Photo Yiewer n

No Phato Mo Phota

A= 2 Photo Yiewer
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e 4 Photo Viewer A

This opens 4 photos at the same time.

First Name:
Jessica

First Name:

Diana - :
f:"a'"s‘i WatchNET
Last Name: e
Depaitment; ‘(‘J»l
Small Enginesting i
Personnel Code: www.watchnetaceess.com
| —— z
] N i _
U Department. i G £ Play Stop Live View
~
Head Dffice w e
Site Code:
| 188
: WatchNET
48687
Taa 7N
| (-
¥
= Conti www.watchnetaccess.com
Controller(8 Doors 001) o il *
F e y Door 2001) v StopLive View
g 8= MuliPhoto Viewer A
Alert Events ax
[ Acknowledae |[ Descripion | End | Location |[View Captured] (V] Auto Refresh Record counter: 0
[EventState| AutoID | Instructions I Site Name [ Time [ System | SystemSubUnit | EventType | Ack.Ti
3
< i »
® Alet Events |

e 4 Photo Viewer B

This will open Multi-Photo Viewer B window as indicated in the picture below. The latest entry is displayed in the

left hand side slot picture area whereas the previous ones move to the right hand side.

WatchNET
g8

www.watchnetaccess.com

WatehNET

www.watchnetaceess.com

5= Muiti-Photo Viewer B

[ dae | Description ] End
| Event State | AutoID | Instructions
).

[ Location ) View Captured] (V] Auto Refresh Record counter. 0
Site Name [ Time. | System | SystemSubUnit | Event Type [ Ack. T

® pentEvents|
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e [n/Out Photo Viewer

This opens the view for area where it the personnel coming in and out of a building.

First Name: First Name:

Personnel C Personnel C

e Phota Pasitian: MNe Phota Fosition:

Event: Event:

Department Depatment

A= In/Out Phota Viewer

e Face Recognition Viewer

This will open a new window that monitors the face recognition device events.

Face Recognition Viewer nl

Maone Phata Mane Capture Photo
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5.10 Camera 1

Camera 1 allows you to view one camera only on the live view
5.11 Camera 2

Camera 2 allows you to view one camera only on the live view
5.12 Camera Playback 1

Opens/close the camera playback window on the right side.
5.13 Camera Playback 2

Opens/close the camera playback window on the right side.
5.14 Park Counter

Click Monitor-> Park Counter and this will open the Park Counter window. See Figure 8-6

Park Counter Yy ox
Car Parking Counter
M aximum Number of Cars 0
Current Number of Cars 0
MNumber of Spaces Left 0
5.15 Area Viewer

This real time event viewer shows the record count for a door or building and displays how many personnel are

inside or outside.
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Scroll Text

First Name Area Personnel In Record counter: 0

[rsonnel | FirstName | LastName |Personnel Code| Card No. | Update Card Time | Las

! \ \ \ |
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5.16 Camera or Grid (Area Viewer) — If enabled, instead of grid view on area viewer it will display photos

Scroll Text

5.17 Card Validity Display

This real time event viewer allows you to monitor a card that is expiring or expired.

_

CadVlidy

Recond courter 0
lersonnel | FrstName | LastMame Pewsorvel Code CadMo. [ard Ciealion Tl Expi Date [poray Huea Nane Gend Deparinert Gioup Balance Lot

¥

(4 a L Valdty

Card Valicty|

5.18 Camera View

Click Monitor-> Camera Viewer and the will CCTV Camera Preview window open.
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4149 PRADEEP-PC
4@ Demo DVR(192.166.1.1

e

Channel List. The
number of Cameras will
be managed by the

License of the software

6206 201281 E38=39RAM 116-06-2012 11F:38-390

5.19 Clients

Shows the WatchNET Access Software Clients which are currently connected to WatchNET Access Software Server.

Clients

Client Application Name  User Login Time The Last Time
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Chapter 6 Report
All type of reports listed below

Eepnrt| Maintenance Tool: Windo

All Cards Events

Cluick Query Cards Events
Cards Events Filker

All Hardware Events

Face Recognition Records

Bank Card Ewvents

Area Report
FPerzonnel Area Report

Area Changed Report

Ferzonnel In/Dut Beportz 3

Aocessz Level Report

Azcess Security Group Report

Time Attendance

Times Canteen Report k

All [ntruzion Ewvents

All lntrusion System Statuz

Al CCTY Events

Al alert Events
Alert Events Filter

Systemn Log

6.1 All Cards Events

Generate reports with all the cards events.

138 Page
351 Ferrier Street ® Markham, ON e L3R 572
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 ¢ FAX: 905-752-0186
www.watchnetinc.com / www.watchnetaccess.com



http://www.watchnetinc.com/
http://www.watchnetaccess.com/

WatchNET

ACCESS

R - |5

& Events Report

i File View
el | = = L
v 7 M A Y P W 0 oK
i Photo View Captured  Delete Record | First Page  PriorPage  Fist Prior Page Size Next Last MNextPage LastPage Filter Locate = Preview Print  Export | Close
Auto Time: Event Mame Site Name D Department ersonnel b«

Line 10| Controller |

oup 3 1 2
L 876 11/21/2013 34851 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 188 48685 Engineering 4
|| 875 11/21/201 3 3:48:42 PM Inwalid Door Time Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 225 MEB2  Warehouse ¢
L 87411/21/201 3 3:48:34 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 225 36820 Tech Support Departmenl £l
|| 873111/21/2013 34813 PM Inwalid Door/ Time Watchnetfccess Group 3 1 Controller(3 Doars,In)[001) 2 Door 21001] 12 48613 Head Office 41
L 872 11/21/201 3 3:48:09 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 12 48852 Warshouse 4
L 871117217201 3 3:48:05 PM Inwalid Door/ Time Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 188 48685 Enginesring 4
Ll 870/ 11/21/201 3 3:48:02 PM Inwalid DoorTime Watchnetfccess Group 3 1 Controller(3 Doars.In)(001) 2 Door 21001) 188 48687 Head Office 1§
L 869 11/21/201 3 3:45:28 PM Inwalid Door/ Time Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 188 48687 Head Office 18
L 868 11/21/201 3 3:45:24 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 188 48685 Engineering FE
|| 867 11/21/2013 3:45:19 PM Inwalid DoardTime Watchnethcoess Group 3 1| Controllen8 Doars,Inj(001] 2| Door 2(007) 12 48852 Warshouse AL
L 866 11/21/201 3 3:45:15 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 12 48613 Head Office 41
L 865 11/21/2013 24511 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 225 36820 Tech Support Departmenl |
|| 864 11/21/2013 3:45:05 PM Invalid DoordTime ‘Walchnetdcoess Goup g 1| Controller(8 D oors,Inj(001] 2| Door 2(001) 225 MEB2  Warehouse 18
L 863 11/21/201 3 2:45:01 PM Inwalid Card Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 13 26351 (]
L 862 11/21/201 3 2:40:57 PM Inwalid Door Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 225 54530 Tech Support Departmenl 4
|| 861 11/21/21 3 3:40:53 PM Inwalid DoardTime Watchnetdcoess Group 3 1| Controller8 Doars,Inj(001] 2|Door 2(007) 226 oo Tech Support Department K
L 860 11/21/201 3 3:40:50 PM Inwalid Door Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] I B5714  Tech Support Departmenl 1
L 85911/21/201 3 3:40:43 PM Inwalid Card Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 13 vk [
L 858 11/21/201 3 2:40:00 PM Inwalid Card Watchnetfccess Group 3 1 Controller(3 Doars,In[001) 2 Door 21001] 13 26351 [
L 857 111/21/201 3 33957 PM Inwalid DoorTime Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 225 MEB2  Warehouse 1t
|| 856 11/21/2013 3:39:54 PM Inwvalid DoardTime Watchnetdcoess Group 3 1| Controller8 Doars,Inj(001] 2| Door 2(007] 225 36820 | Tech Suppart Departmen! 4
L 855 11/21/201 3 3:39:49 PM Inwalid Door Time Watchnetfccess Group 3 1 Controller3 Doars,In)[001) 2 Door 21001] 12 48613 Head Office 41
L 854 11/21/2013 3:39:44 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) E Door B001] 12 48852 Warshouse 4(
|| 853 11/21/2013 3:39:36 PM Inwalid DoardTime W atchnetheoess Group 3 1| Controller8 Doars,Inj(001] E | Door B[001) 188 48685 |Engineering 4
L 85211/21/201 3 3:39:30 PM Inwalid Door/Time Watchnetfccess Group 3 1 Controller(3 Doars,In[001) E Door B001] 188 48687 Head Office 15
L 851 11/21/201 3 1:42:25 PM Inwalid Door/ Time Watchnetfccess Group 1 1 Controller[2 Doars,In)[001) 2 Door 21001] 0 1234 Tech Support Departmenl ki
|| 850 11/21/20131:42:21 PM Valid Card Watchnetdeoess Group 1 1| Contraller2 Doars,Inj(001] 2|Door 2(007) 0 1 Tech Support Departmenl e
L 849 11/21/200 3111551 A lnwalid Door/Time Watchnetfccess Group 7 1 T & A controller001] 1 Entry door001] a1 20493 Warshouse 1t
L 848 11/21/200 3 11:15:80 At Invalid DoorTime Watchnetfccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
|| 847 11/21/201 3 11:15:50 Af Inwalid DoardTime ‘walchnetdcoess Group 7 1|T & & controller001) 1/|Entry door[00 ] a1 20493 Warehouse 18
L 846 11/21/201311:15:49 A Inwalid Door Time Watchnetfccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
L 845 11/21/201 3 11:15:48 At Inwalid Door/ Time Watchnetfccess Group 7 1 T & A controller001] 1 Entry door001] a1 20493 Warshouse 1t
|| 844 111/21/200 3 11:15:47 At Inwalid Doord Time Watchnetfccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
L 843 11/21/201311:14:19 At nwalid Door Time Watchnetfccess Group 7 1 T & A controller001] 1 Entry door001] a1 20493 Warshouse 1t
|| 842 11/21/201311:14:18 At Inwalid Door/ Time Watchnethccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
L 841 11/21/201311:14:14 At Inwalid Door Time Watchnetfccess Group 7 1 T & A controller001] 1 Entry door001] a1 20493 Warshouse 1t
L 840/ 11/21/201311:14:13 At Inwalid Doord Time Watchnetfccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
|| 39 11/21/2013 11:14:12 A lnwalid DoardTime Watchnetdcoess Group 7 1/T & & controllerd001) 1|Entry door(001] a1 20493 Warehouse 1t
L 38 11/21/200311:14:171 At lnwalid DoordTime Watchnetfccess Group 7 1T & A controller001] 1 Entry doorf001] a1 20493 Warshouse 1t
L 837 11/20/200 3111410 At nwalid Doord Time Watchnetfccess Group 7 1 T & A controller001] 1 Entry door001] a1 20493 Warshouse 1t

In the View menu we can use a Filter to search for certain records and we can export the report to an MS-Excel file

and we can show it in a preview mode so it will be suitable for printing.

Records can be Filtered or Located.
Clicking on the Filter in View menu brings up the Filter window. To locate a record click on the field that you wish to
search by and then enter a starting date and an ending date then click OK. Any records that exist conforming with

your search criteria will be listed.
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Fields Controller ID

Auto ID | | Starting Range (0] 8

Time

Ewent Code

Status
Ack. Time
Ackad By Clear
Description
Site 1D

Site Mame

Line ID

1
(]
m
i

Ending Range

Controller 1D

Controller Name -

Al [ gearched | Elyyalue| E‘)"Bﬂ”95|
Fields Order

() Alphabstic (@) Logical MNew Search
L
.
Filter -

Fields Time
Auta 1D Starting Range [ (0] ]

‘_ T A720T1 ~ [ Clear

r

»

Ewvent Code
Status

Ack. Time
Acked By
Description
Site ID

Site Mame
Line 1D
Confroller 1D
Confroller Name -

Ending Range

Al Searched |Byya\ue‘ EyBange|

Fields Order
(7) Alphaketic (@) Logical l Wiew Surnmary l l Mew Search l

L

A record can be searched for a particular value. Click on Locate in View menu and the Locate window will display.
Clicking on the drop down box under the Fields label will list the fields on which a search can be made. Enter your

data and check the required boxes then click First to find the 1% entry conforming to the data then Next to find any

subsequent matches.

Locate Value - u
Fields
™
| Field ¥alue
t [
H [ ]
i f
i t
Il Search Type \
DQase—sensitive
() Exact Match
'ZQ.'EartiaI Match at Beginning
(7)) Partial Match Amwhere i
|
[ First ] [ [t ] [ Cancel b
H
e — S — -
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6.2 Quick Query Card Events

Run and view card events via departments or via door card events

& Card Events Report

i e View

Site Name |Line ID [:ortraller It Contioller Mame | Doar D] Door Name | CardNe. | Department Personnel I ersonnel Coc| First Hame | Last Mame |

~ [&] Al Depatments
& FingerPiint
[#] warehouse
1% Head Dffice
[#] wisitor
14 Watchret

Controller List

138 PEDRO-FC ~
~ #%, TCPIP 192168.5.20
v J Controller(® Doors )
-l Door 11001)
B Door 2i001)
- Door 3001)
B Door 4001)
- Door 51001)
B Door E001)
- Door 7I001)
W Door 5001)
~ 4% TCPIP 192168.5.50
~[] epeTIN
-l WAREHONAE

Time

From | 01401 /2016 00:00:00

6.3 Cards Events Filter

We can run different queries to get specific events records regarding different personnel, departments events etc.

Similarly to 10.1 the View menu allows us to export the result to an MS-Excel file or previewing it in a printable

mode.
& Filter - - —_— {Ely|
Personnel | Check ListBox | Grid
4 m All Departments [ Linda Zeta [] Joseph Galdberg
F= Tech Support Department = IJVIE.:I‘:?:NLLEez [ Frank Heyes
H Wa[_EhDu_SE z Octavio Colantonio
Engineering [] Azezal Stevens
; Head Office L] Simon T aves
4] vistor = E""Ez'di'ﬁwal
z red fide
[ Test PIM
] Deta 000
[] Pradeep Boss
[ Card Test
L1 Milo Allapa
[] Dctavio Finger
L] GregTi
I
I Select Al ] [ Unselect Al ] All [ Include Sub Department/Pers
Date Time [¥7] & Doars
1 Entry door 1[031] -
Fom  11/21/2013 » To 112172013 ~ ] E it oo 10031 3
[ Entry doar 2[031
Fom 000000 2] To 235983 -2 1 Evitdoon 2[0[3” !
[ Entry door 3[031]
S om0 ]
| Record Type [¥] Al Events
@ Al L] Balance Iz Mot Enough o
a [ Card Opened by Handicap Card D
First Card Event [ Card Opened by Managertaster Card
) First Card Event/Last Card Event = E??Ff?ﬁ%fﬁ"ﬁ:_.. [T S
I () Last Card Event System Temp || Marmal Unuzual
|
L ]
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& Preien- ey e T e

Print @Stcp %Pagefwe’(up ‘@Scale M ‘ Previous Page } Next Page ﬂﬂo;e!

o

Odtavio demo dongle 1

Query Result

nm
[ilip|

836(11/21/2013 8:49:30 AM (Invalid Door/Time  [WatchnetAccess Group
834112142013 8:48:08 AM |Invalid DoorTime  [WatchnetAccess Group

Controller(2 Doors.In
Cantroller(2 Doors.In

Auto [D Time Event Name Site Name Line 1D [-ontroller IT Controller Name
G74(11/21/2013 3:48:34 PM (Invalid Door/Time  [WatchnetAccess Group 3 1 |Controller(d Doors,In)(001)
BBH(11/21/2013 3:45:11 PM (Invalid Door/Time  [WatchnetAccess Group 3 1 |Controller(d Doors,In)(001)
G62(11/21/2013 3:40:57 PM |Invalid Door/Time  [WatchnetAccess Group 3 1|Controller(d Doors,In)(001)
G61(11/21/2013 3:40:53 PM |(Invalid Door/Time  [WatchnetAccess Group 3 1 |Controller(d Doors,In)(001)
BB0(11/21/2013 3:40:50 PM (Invalid Door/Time  [WatchnetAccess Group 3 1 |Controller(d Doors,In)(001)
G56(11/21/2013 3:39:54 PM |Invalid Door/Time  [WatchnetAccess Group 3 1 |Controller(d Doors,In)(001)
B51(11/21/2013 1:42:25 PM (Invalid Door/Time  [WatchnetAccess Group 1 1|Controller(2 Doors,In)(001)
850112142013 1:42:21 PM |Valid Card ‘W atchnethocess Group 1 1|Cantroller(2 Doors.In)(001)
G36(11/21/2013 6:4%:46 AM |valid Card ‘WatchnetAccess Group 1 1|Controller(2 Doors,In)(001)

| | { Jo01)
1 1 { J(nnn

6.4 All Hardware Events

This report will display all the hardware events. In the View menu we will find the Filter to search and find certain
records only such as the Locate Value for a certain value and select the Fields to be presented and Preview in a

printable mode.

B i Evnts Repor B T T - | i

AL R RN L N =

Hardware Events Filter View Captured Delete Record | it Fage  ProrPace  Fit  Frior PageSize  Next  Last  NextPage LastPage Filter Locate

Auto (D Time: Event Code Event Mame Status Ack, Time Acked By Description End Time Ended By Site Name Line »

. d M
[ 45125 11421/2013 3:40:41 PM 115 | Hardware Trouble W Wwatchnetdooess Group
[ 45124 11/21/2013 3:40:41 PM 63 Exit Button Release W Wwatchhetdooess Group
[ | 45123 11421/2013 3:40:40 PM 23 Lock Closed W Watchnetdcoess Group
| | 45122 11/21/2013 3:40:36 PM 23 Lock Closed W Watchnetdccess Group
[ | 45121 11421/2013 3:40:36 P 22 Lock Opened W watchnetdccess Group
[ 451200 11421/2013 3:40:36 PM 21 Exit Button Action W Wwatchnetdocess Group
[ 45119 11421/2013 3:40:35 PM 22 Lock Opened W Wwatchnetdooess Group
[ | 45118 11/21/2013 3:40:34 PM 23 Lock Closed W ‘watchnetdcoess Group

[ | 45117 11421/2013 3:40:34 PM 116 | Hardware Trouble W Watchnetdcoess Group £
[ | 45116 1142172013 3:40:34 PM B3 Exit Button Release v Watchnetdccess Group
[ 451151 11421/2013 3:40:34 P 23 Lock Closed W watchnetdccess Group
[ 45114 11421/2013 3:40:31 PM 22 Lock Opened W Wwatchnetdocess Group
[ 45113 11421/2013 3:40:23 PM 22 Lock Opened W Wwatchnetdooess Group
[ | 45112 11/21/2013 3:40:23 PM 21 Exit Button Action W ‘watchnetdcoess Group
[ | 45111 11421/2013 3:40:23 PM 22 Lock Opened W Watchnetdceess Group
[ | 451700 11421/2013 3:40:29 PM 23 Lock Closed v WWatchnetdccess Group
[ 45109 11421/2013 3:40:29 PM 115 | Hardware Trouble W watchnetdocess Group

[ 45108 11421/2013 3:40:23 PM B3 Exit Button Release W Wwatchnetdooess Group D
[ 45107 11/21/2013 3:40:28 PM 23 Lock Closed W Wwatchnetdooess Group
[ | 45106 11421/2013 3:40:24 PM 22 Lock Opened W Watchnetdcoess Group
[ | 45105 11421/2013 3:40:24 PM 21 Exit Button Action W Watchnetdceess Group
[ | 45104 1142172013 3:40:24 P 22 Lock Opened W Wwatchnetdccess Group
[ 45103 11421/2013 3:40:24 PM 115 | Hardware Trouble W watchnetdocess Group
[ 45102 11421/2013 3:40:24 PM B3 Exit Button Release W Wwatchnetdooess Group
[ | 45101 1142172013 3:40:23 PM 23 Lock Closed W Wwatchnetdooess Group
[ | 45100 11421/2013 3:40:13 PM 23 Lock Closed W Watchnetdcoess Group
| | 45083 11/21/2013 3:40:14 PM 22 Lock Opened W Watchnetdccess Group
[ 45098 1142172013 3:40:14 P 21 Exit Button Action W watchnetdccess Group
[ 45097 11142172013 3:40:14 PM 22 Lock Opened W Wwatchnetdccess Group
[ 45096 1142172013 1:42:26 PM 23 Lock Closed W Wwatchnetdooess Group
[ | 45035 11/21/2013 1:42:21 PM 22 Lock Opened W watchnetdcoess Group
[ | 45034 11421/2013 1:24:56 PM 254 | Connected W Watchnetdceess Group
[ | 45093 1142172013 1:24:56 PM 255 | Connection Failure ! WWatchnetdccess Group
[ 45092 11/21/2013 1:24:22 PM 254 | Connected W Wwatchhetdccess Group
[ 45091 11142172012 1:24:21 PM 255 | Connection Failure ! Wwatchnetdccess Group
[ 45030 11421/2013 12:00:08 Pt 254 | Connected W Wwatchhetdooess Group
[ | 45089 11/21/2013 12:00:05 Pt 255 | Connection Failure ! watchnetdcoess Group
[ | 45038 11/21/2013 11:44:15 &b 23 Lock Closed W Watchnetdceess Group
[ | 45087 11/21/2013 11:44.10 af B3 Exit Button Release v WWatchnetdccess Group
45086 11/21/2012 11:44:10 &b 22 Lock Opened W Wwatchhetdccess Group
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& Preview - Hardware Events Report

i

Print @ % Page Setup

Qs -

4 P et page ﬂ(\n;e!

Odavio demo dongle

Hardware Events Report

m

Auto|D Time Event Code Event Name Status Ack. Time Acked By
45126(11/21/2013 3:40:41 PM 23[Lock Closed W
45125 11/21/2013 3:40:41 PM 115|Hardware Trouble W
45124(11/21/2013 3:40:41 PM 69|Exit Button Release W
45123 |11/21/2013 3:40:40 PM 23[Lock Closed W
45122|11/21/2013 3:40:36 PM 23|Lock Closed W
45121(11/21/2013 3:40:36 PM 22 |Lock Opened W
45120(11/21/2013 3:40:36 PM 21 |Exit Button Action W
45118(11/21/2013 3:40:35 PM 22 |Lock Opened W
A5118(11/21/2013 3:40:34 PM 23|Lock Closed W
45117|11/21/2013 3:40:34 PM 115|Hardware Trouble W
A5116[11/21/2013 3:40:34 PM 63 |Exit Button Release W
45116[11/21/2013 3:40:34 PM 23|Lock Closed W
A511411/21/2013 3:40:31 PM 22|Lock Opened W
45113[11/21/2013 3:40:29 PM 22|Lock Opened W
45112(11/21/2013 3:40:29 PM 21 |Exit Buttan Action W
45111(11/21/2013 3:40:29 PM 22 |Lock Opened W
45110(11/21/2013 3:40:29 PM 23|Lock Closed W
45109(11/21/2013 3:40:29 PM 116|Hardware Trouble W
45108|11/21/2013 3:40:29 PM 63 |Exit Button Release W
45107 |11/21/2013 5:40:28 PM 23|Lock Closed ks
45106(11/21/2013 3:40:24 PM 22 |Lock Opened W
45105 |11/21/2013 3:40:24 PM 21 |Exit Button Action W
A5104[11/21/2013 3:40:24 PM 22|Lock Opened W

6.5 Face Recognition Re

cords

View Captured Face device records

b

File  View

WM Y PR W -0 5%

Photo Page Size Ne#Page LastPage Fiter Locate | Preview Fint  Espot | Close !

Auta D | Time: | DeviceName 7| CardMa. | Deparment Persannel ll'ersonnel Cae| First Name | Last Name |
i 73 4342015121043 M Face Recognition Device 0013482062 FingerPrint Peter Purzalan ® Face Recognition Viewer _
] 72 4/3/201512.07:27 M Faoe Recogniion Device 0
] 71 4/3/201512.07.18 M Faoe Recogniion Device 0013482062 FingerPrirt 521 Pater Punzalan
] 70 4/3/2015 120714 AM Face Recogniion Deviee 0013482062 FingerPrint 521 Peter Purzalan
] 63/4/3/2015 121043 AM  Face Recognilion Device 0013482062 FingeiPrint 521 Peter Punzalan
] 68 4/3/2015 1207:27 AM  Face Recogniion Device [} s i
] 67 4/3/201512.07.18 AM  Faoe Recogniion Device 0013482062 FingerPrirt 521 Pater Punzalan 1
] 66 4/3/2015 120714 AM  Face Recogniion Deviee 0013482062 FingerPrint 521 Peter Purzalan
i B5 3/25/2015 42910 4M Face Recognition Deviee 0
] 64/3/25/2015 42301 AM_ Face Recogniion Device [}
] 63 3/25/2015 42310 M Face Recogniion Device 0
] 62 3/25/2015 4:29:01 AM_ Face Recogniion Deviee 0
] 61 3/11/2015 11:20:01 PM Face Recogniion Deviee 0013482062 FingerPrint 521 Peter Purzalan
] 60/3/11/2015 11:1%:03 PM Face Recognilion Device 0013482062 FingeiPrint 521 Peter Punzalan
] 53 3/11/2015 11:13:44 PM Face Recagniion Device D013432062 FingerPrirt 521 Pater Purzalan Mane Capture Pheto
] 58 3/11/2015 11:18:08 PM Face Recogniion Device 0013482062 FingerPrirt 521 Pater Punzalan
] 57| 3/11/2015 11:20:01 PM Face Recogniion Deviee 0013482062 FingerPrint 521 Peter Purizalan
] 56| 31172015 11:1%:09 PM Face Recogniion Device 0013482062 FingeiPrint 521 Peter Punzalan
] 55 31172015 11:18:44 PM Face Recognilion Device 0013482062 FingeiPrint 521 Peter Punzalan
] 54/3/11/2015 11:18:08 PM Face Recogniion Device 0013482062 FingerFrirt 521 Peter Punzalan
] 53 2/28/2015 558:03 M Face Recogniion Device 014787674 Watchnet 533 ashwin bl
il 52 2/28/2015558:03 &M Face Recognition Deviee 0014787674 Watchnet 533 ashwin bl
] 51/ 2/13/2015 12:47:24 PM Face Recognilion Device 0013482062 FingeiPrint 521 Peter Punzalan
] 50 2/13/2015 12:46:24 PM Faoe Recogniion Device 0014787674 Watchnet 533 ashwin bl
] 43 2/13/2015 12:46:23 PM Face Recognition Devics D01 4787674 Watchnet 533 ashwin bl
] 48 2/13/2015 12:46:18 PM Face Recogniion Deviee 0013482062 FingerPrint 521 Peter Purzalan
] 47| 2/13/2015 12:45:44 PM Face Recogniion Device [
] 4B 2/13/2015 12:45:07 PM Face Recogniion Device 0
] 45| 2/13/2015 12:45:00 PM Face Recogniion Device 0
] 44) 2113/2015 12:44:57 PM Face Recogniion Deviee i
] 43/2/13/2015 12:44:51 PM Face Recogniion Device DD14787674 Wealchnet 533 ashoin bl
] 42/ 2/13/2015 12:44:43 PM Face Recogniion Device DD14787674 Wealchnet 533 ashoin bl
] 41/ 2/14/20151:44:30 A Faoe Recogniion Device 014787674 Watchnet 533 ashwin bl
] 40/ 2/14/20151:44:29 4 Face Recognition Device 014787674 Watchnet 533 ashwin bl
] 39 2/14/2015 1:44:124M_ Face Recogniion Device D01 4787674 Watchnet 533 ashwin bl
] 38/2/14/2015 1:4411 M Face Recogniion Device 014787674 Wealchnet 533 ashoin bl
] 37| 2/14/2015 1:4402 AM  Faoe Recogniion Device \uialchnet 517 Pater Punzalan
] 36| 2/14/20151:43:48 M Faoe Recogniion Device D01 4787674 Watchnet 533 ashwin bl
] 35 2/14/2015 1:43:35 M Face Recognition Deviee \wiatchret 517 Peter Purzalan
] 34/2/14/2015 1:27:56 AM  Face Recogniion Device Watchnet 517 Peter Punzalan
] 33 2/14/2015 1:27:44 M Face Recogniion Device watchnet 517 Peter Punzalan
] 32 2/14/2015 1:25:20 M Faoe Recogniion Device \wialchnet 517 Pater Punzalan
] 31| 214/20151:20:04 AM_ Face Recognition Deviee \wiatchret 517 Peter Purizalan
] 30/2/14/2015 1:27:56 AM  Face Recogniion Device Watchnet 517 Peter Punzalan
] 23 2/14/2015 1:27:44 M Face Recogniion Device Watchnet 517 Peter Punzalan
] 28 2/14/2015 1:25:20 A Faoe Recogniion Device \wialchnet 517 Pater Punzalan
] 27| 2/14/2015 1:20:04 AM _ Face Recogniion Deviee \wiatchret 517 Peter Purizalan
] 26| 2/5/2015 105241 PM_ Face Recognition Deviee 0
] 25 2/6/2015 105233 PM _ Face Recogniion Device [

24/2/6/2015 105241 P Faoe Recogniion Device 0
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6.6 Bank Card Events — Displays all the bank card events on the software.

@ Bank Card Events " ] *

i Fle Wiew

-1/0 Record, 1/1 Page

6.7 Area Report

In some cases we would like to know how many Personnel are in each area. The Area Report provides us with this
kind of information. It has the same features in its View menu like the report above. Please note that Anti-Pass back

feature must be active and used properly for the information in this report to be accurate.
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6.8 Personnel Area Report

Personnel Area Report allows for the viewing of Personnel currently in each area. It has the same features in its View
menu like the reports above (Sections 10.1 — 10.3). Please note that Anti Pass back feature must be active and used
properly for the information in this report to be accurate. Both this report and the Area Report (Section 10.4) can be
used in emergency cases where security personnel would like to evacuate the building immediately. They can know

where personnel are and whether all the areas are empty.

B Pravien - Personne Area Report - Outa T -
i fink @ Stop %Pageie‘:up |§S(E\e - PreviousPage P NextPage ﬂCIoSE I
DOctavio demo dongle 1
Personnel Area Report — Outside
2rsonnel N First MName Last Name Personnel Code [iite Cod[rd NumI[Tem porary Card Gender Department
1 [Linda Teto 77 EE714 Female Tech Support Department
2 [Jesica Lin EES 54530 . Tech Support Department
3 M aria Nunez B EEE . Tech Support Department
5|Shawn German 403 47854 Head Office
5[0 ctavio Colantonio 225 36820 . Male Tech Support Department
5|lessica Stevens IEE EEEEE] Engineering
10 |[Azezal Stevens 725 54756 . Tech Support Department
12 |0Octavio Fobe 98 31379 tale Head Office
13 [Simon Towes i 10 Tech Support Department
14|Greg Hysak 127 65535 [ Head Office
15 |Pria Nedal 168 28370 WWarehouse
17 |Prinder Girewal 168 329490 [ Tech Support Department]
22 [juhgr = cxr 1 E Tech Support Department
23 |red froe o E] [ Tech Support Department
32 [ Test BRI ] a3z . Tech Support Department
33 [Gcta aooi 1 1234 Tech Support Department
34 |Fradeep Boss ] 1 . Tech Support Department
35 [Card Test zo1 10 Tech Support Department
36 |Milo Allaya zo1 808 [ Tech Support Deparment
38 100 12348 3 Head Office
35 O ctavio Finger 7 z Tech Support Department
40 |Sanja Banks 12 45852 [ Female “Warehouse
41 |Tara Caonti 12z 486513 Head Office
4z [Greg Ti ] EEEE) [ Tech Support Deparment

6.9 Area Changed Report

This report tracks how the Personnel are moving inside the buildings/offices from one area to the other. This can help
to trace certain personnel and see where they were and at what time they were there. It has the same features in its

View menu like the reports already described in Sections 10.4 - 10.5. Anti-Pass back must be activated and properly

@ 4rea Changed Report \8lv / - — X
i Ele Vew
e - L
L M A P M B S M %
i ViewCaptued DeleteRecord || FiciFage  FiiniPace  Fil  Fio  PageSie  Mew Lo BlewiPage Lot Page Fune. i - T e
Auto 1D TimeStamp Deparimenlessonnel Wissonnel Cocl Fast Name | Last Name | Card No. | Eniy Time of Exit Arca Entiy Contioler Name E ntry Door Name: Time Entiy Area Name: Esil

6.10 Personnel In/Out Reports — Consist of two types of reports.

e Card Not Used Long time

Displays Cards that are not used
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@ Personnel Select

Personnel

Check ListBox  Grid

Via &)l Departments
R“:‘ FingerPrint

E Warehouse
[%] Head Office
E Wigitor

i [%] Watchnet

[ Jakin

[ Kris

[] Peter Punzalan
[] Donata

[] Rafael

] Ruel

[ Anthary

[ sfgza adgsa
[ keyscan
1123 asdaw

[] awdasz

[ Peter Punzalan
] Peter Peter

[ adaw asdaw
1234123
123123

[ david

[ pedrojose

[ asdavidas

Select 4l IFivert Selection &l

Days

MHumber of Inactive Days

7

O Inciude Sub Department/Pers

10020 30 400 5O 6O | 7O

80

Cancel

e Personnel Not Out of Designated Area - To show report if personnel are not yet out of the building
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& Personnel Select

Perzonnel

Check LiztBox

Grid

All Departments
=1 FingerPrint
(4] warshouss
[#] Head Office
Wisitar

| " atchnet

=ik

John

Kriz

Peter Punzalan
Diokiato

Fiafael

Fiuel

Anthory

o ol |

slgza adgsa
keypzcan
123 asdaw
andas

Feter Punzalan
Piter Peter
adaw asdaw
1234123
123123
david
pedrojoze
asdawdaz

Select Al

Invert Selection [ Inciude Sub Department/Pers

Cancel

6.11 Access Level Report

Access Level Report displays all the personnel’s access level. It has the same features in its View menu like the report

below.
H Print @Et:p %PageSa‘tup |@Sca\e - 4 Previouspage P NextPage ﬂ(lose !
Octavio demo dongle 1
Personnel Access Level Report
zrsonnel N First Mame Last Name |Personnel Codeliite Caod |rd Numl Department ontraller 10 Door 1D
1|Linda Zeta 7 5714 |Tech Support Deparimen 31 1
1|Linda Zeta 7 5714 |Tech Support Deparimen 31 z
1|Linda Zeta 77 EE714 |Tech Support Departmen 31 3
1|Linda Zeta 77 E5E714 |Tech Support Departmen 31 4
1|linda Zeta 77 5714 |Tech Support Deparmen 31 3
1|Linda Zeta 77 65714 |Tech Support Deparimen 3 3
1|Linda Zeta 7 5714 |Tech Support Deparimen 31 7
1|Linda Zeta 7 5714 |Tech Support Deparimen 31 ]
1|Linda Zeta 77 5714 |Tech Support Deparimen 1 1
1([Linda Zeta T 55714 |Tech Support Departm en 1 2
1|Linda Zeta 77 55714 |Tech Support Deparimen 1 I
1|Linda Zeta 77 65714 |Tech Support Deparmen 1 z
1|Linda Zeta 77 65714 |Tech Support Deparimen 1 3
1|Linda Zeta 77 55714 |Tech Support Departmen 1 4
1|Linda Zeta 77 55714 |Tech Support Deparmen 1 3
1[Linda Zeta 77 5714 |Tech Support Departmen 1 3
1|linda Zeta 77 5714 |Tech Support Deparmen 1 7
1|Linda Zeta 77 565714 |Tech Support Deparimen 1 ]
1|Linda Zeta 7 5714 |Tech Support Deparimen 1 1
1|Linda Zeta 7 5714 |Tech Support Deparimen 1 z
1|Linda Zeta 7 5714 |Tech Support Deparimen 1 3
1([Linda Zeta T 55714 |Tech Support Departm en 1 4
1|Linda Zeta 77 55714 |Tech Support Departmen 1 S
1|Linda Zeta 77 65714 |Tech Support Deparimen 1 3
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6.12 Access Security Group Report

Access Security Group Report displays all personnel’s access levels via security groups.

@ Personnel Access Security Group Report

i Fle  View

-« S Y I € 3 S ©

PoFpst Fror o Mest  Last  Filker  Locate Preview  Print E:-:plj.lt

~ iﬂ All Departments

Department List Yerzonnel | First Mame Laszt Mame

Card Mo Department

34| Head Dffice

Security Group MName

> & Head Office 3 Peter Mifare 08585341393 Head Dffice 24 Hours
ia Wisitar 4 peter fob 0003681360 Head Office 24 Hours
5 peter 0012643040 Head Office 24 Hours
£ FOobbb 0001775205 Head Office 24 Howrs

Recaord counter: 5

6.13 Time Attendance

The System displays an attendance report in accordance with the condition such as personnel, department, and

record type. The condition is described via the follow illustration.
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@ Tirme Attendance - O >
Fersonnel Check ListBox  Grid
v -[%] &l Departments R&D Departrent ddminiztration
& Head Office Huran Resource Department W arehouze
wal . .
P rﬂ Visitor Financial Department Management
[ Testing Departrment Logistics
Technical Support Department Peter Remote
Cuztarner Service Department Peter Mifare
Sales Department peter fob
b ark.eting D epartment peter
td anufacturing FOaobbb
Select 4 Unselect Al Al [Jnciude Persons of Sub-Depai
D ate All Doors
From (20180601 ~[Ta [amage30 | |= Do .
Door 2
T w M [oor 1
Door 2
Door 3 W
Record Tepe Sequence All Events
. Department Balance | Mot Enough A
® Daily Report ®©Dep Bank card open door
O Persannel Code Card + PIN Break In
() wieekly Report () Name Card + PIM Break Out W
() Card Mumnber Syztem Temp Mormnal Unusual
O Menthly Fiepart () Last Mame Al lbems
Card Events for T & A Report Title :: g‘:‘d No. ~
PR Dl ¥ F'erysnnnel Code
(®) Does not distinguish [n/0ut Page &  First Mame
1 Lazt Mame
Colurn M ame v
Diepartment
(O 0dd Door as In, Even Door as Out Diailp/weeklpMonthlg| &2 In
. A Wfork Ot
Dl esklpMonthly | =
Late In
() Even Doar as In, 0dd Door as Out Summary Z Eally Out v
Cance

6.14 Time Canteens Report

Times Canteen report is consisting of different types of reports.

Times Canteen Repart 3 FRecharge Detailed List

|zzuing Subszsidies Detailed List

Withdrawalz Detailed List

Al Intruzion Events

All Intruzion System Status

Al CCTY Events Canteen Records

Department Repazt Summary
All Alert Events

] Site Repast Summary
Alert Events Filker

Perzonnel Repast Summary List

System Log

Group Repast Summany List

FPersonnel Repazt Daily Report

6.15 All Intrusion Events

This report displays all different reports from intrusion panels.
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6.16 All Intrusion system status
This report displays all the status of the zones for the intrusion.
6.17 All CCTV Event

The System displays all the events relating to CCTV. It has the same features in its View menu like the report below.

& Preview - CCTV Events Repar. T T S (-

@smp %Pagaiﬂup @S(a\s - 4 Pevouspoge P MextPage ﬂcm;e!

b Print

Ddtavio demo dongle 1

CCTV Events Report

Auto 1D DVR Name Channel Name Time Status Ack. Time
8§22 |CCTY DVR(E) 1142172013 7:00:59 AM
821 |CCTYV DVR{10) 11421/2013 7:00:57 Ak
820 |CCTY DVR7) 11421/2013 7:00:57 Ak
619 |CCTYV DVRY) 11421/2073 7:00:66 AM
818 |CCTYV DVRIA) 11/27/2073 2:01:12 AM
817 [CCTY DVRI(E) 1142172013 2:01:12 AM
816 |[CCTY DVR(Z) 11421/2013 12:00:57 AM
815 |CCTY DVRY) 11/20/2013 9:56:03 P
G14|CCTYV DVRY) 11/20/2013 1:22:62 PM
B13|CCTYV DVRY) 11/20/2073 8:07:03 AM
)
)
)
)
)
)

812 |CCTY DVR(G 11/20/2013 6:24:03 AM
811|CCTY DVR(G 1142042013 5:11:02 AM
810|CCTY DV RS 11/20/2013 2:01:19 Ak
G609 |CCTV DVR(E 11/20/2013 2:01:09 AM
808 |CCTY DVR(G 11/19/2013 5:32:59 PM
807 |CCTY DV R(9 11/19/2013 1:11:58 P

806 |CCTY DVR14) 11/19/2013 1:09:50 P
06 |My DVR Cube(13) 11/19/2073 1:09:60 PM
G04|CCTYV DVR{10) 11/19/2073 1:09:44 PM

8§03 |[CCTY DVR(E
802 |CCTY DVR(? 11/19/2013 1:09:43 P

1 11/18/2013 1:09:43 PM
)

G01[CCTY DVR(E) 11/19/2013 1.09:42 P
]
]

G00|CCTY DVR(E 11/19/2073 1:09:42 PM
799 |CCTV DVR4 11/19/2073 1:09:41 PM

< | << L = L L L L L L L L L L L L L ] ] L] L <

6.18 All Alert Events

The system displays all types of alert events such as card events, controller operation events, CCTV events. We can
find out problems by checking the events. It has the same features in its View menu like the report above (Sections
10.1-10.3).

EPr\nt @MCF %Pagek{up @S(EIE o ‘ Previous Page } Next Page ﬂc\me!

(Octavio demo dongle 1

Alert Events Report

| Auto 1D ‘ Status | Instructions ‘ Time ‘ System | Systern Sub Unit ‘
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6.19 Alert Events Filter

We can run different queries to get specific alert events records regarding different system, record type, events etc.

Similarly to 9.1 the View menu allows us to export the result to an MS-Excel file or previewing it in a printable mode.

Alert Events Filter

Time Event
From  11/21/2013 = Ta 11/21/2013 = Al Event [ selectan ][ Invert Selection |
Fram 00:00:00 2 To 22:59:59 =
Record Type
@ Al
Card Events
Controller Operation Events
Area Change Events
Intrusion Ewents
Intrusion System Status
) CCTY Ewents
System
Al Spstem [ selectan [ Inven Selection | [#] a0 Sub System [ Selectal | [ Invent Selection |
[ Controller[1 Droor IndOut)[007] [Aoccess] - ; Enrtry door[001) -
[ Controller(2 Droors.In)[(007] [Socess] | ] Ewit door(0071] D
[ Controller(2 Droors.In][007] [Scocess] L] Lock[D0T)
[] Controller(4 Doors InA0ut)[001] [Access] ] i outpat 1(007)
[] Controller(4 Droors InA0ut)[031] [Access] ] & output 2(007]
] Controller[2 Droors, In)[007] [&ccess] L] Sensor(001]
[ 10 Cantraller[001 ] [Aocess] ] A inpt 1[007]
[F] Lift controller[001] [Socess] = L] Az input 2[007]
7] T & & contraller001) [Aococess] [ A input 2007
] CCTY DWR(10] [CCTY) [ & input 4[0071]
] CCTY DWR[11] [CCT) [ E=it button[007 ]
] CCTY DWR[12] [CCTV) ] Draar 1(007]
[ CCT DWR(14) [CCTW] 1 Dioor 2{001]
L7 CCTY DWR(Z2] [CCTY) ] Lock 1[001]
i LA CCTY DWR(3] [CCTY) 1 Lock 2(001] i
H 7] CCTY DWR4] [CCTY) [ A output 1(001] N
] CCT% DWRIS] [CCTY) [ A output 2(001]
d ] CCT% DWRI(E] [CCTY) - | | Sensor 1(001) -
I (] I [ Cancel ]
@ Preview - Alert Events Repert Eh
Scale ~ { Previous Page } Next Page él Close !
(Jctavio demo dongle 1
Auto 1D Status Instructions Time System System Sub Unit

6.20 System Log

The System Log displays which WatchNET Access Software user has logged on and when. It shows what kinds of
actions were taken by the user. This way we can easily know who was the Guard or Operator of the system during a

certain time. In case we would like to investigate a critical event like intrusion to the office or building the System Log
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will allow seeing In whose shift it happened. . It has the same features in its View menu like the report above
(Sections 10.1 —10.3).
e i i %

ot @ %Pagikﬁup ‘@Scale | P NetPage ﬂ(lose!

Odavio dema dongle
System Log
Auto D User Time Descrigtion Line 1D [-antraller [[jamponent
2879 |Administrator 11/21/2013 2:50:02 PM|Login successtul 1] a 1]
2878 |Administrator 1142172013 11:44:10 A |Change Controller Component status 7 1 a8
2877 |Administrator 1142172013 11:43:43 A |Change Controller Component status 7 1 a8
2876 |Administrator 11/21/201311:43:11 A|Change Controller Component status | 7 1 68
2875 |Administrator 11/21/201311:43:08 A|Change Controller Component status | 7 1 63
2874 |Administrator 11/21/201311:43:01 A|Change Controller Component status | 7 1 96
2873 |Administrator 11/21/2013 11:42:54 A|Change Controller Component status | 7 1 96
2872 |Administrator 1142172013 11:36:42 A |Change Controller Component status 7 1 a8
2671 |Administrator 1172142013 11:36:28 A|Change Controller Component status | 7 1 95
2870 |Administrator 1142172013 11:29:43 A |Change Controller Component status 7 1 a8
2869 |Administrator 11/21/201310:50:28 A|Change Controller Component status | 7 1 96
2868 |Administrator 11/21/201310:49:49 A|Change Controller Component status | 7 1 68
2867 |Administrator 11/214201310:49:46 A |Change Controller Companent status | 7 1 [
2BEE |Administrator 11/21/2013 10:49:38 A |Change Controller Component status | 7 1 96
2865 |Administrator 1142172013 10:4%9:31 A |Change Controller Component status 7 1 a8
2864 |Administrator 11212013 10:49:11 A|C3 faild 10 times 2 1 0
2863 |Administrator 11212013 10:49:11 A|C4 faild 10 times 2 1 0
2862 |Administrator 1172142013 10:48:25 A |To delete a controller, name = Control 9 1 1]
2861 [Administrator 1142172013 10:41:59 A |C3 faild 10 times, 2 1 0
2860 |Administrator 112172013 10:41:58 A |C4 faild 10 times 2 1 0
26859 |Administrator 11/21/2013 8:49:40 AM|Change personal access level, for use 1 1 2
2658 |Administrator 11/21/2013 6:49:39 AM|Change personal access level, for use 1 1 1
2857 |Administrator 11/21/2013 8:49:18 AM|Change personal access level, for use 1 1 2
2856 |Administrator 11/21/2013 8:49:17 AM|Change personal access level, for use 1 1 1

Chapter 7 Maintenance

7.1 Delete Records

Delete option can be setup as scheduled or delete all at once, this help saved more storage for database.
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Delete Events from Database o
Delete Events

[ Controller Dperation Events
[] Card Events
[ ] &rea Changed E vents

[ ] Access phaota / video file capture records

] Intruzion E vents
[ Intrusion System Status

] Intruzion phota / video file capture records

[ ]CCTY Events
[]CETY phaoto / video file capture records

] &lert Events
[ ] Canteen Records

[ ] Event send records

[]5M5 send records

[]E-Mail zend records

] Event prirt recard

[ Keep playback capture Avideo download records

Delete Mode

() Delete all records prior to this date

Date: oiBoss @~ |
() Keep the recent records

Keep the last: |1UUU = |
(®) Delete al

[ ]'when delete the event records, and delete phota / video file capture records

YWhen delete the photo # videa file capture records, and delete the photo # wideo file

Cancel

7.2 Backup Database

The user should backup the Database after any programming or Personnel changes so that the data can be restored if

required. Select Backup Database from the Maintenance.
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Backup

Database Backup-Full
The path of the saved database backup file
CiProgram Files (x86)\WatchNET\Watchneticcess Inte D

The database backup file name

| 1712

The database backup full file name:
ethccess Integrated Security Systems\DBBacki1 7112011 .bak

’ Backup in Progress.

- Backup -

Disconnect any clients that may be accessing the database Select a location to save the Database (Zip format) and

then select OK.

r N
Browse For Folder M

Select the backup file path

Capturing
Card Background

Data |
DBBack| =
> | Fingerprint USB Reader
> | Fingerprint USB Reader (Watchm

)
)
! ChinaVisionReader
)
)

bl Teane

< 1 J b

Then click the Backup button to continue.

-
WatchnetAccess i .LM

'@ Database backed up successfully

o~ —

If the Database was backed up successfully the Database backup successful message below will display. Click OK.

7.3 Auto Backup Database

Similar to 10.3 we perform a scheduled database backup.
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Backup Automatically — @1
| Backup Autamatically |
Backup Databaze Automatically
Frequency: MNever - ]
I Time: Date : 1 % Dy Sunday
Hour: o = Minutes: |0 =

Folder for backup file:
C:MProgram Files [x86]WWW atchME T W atchMET Access Integrated Security E]

[ Ol ] [ Cancel ] Apply

7.4 Restore Database

If the Database needs to be restored select Restore Database from the Maintenance menu. The restore needs full
access to the database and if some other programs are using the database, the Database Restore option may not
work. Disconnect any clients that may be using the database before restoring. Select the database that you wish to

restore and click on Restore.

r Y
Restore ﬂ

Restore Database

[ atabasze Restore-Full

The databasze file to restaore:

Reztore in Progress. ..

Before restoring a warning message will be displayed warning that the existed database will be overwritten and lost.
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F —— |
—>
WatchnetAccess P —— - —

|

IQ Database restore will overwrite the current Database. Are you

sure you would like to restore the Database?
]
Yes ] l Mo

(T

Once the database has been restored the software will need to be restarted. Click OK to restart.

——— ?
WatchnetAccess ﬂ

y !3\ Database restored successfully. WatchnetAccess will restart.

7.5 Compact/Repair Database

The Compact/Repair feature will repair and compact the database.

YifatchMET Access 1.0 (MoCardList)

A

Before you repair the Database, please exit any Client PC using this
Database, &re ywou sure you would like to repair the Database?

es Mo

A warning message will be displayed. Click on YES to continue.

TuifatchMET Aecess 1.0 (MaoCardLizt) ot

| Database repaired successfully,

Ok
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7.6 Auto Compact/Repair Database

Allows you to set a date or time when the auto repair starts

Cornpact/Repair Automatically X
Compact/Repair Automatically
Compact/Repait Database Automatically
Frequency: ‘ Never ~
Time: Date: 1 sl Day Sunday
Hour. 0 %l Minutes: |0 =
| Canicel Apply

Chapter 8 Tools

8.1 External Tools

Allows users to have External Icons of third party software to be imported into the WatchNET Access Software and to

open the applications conveniently from within the software window.

s ~
Menu Caption:
[MNew Tool]
I —
ll Dwan
I Title:
Command: E
FParameters:
Directary: D
(l
[ O ] ’ Cancel ] Apply
==

To add an External Tool, follow the steps below:

1. Click Add to open the following window.
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i

F

Menu Caption:

[Mesw Taol]

Delete

Dwion

Title: fest
Command: EEE

l Farameters: 8335

888

A ]II

Directory:

| ok || cencal || appy

==
2. Amend the default title.

3. Click the Command D button to select a tool.

4. Enter the parameters in the Parameters text field.
Enter the value of the Directory.

6. Click OK or Apply to finish adding the tool.

8.2 Imports from Excel

WatchNET Access Software allows the user to import data from an Excel file. The data can be taken from 3rd party

software like TIME AND ATTENDANCE software, Human Resources software or any list of data.

The data which can be imported are Personnel ID, First Name, Last Name, Identity, Gender, Card Number and
Departments. Before you proceed with importing, it’s highly recommended to back up the current WatchNET Access

Software Database. Select Tools -> Import from Excel and the window will be opened.

Inside the WatchNET Access Software folder there is a folder named “Template” which has a MS-Excel Template file

named Personnel.xlt.
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~ 3 > 5 = - - —— = — — - =] B
@ g,[ . <« WatchNET Access Integrated Security Systems » Template - l 5 |‘| Search Template yel l
e i sz At e o b e
Organize v Include in library v Share with v Burn New folder 8= ~« [0 @
5] Documents i Name ’ Date modified Type Size
J\ Music . y
== & personnel 7/19/2010 5:40 AM  Microsoft Excel Te... 20 KB
|&=| Pictures
E Videos B

*& Homegroup

| ™ Computer

&, Local Disk (C:)

| s Data (D)

I &8 DVD RW Drive (E:
i &5 CD Drive (F:)

m

“! Network
1% ADMIN-PC
18 ERIK-PC
I 1% USER-PC
[l 1M WAC
| 1% WAC-PC
% WN_USER-PC

I , 1 item

Open the file and enter the information you would like to import to the WatchNET Access Software. Save the file as

Excel 97-2003 Workbook.
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-
|._7| = R 31+ Personnell [Compatibility Mode] - Microsoft Excel | = | B S
m Home Insert Page Layout Formulas Data Review View & 0 o B 2

= 7 =il gehset~  E v/ :
= rea N R A

£ ‘é —jd 3 Delete - j. Z
;;‘.gv $ -9 9 .0 .00 (Conditional Format Cell . _ Sort & Find &

€0 500 o
> | Formatting = as Table ~ Styles ~ | (&) Format ™ | (2~ Fitter~ Select~
Clipboard Font Alignment Mumber Styles Cells Editing

E3 - I’ v

A B € i il F G H I J A
Person Code | FirstiName | LastName | Identity | Sex| Card No. | Card Sector | Card Oifset | Deparimentl | Depariment2 | |

J & Microsoft Sans Ser = 12 = A A7
F |
Faste

22 =i
23
W U > 4| Personnel /¥3 e[ m | » 1]

Ready | |[=|m @ 1003 (=) 0 )

-

Note: “Card Sector” is the Site Code and “Card Offset” is the card number. For example is the card
number is 226 ,03138 then in the “Card Sector” column input 226 and in the “Card Offset” input 03138.

To start importing select Tools -> Import from Excel.

Tools | Window Help Language

External Tools...

Import From Excel |

Export Events Automatically

Capture Tool
Card Printer

The Import Wizard window will be displayed.
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¢ “Welcome to use

Import'Wizard

hMentions:

This feature is only for importing some information as promissonyfixed format
Flease backup database before wou import datal

L If card information is included in this Excel file, please exit Watchnet befors you
import it

This application should be in the same folder with Watchnet

< Back(E) l MNext > ] [ Cancel

Read the comments carefully and click on Next.

Import Wizard v —— - —— @

_J Selecta Excel file

Flease selectthe Excel file with promissonyffixed format, if format is not
correctthe importing will be failed

Flease selectthe Excel file wou want to import from

I The requirements for Importing Excel - |
1. The name of Excel Sheet should be "Personnel"; =

2. The sequence should be "Person CDdE”,”FiB(NBrﬂE”,"LﬁBlNEmE”,"MEH[‘ 3 |

3. The "Fisthame" and "Department]” can not be blank. I

4.%'ou can input one of card formats. "Card No" or "Card Sector'+"Card Off o

< i | » 1l

Read the comments carefully. Inside WatchNET Access Software folder there is a folder named Template which has
an MS-Excel Template file named Personnel.xIt. Open the file and enter the information you would like to import to

WatchNET Access Software. Save the file as an Excel 97-2003 Workbook.
rImporl Wizard &j

’.J Selecta Excelfile

Flease selectthe Excel file with promissongfixed format. if format is not
corectthe importing will be failed

Flease selectthe Excel file wou want to impaort fram

CAProgram Files (xBE)WWatchNET\Watchneticcess Inte

The requirements for Importing Excel

1. The name of Excel Sheet should be "Personnel”;

2. The sequence should be "Person Code"."Fisthame","Lasthame"."ldent]
3. The "FistName" and "Department!" can not be blank,

4.%'ou can input one of card formats, "Card No." or "Card Sector"+"Card Ofl i

-

< | 1 | »

[ <Backiey |[ Met> | [ Cancel

Click Next to continue.
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r i = ~
Import Wizard o — e ——— ‘ u
q Import
In ordler to ensure vour data security, please backup datahase before vou
import datal

Startto import by clicking the "Start" button!

Imporing Procedure

[ <Backm ||

QK

J [

Cancel

Click OK and the window in will be displayed.

Import Wizard

5
ImportExcel 1.0 g

3

St

o

Succeed to import all informations from the Excel file, please
check it in WatchnetAccess,

< Back(B) Ok

Cancel

Click OK and Cancel to exit the Import Wizard. Verify that WatchNET Access Software has all of the imported the

data.

8.3 Export Events Automatically

WatchNET Access Integrated Security Systems provides a powerful module which can run separately and exports all

card events. The exporting is performed by creating Tasks.

Each task creates a different export file with info that users define. Click on Tools -> Export Events Automatically to

launch the window.
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@ Export Tool for Transaction W=

i Senice Task  Window |
> O ° 3 " [@ |

Mame Enable Runnable Ewxecuted Status Last Export Met Expart

e Name: Exporting task name.

e Enable: Tasks is saved and enabled, running or scheduled to be running.
e Runnable: Task was already executed in the past.

e Executed: A task already performed.

e Status: Status of the task.

e Last Export: When was the last time the task was performing exporting.

Next Export: When is the next time the task will perform exporting.
New Task

When clicking the New Task button, the window will be displayed.

i _ _ i i
BeonDaewizad i o
¢ “Welcome to use

Export Data \Wizard

Biy this wizard, you can

Create task

The frequencs of task

<BackE) | [ Medt> ][ cancel ]I

& i ——

Click Next. The window will be displayed.
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-

- - ™
Export Data Wizard “‘ - S

¢ Export Tvne

Selectthe type of data vou want to expaont

Ll |

Export Data Type

(@) Card Events
( ::‘ Fersonnel Card Information

() Heanheat Test Data I

[ < Back(B) H Next > ]l Cancel ]

Select the data type you wish to export and click Next. Select the Personnel you wish to export and click Next.

-
Export Data Wizard E
|‘/v? Select Personnel

Select the personnel you want to export

Department | Select All ][ Irwvert Selection
a [V] Al Departments [ Shawn Geman
7] Enginesrin [7] Tamara Higgins
: gneenng ["] Octavia Colantonio
4 =ad Office [7] Oetavio Fobe
Administration "] Greg Hyzak

Custarmer Service Departrer [] Diana Smalli
inancial Department o

Human Resource Departmer,

M anufacturing

Marketing Department

R&D Department

Sales Department

Testing Department

ech Support Department

izitar

[7] Tara Conti

archouse
.[¥] Shipping

“ 1 r

[ < Back(B] ” Mest > ][ Cancel

[ — — — p

Select the Departments, Sub Departments, Time Period, Doors, Record Type to export all relevant records and click

Next. The window will be displayed.
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-
Export Data Wizard

u Cards Events Filter

Select the items for filtering

Record Type

@ Al

irst Card Event

0 Firgt Card Event/Last Card Event
() Last Card Event

&l
E
=]
o
a
@

In A Ot

@ Does not distinguish In/0ut
() Odd Door as In, Even Door as Out

() Ewen Door as In, Odd Door as Out

=

All Events

Entry door 1[037)
E =it door 1[031]
Entry door 2(0371)
E wit door 2[037)
Entry door 3[031)
E wit dioor 2[037)
Entry door 4[0371]
E wit door 4[031]
Droor 1(007]
Droor 2[007)
Olukpeat 1[0071]
Olukput 2(0071)
Olutpt 3(0071)
Olutpet 4[007)
Outpet 50071

- [] Door Dpened by kaster PIM
Irvealid Waster PIM

Croor Dpened by Card + PIM

Entryp Uzing Duresz Code

Irvealid PIM

Ireealid Card

Irvvalid Droor Tirme

Irvvalid Area

Card Opened by Handicap Card
Card Opened by b anagertd aster Card
Irvvalid Area For Manager Card

W alid Card

Mo PIM

Ireealid PIM, Enter Safety Protection

| »

m

Spstem Temp Marrnal Unusual

< Back[B] ] [ Mest = ] [ Cancel

Select the Fields to be exported (or all fields). For each selected Field the format can be set according to user’s

needs.

r

-
Export Data Wizard

- 3 )

u Select Fields

Selectthese fields you need export

Choice Fields

Selected DisplaylLabel:

Auto 1D

Time

Line ID
Controller 1D
Controller Name
Daor D

Door Mame
Card Sector
Card Cffzet
Card No.Decl
Card No.fHex)
Personnel ID
Persannel Code
First Name

Last Name
Gender
Denartment (D
Denartment Code
Denartment
Position

1D Mumber
Birthdaw
harital Status
Birth Flace
MNationality

Time

First Mame
Last Name
Event Mame

»

Display Format:

Chars: I
0

m

03

Symbol

Char or Space

= (e]

< Back(B) ] [ Mewt » ] [ Cancel
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[ T WA e o
Export Data Wizard g ﬂ

q File tvpe

Please select the format for exporting file

(=

[#] The Title will b the 1stline

Path of exporting file(F):
ChlUsers\Dwr StockiOesktap D

File format for exporting

Microsaft Excel (*xds) v]

File name

k) [] Qvenwrite currentfile. otherwise will add inta this file

Exporting file full name
CilJsers\Dyvr StockiDeskaph1 7112011 xs

The exportfile Name and Folder can include %AppDirss, *0ataTime?, %Date®, % Time these
wariahle

| <Back@ |[ New> || Concel |

Check the Title will be the 1° line if you would like the fields name to be the first line in the file before the events.
Enter the folder path and select the file format (MS-Excel, TXT, RTF, HTML etc.). Select the separator to separate
between the different fields which were selected in Figure 11-5. Enter the File name and click Next. The window in

Figure 11-6 will be opened.

r - - = o
Export Data Wizard ﬂ

q Excute Save

Excute the export task immedently, select save task or not

=

[V] Excute immediatel, Date Time (valid for Execute Immediately only)
From 171172011~ To 17112011 ~
From 00:00:00 T To 235359 = l
[ Save task will excuts it later |
Save
Task Name Enable
Frequency Daily
2eEly Every ! =) day
Weekly
Manthly
Frequency per day M
(@) One time on 00:00:00
Period 1 = | B 000000 = gng 235959 |
f Reep time
Begin Date: o - End Date 17ateme - (@) Mo end Date

| <gak@ |[ ok || cancel |

When you click on OK the following window for task successfully created will be displayed.

ExportData 1.0 ﬂ

'0 Succeed for export file!

User can decide if the task should run immediately or be scheduled for later. Set the Task Name and Enable it. Set
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the Frequency to be Daily/Weekly/Monthly. Set the Daily Frequency to be one time or periodically (as frequent as
every minute). Keep Time will set if we limit the period of exporting to certain dates or infinite. Click OK and the

window will be displayed.

2 Export Tool for Transaction H E‘E‘g

i Service Task Window
e o) ) 28 @

Name Enable  Runnable Exscuted Status Last Export MNext Export

Delete Task
Delete the selected task.

Edit Task
Allows the user to edit the task details, as in Section 11.3.1.
8.4 Capture Tool

WatchNET Access Software allows taking pictures of Personnel or Visitors using a web camera or Digital camera. Click
on Tools-> Capture Tool to launch the window in Figure 11-34. User can take photos which will be stored in the Photo
folder inside the folder of WATCHNET ACCESS INTEGRATED SECURITY SYSTEMS. User can also setup the camera and
adjust its parameters.

Before you can use this feature, make sure that the camera is connected to the PC and camera driver is already

installed and operating.

r ~
Camera  — (S

[ v] [ Setup ] [ Capture ] [ Close ]

Click the Capture button to capturing the image and click Close.
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8.5 Card Printer
Card Printer option allows you to print badges for the card; user can create their own template to print.

Note: Printer must be installed first before running this feature

2y Card Printer - [Untitled 1] ! o X |
2y Fle Edt Took Window Hep Language -8 xi

-~ New !-Eir!»—r”—

Template Tools

Template Name || [ gemmmmmmmmeea e e

8.6 Run as Task Scheduler once Windows start

Input username and password for the windows so that software will start when the computer reboots.

Fun as a Task Scheduler once Windows start =

Fun az a Task Scheduler once Windaows start
(®) Create a T ask Scheduler ance Windaws start

Flease enter the Windows uzer name and password for run task scheduler:

[Jzer Marme: | Patar |
Pazsword: |l| |
() Delete
| Clse
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Chapter 9 Window
9.1 Save Desktop

You can save your desktop layout as a template through this command.

WatchMNET Access Inf

iManagement Setup  Monitor Report  Maintenance  Tools Eindnwitlelp Language

L Access Control
4 W &

: . ) Demo Photo Viewer
i Controller Configuration  Door  Fingerprint Reader | Departmer

I

D
| Map Page - Site Map->Building Map->Floor b ap-:Demo Map 2 Eme
T T T T Integration
Q Save Desktop...
Delete Desktop...

Lock 4(001)

l Screen Style 4

9.2 Delete Desktop

You can also delete unwanted desktop layout by clicking on the appropriate one and clicking on OK.

Delete Saved DeslcbopA [

Access Control

D emo Fhoto Yiewer
Demo

Integration

[ Ok ] [ Cancel

9.3 Screen Style

WatchNET Access Software provides you with an option to view the Window in the following styles: Standard Style,

NET Style, Office Style, and XP Style.

Window i Help Language

HAccess Control

Demo

- Integraticn

Sawve Desktop...

Delete Desktop... e | ]
=
| Screen Style » Standard Style
m MNET Style
A !7 ~ | Office Style
e XP Style

- 'k.} Faoe

‘{ i b Show Caption

— =
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If you need to see captions on all the Icons then you can check the Show Caption option.

Chapter 10 Help

10.1 Help

Clicking on Help will launch the WatchNET Access Control Software Manual.
10.2 Home Page

Launches the WatchNET Access Control Website.

10.3 On-line Update

Coming soon

10.4 License Information

Will display the information of the Registration Information of this WatchNET Access Software.

License Information

] Y

. WatehNET
¥: ACCESS

Integre

Standard Yersion
Server Computer WATCHNETACCESS
Database Type MS Access, M5 50L

Clients PCs 5
Supports Export Module Yes
Supports Card Printer Yes
Supports Simple Parking Yes

Time Attendance Clients [}

Guard Tour Clients

Carteen Clients

Meeting Clients

z

Doars

Lift Controllers
Fingerprint Readers
Face Devices

DWR Channels
Intrusion Zones 5
Cards 30500

@D o oma g oo

4

Serial Mumber 167C0007A1CCO100
Legal User Alamboss Demo 10-27-2017_12-30-2017

10.5 Upgrade License

It is important to Re-Register the end user so the Legal User will display at the bottom of the main window. Accurate
and updated Legal User is needed for verifying that the WATCHNET ACCESS INTEGRATED SECURITY SYSTEMS is

genuine and a legal copy.

I @ Ea!dEvenlsm Confiole Opsrain Events gl Cliens ! At B

TCPListen: True Desktop Reader, Disabled  User: Administrator — Legal User Octavio demo dongle

It is also needed for upgrading the WatchNET Access Software license. The user can upgrade the software license to
control more doors, more clients PCs, have additional modules like CCTV, Intrusion etc. For upgrading the WatchNET

Access Software license the user needs to provide WatchNET Access information such as the USB dongle serial
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number and the Legal User name as seen in Help -> Registration Information.
In the case above Serial Number is 00000005 and the Legal User is WATCHNET ACCESS. WatchNET Access will provide
a Registration Code in a TXT format. Click Help -> Re-Register and search for the file client.txt that’s provided by

WatchNET Access (Figure 13-3). Clicking OK will upgrade the WatchNET Access Software license to the needed license
while keeping the existing USB Dongle.

iUpgrade License X

WatchNET Access License Agreement A

1. Granting of the License "C WatchNET Inc. grants to you the right to
use one copy of the enclosed WatchNET Access program, (the
Software), on a single terminal connected to a single computer (i.e. CPU).
You may make one copy of the Software for back-up purposes for use on
your own computer. You must reproduce and include the copyright notice
on the back-up copy. You may not network the Software or use it on
more than a single computer or computer terminal at any time, unless a
license is purchased for each computer or terminal on the network that
will use the Software. You may transfer this Software from one computer
to another, provided that the Software is used on only one computer at a
time. You may not rent or lease the Software, but you may transfer the

Software and accompanying written material and this license to another Loy

License Information

Registration File

[ | &

Dongle SN: 167C0007A1CC0100 | Concel

10.6 About

About window lists the software details such as the Version number and the last build time plus WATCHNET ACCESS
contact details.

About

). WatchNET

a{fag ACCESS

WatchMET Access 1.0 [MoCardList]
@ Dongle Yersion: 4 Bytes
Wersion: W1.215.0  Last Build Time: BAS2022 4:35:18 AM

Copyright® 1358-2016, W atchMET Access
Address: 351 Ferrier Street, Unit 5, Markham, Ontario L3R 522,

Canada
E-Mail: ifo@Ewatchhetaccess com
Wieh: hittpe A A watchnetaccess con

Warning: The product iz protected by Intemational law

and can not be uzsed without authorizahon.
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