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Chapter 1

1.1 Prerequisites
Install the following software in order 1to 3 :

1. Install SQL Server 2005 Express or SQL Server 2008 Express. (see WatchNET Access Software
Manual)

2. Install WatchNET Access Integrated Security Systems Software 1.1.14 or Higher, (see
WatchNET Access Software Manual)

3. Install IIS (1IS Version XP: 11S5.1, win7: 11S6.0)

Note: Mobile App will not work with any WAC Software version lower then 1.1.14

WATCHNET Web Service allows 3rd party software or hardware to exchange data with WatchNET Access
Control software and app’s like smart phones and is compatable with either I0S or Android OS.

Chapter 2
2.1 Installing IS on Windows 7/Windows 10

l
To start to configure the IIS feature click on the Start button B,
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P8 /dobe Reader X

=75 BioPAZZ Time Attendance and Admin
2222 Access Management

OF Microsoft Outlook 2010 Rrgments
e

SQL Server Management Studio Pictures

Express

Music

L’% SQL Server Management Studio

Computer

Control Panel
!" Oracle VM VirtualBox

ﬁ Card Printer

j’ Getting Started

Devices and Printers
Default Programs

Help and Support

> AllPrograms

|Search programs

<« All Control Panel ltems » Programs and Features

Control Panel Home .
Uninstall or change a program
View installed updates
&) Turn Windows features on or
off
Organize =

Name

B8 Adobe Reader X1 (11.0.07)
43 Angry IP Scanner

o avG 2014

23 Dropbox

& DTC400 Card Printer

¥ DTC400e Card Printer

& DTC4500e Card Printer

§5Easy Tune 6 B12.0328.1

& Fargo Diagnostics Utility

G Google Toolbar for Intemet Explorer

ll @) iMesh

4 Intel® HD Graphics Driver

4 Intel® Management Engine Components

[ [ Intel® Trusted Connect Service Client
4T

571 Atheres Communications Inc.(R) ARLFamily Gigabit...

[ BioPAZZ Time Attendance and Access Management

To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

Publisher
Adobe Systems Incorporated
Angry IP Scanner

Atheros Communications Inc.
AVG Technologies

Drophbox, Inc.
Fargo Electranics, Inc
HID Global

HID Global
GIGABYTE

Fargo Electronics
Google Inc.

iMesh Inc

Intel Corporation
Intel Corporation
Intel Corporation

T

Dbt
|

'é I‘J 66 programs installed

= Currently installed programs Total size: 2.32 GB

= @

Installed ' =
5/15/201¢
9/18/201% =
8/28/201%
5/21/201¢
4/16/201¢
5/28/201¢
1/2/2014
5/12/201¢
3/7/2014
8/28/201:
1/2/2014
3/26/201¢
9/9/2013
8/28/201:
8/28/201:
8/28/201:

1nama T
+

WatchNET Access Integrated Security Management Software

WAC Mobile App Manual

In the Programs and Features window click on Turn Windows features on or off.

r -
Windows Features LEIM

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@

= W Games

. Indexing Service

. Internet Explorer 11

. Internet Information Services

. Internet Information Services Hostable Web Core
. Media Features

. Microsoft NET Framework 3.5.1

. Microsoft Message Queue (MSMQ) Server

. Print and Document Services

. Remote Differential Compression
. RIP Listener
Services for NES

N0SE0ESOEE0

-

m

' [ ok ][ cancel

.

Check Internet Information Services.
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Windows Features E@g

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@

= [H | Internet Information Services
= . FTP Server

| FTP Exte| Internet Information Services provides support for
FTP Serv| 2long with support for ASP.NET web sites, dynami
. ASP and CGl, and local and remote management.

=2 . Web Manag
= . I56 Management Compatibility

. 5 6 Management Console

. IS 6 Scripting Tools

. IS5 6 WMI Compatibility

. I5 Management Console
. TI5 Management Scripts and Tools

. TS Management Service
= [E] |, World Wide Web Services

= [H |, Application Development Features

. WMET Extensibility
. ASP
. ASP.MET
. CGI
. ISAPI Extensions
. ISAPI Filters
. Server-Side Includes
. Commaon HTTP Features
. Default Document
. Directory Browsing
. HTTP Errars
. HTTP Redirection
. Static Content
. WebDAV Publishing
= [E || Health and Diagnostics
. Customn Logging

. HTTP Logging
P m | »

oROoE

]

. IS Metabase and IIS 6 configuration compatibility

1

Windows Features lﬂl@lﬂ

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

@

=] | Health and Diagnostics

. Custom Logging

. HTTP Logging

. Legging Tools

., ODBC Logging

. Request Monitor

, Tracing

=] . Performance Features

0 /marmic Content Compression
. Static Content Compression
. Security

. Basic Authentication

OEOEEO

=i

. Client Certificate Mapping Authentication
. Digest Authentication
, 115 Client Certificate Mapping Authentication
J IP Security
. Request Filtering
. URL Authorization
. Windows Authentication
[ | Internet Information Services Hostable Web Core

4 m | »

m

Make sure that all the above options are ckecked and click OK.
Note: Same option should be enabled for windows 10 IIS settings.
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Microsoft Windows

Please wait while Windows makes changes to
features. This might take several minutes.

Cancel

[1S will know be installed.
To check to see if IIS has been installed right click on Computer and select Manage.

P .
Open
Device Manager

Manage

Map network drive...

Disconnect network drive...

Create shortcut

Delete
Rename
Properties
T R =

File Action View Help
e 26|

& Computer Management (Local| name Type) Description Actions

E] %“Tmﬁﬂh“d ‘ W Intemet Information .. Services and Applications &
» (@) Task Scheduler )
! [ vt viower  Services Starts, stops, and config... More Actions ,
< WM Control Extension Snap-in Configures and controls...
» ) Shared Folders .
1 5QL Server Configuret... SQL Server C SQL Server €

» & Local Users and Groups
» (&) Performance
5 Device Manager
4 &5 Storage
i Disk Management
4 Services and Applications
W) Internet Information Se|
% Services
5 WMI Control
» (8 SQL Server Configuratic

Click on Service and Application and if 1IS was installed properly you will see Internet Information
Services.
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Chapter 3
3.1 Installing Watchnet Web Service

Go to Software installation folder from the CD “WatchNET Access Software CD - Aug 2018\WatchNET
Access Software Installation\WA Web Service” and run the “setup.exe”

L) setup 2018-11-27 1003 .., Spplication 456 KB
‘ﬁ'_:jj-l WatchMetWeb 2008-11-2710:03 .. Windows Installer .., 5,72 KR

Click Accept to continue.

L) WatchMetieb Setup =

Fuor the following components:

-NET Framework 3.5

Please read the following license agreement. Press the page down key to see the rest
of the agreement

MICROSOFT ¥ i3 migFHrmE&K

MICROSOFT .NET FRAMEWORK 3.5
FOR MICROSOFT WINDOWS
OPERATING SYSTEM

hicrnen F Corneration {56 Microeoft Cornor ation 7TARERITHARZE Y
@ View EULA for printing

Do you accept the terms of the pending License Agreement?

IF you choose Don't Accept, install will close. To install you must accept this

agreement.

Click the Next button to begin installing the software.

1 WatchMetiveb = | — ¥
Welcome to the WatchNetwWeb Setup Wizard

The inztaller will guide pou through the steps required to install ‘W atchMetA'eb on pour computer.

WARMNIMG: This computer program 1z pratected by copyright law and international reaties.
[Jnautharized duplication or distribution of this program, ar any partion of it, may result in zevere civil
or criminal penalties. and will be prosecuted to the masimum extent possible under the law.

Cancel < Back
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Input the Server name(sample server name is ” WATCHNETACCESS\SQLEXPRESS”)
i watchMNetiveb = — X

Link DataBase

SEMVET

|
dhr
IWatchnetAccess

LIZEl

Isa

pid

Iwatchnet

Cancel < Back

Note: you can retrive the Server Name from the SQL Server Management Studio.
To launch the SQL Server Management Studio click on the Start button then All Programs -> Microsoft
SQL Server 2008 -> Microsoft SQL Server Management Studio Express.

!Q Connect to Server 4

Microsoft*

Z SQL Server2008r2

Server type: [ atabaze Engine e
Server name: [i/&T CHNE TACCES 5\SOLEXPRESS
Authentication: Windows Authentication w
zer name: WATCHMETACCES S Ymaruel
Paszword:

Remember paszwaord

Cancel Help Optiong >>

Copy the Server name.
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Paste the Server name in the server: text box and click the Next button to continue with the installation.

15 watchMetiveb

Link DataBase

SEIVEL

[WATCHNE TACCE S5\SALEXPRESS —

dhx
IWatchnetAccess

LIZEN

Isa

pwd

Iwatchnet

Cancel < Back

Next enter the IP Address of the PC server and click on the Next button.

15 WatchMetiveb i

Web Site

IF:

192.168.10.19

Port;
|m?n

Cancel < Back

Note: default Port settiing is 7070, user can define it’s own port if needed.
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Click Next to continue.

ﬁ Wiatchneteb i — x
iy
=

Select Installation Address

The inztaller will install WWatchnetweb ta the following web location.

To install to this web location, click "Mext". To inztall bo a different web lacation, enter it belaw.
Site:
Default *Web Site w Digk Cost...

Wirkual directony:
W atchnetweb

Application Poal:
DefaulttppPool w

Cancel < Back

Click Next to start installation.

1 WatchMetureb

Confirm Installation

The inztaller iz ready to install 'WatchMebw'eb on your computer.

Click "MNext" to start the installation,

Cancel < Back
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Click Test Database Link to test database link.

o DataBase Operation

‘ Test Database Link Execute Sql

e o x

Setup the website now, please wait a mament
SourcewATCHMETACCESSNSOLEXPRESS,
USEl Name:sa,

paszword: watchnet,

Wwiebsite IP1192.168.10.19,

\wiebsite port 7070,

SUCCESE, CONtinue.
Pleaze press the Execute sql script button on top left.

Website installation path: C:\inetpubwwwroot s atchN efisdebh

Press the 'Te_st DataB aze Link' buttan an top left if ink the database is

Note: make sure the port is correct befrore testing the database link.

WAC Mobile App Manual

Message window should pop up saying database test is succeded, click ok to continue

The link database test is succeed! Please press the Execute Sql button,

%

Now Click Execute Sql to continue

o=l DataBase Operation

Test DataBase Link Execute Sql

=l o x

Setup the website now, please wait a moment...
Source’wWATCHMETACCESSYSALEXPRESS,
UsEr name: sa,

pazsword:watchnet,

‘wiebsite IP:192.168.10.27,

website port: 7070,

‘wiebsite port set,stiServerBindings value:: 8080;
‘wiebsite port set,01dPort value:: 8050
‘wiebsite port set: 1921681027 7070:
Website port set sucessfull 192 168.10.27. 7070

SUCCEEs, continue.
Fleaze press the Execute sql script button on top left,

wWiebsite inztallation path:C:hinetpubhwswrootiis atchME Twieb'

Prezz the 'Test DataBaze Link' button on top leftif link the databaze is
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Another window will pop up, click ok to continue

Please wait a while for executing SOL Service, This may take sewveral minutes!

bed

Click OK to continue.

s

The Qperation is finish, please press the Close buttons

Click Close to continue the installation.

a5 DataBase Operation == O X

Setup the website now, please wait a moment...
Source’wWATCHNETACCESSWSALEXPRESS,

USEr name:sa,

pazsword:watchnet,

‘wiebsite [P:192.168.10.19,

website port: 7070,

wiebsite installation path:C:\inetpubhwwnwrootihw atchi etfw/eb’,

Prezz the 'Test DataB aze Link' button on top leftif link the database iz

SUCCeEs, continug.

Fleaze press the Execute 2ql zoript button on top left.

Start execute sql scriptplease wait a moment. ...

Execute sql script file address: -SWATCHNETACCESSASOLEXPRESS -Usa -Pwatchnet
-dCreateDB -iC:\inetpubtunmaraotibs’ atchM efw/ebhResourcetdb. sql

Execute sql script is finizh,

The Operation is finish, pleaze press the Cloze button.

Click the Close button to exit the installation.

Test DataBaze Link Cloze _

1 WatchNetieb il —

Installation Complete

‘watchMetweb has been successfully installed.

Click "Close" ta exit.

Fleaze use Windows Update to check for any critical updates to the MET Framewark.

Cancel < Back |
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Chapter 4
Configuring Web Service
For windows 7 and 10 go to start menu and type on the search bar IIS and open Internet
Information Services (lIS) Manager
Internet Information Services (11S)

* Manager
Desktop app

Note: you should now see the WatchNETWeb folder in the Default Web Site

folder if the Web Services were installed correctly.
Select Default Web Site and click Basic Settings.

S Internet Information Seruices (15 Manoger I X | % Acionsv | v OvVew~ " AudioVideo v | [E Filetransfer ¥ #¥ Extras ¥ =

o @ » WMWNIOPLY » Sites » Default\Web Site » \ stla £ 7 ol
\ o2

File  View Help

Connections

B @ Default web Site Home
R ANIPLY OUATG NETACSESSyranue) it <3 80 = G Showal | Group iyt Ares - B
] Sites ASP.NET .
) < 3 ¢ @ e B © & &R B B F B &
v (P Wal NET R ET Erre MET NET Profile  NETRoles  MET Trust  METUsers Application Connection Machine Key Pagesand  Provid
Authorizat,, Compilation  Pages  Globalization Levels Sattings Strings Cantrols
&
ns -
&£ oo I T L " 5 o
o g g e B E @& <« aFf & W = M
Authentic.. Authorizat,, Compression  Default Directory  ErrorPages  Handler HTTR IP Addrazs  ISAP| Filters  Logging  MIME Types  Modules
Rules Documen t Browsing Mappings  Respon.. and Dama..
= & 8
Caching Filtering
—— .
I
Canfigurst... Web
(=11 Features iew |5 Contant View
Click Connect as... , select specific user and then click Set..
Edit Site 7 X Connect fs 7 x
Site name:

Bpplication peal;

Path credentials:
| |Defau\tAppPoo\

Select..,

@ Specific user:

] |Administrator Set..
WeBystemDriveSChinetpubvmeiroot
Connect as 'Adrninistratar’ O Application user (pass-through authentication)

Physical path:

Connect as... Test Settings..
Set Credentials ? *
User name:

|Administrat0r |

Passward:

Confirm password:
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After entering click “Test Settings...” to verify the username and password is correct, it should show that
credential is valid.

Test Connection

Results:

Setting

ntication

U User narne (Adrinistrator)
@ Authorization

Path is accessible (Cinetpublnsenroot),

Details:

The specified user credentials are walid,

bdare inforrnation shout configuring and diagrosing UNC connections

Close

Note: It is mandatory for the Server PC to have a windows login username and password

Next we need to check that the IP Address and Ports are configured correctly. Click on the Bindings
located above the Basic Settings, check and make sure it is the correct IP and Ports.

Site Bindings ? *
Type Host Marme Part IP Address Binding Infarma.., Add..,
070 192,168.10.19 ;
Edit...
Rernowve
Browse
Close
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Now, select “WatchNETWeb” and click “Basic Settings...” on the right Actions Tab and input the

windows login again as you did on the Default Web Site.

85 Intemet Information Serices (IS Manager % % oaconsv v ©viewv "yaudovideov  [E Filetransfer v ¥ Extras v = E
© |3 » WMWNIOPLY » Sites » DefaultWeb Site » WatchnetWeb » \ & €
Pl
File View Help
Connections Q e —— Actions
atchnetweb Home
L] 15, A B Explore
= _
53 WANWNTOPLY (WATCHNETACCESTumanue) ten T @ Edit Perrizsians...
pplication Pools BT
ites ASP.NET g
v @ Default Web Site = 4 e\ e ) ;l‘? = , Wiew Virtual Dire cto)
: =0 ) 12N 4 = =
1 aspnet_client i Z L d Fl A é?;’ t*’) L - ‘%?3 Manage Application :
WatchnetWeb NET HET METEmor  NET  NETProfile METRoles METTrust NETUsers Application Connection Machine Key Pagesand  Providers -
2.7 bin Authorizat.. Compilation Pages  Globalization Levels Settings Strings Contrals Browse Application
= Resource Browse 192,166,10,19:7070
= @ (http)
7 WebSenvice
Session State SMTP E-mmail Advanced Setting; (RSN
o Install Application From
& Gallery
" _ 7 - - _ ; @ Hep
d J 9 o B @ a4 o B = M
Suthentic., Authorizat. Compression  Default  Directory  EnorPages  Handler HTTP  PAddress  logging  MIMETypes  Modules  Output
Ules Document  Browsing Wappings  Respon.. and Doma. Caching
=
o=
Request  SSL Settings
Filtering
Management
Configurat.
Editor
[ Features View | % Content View
Ready [
Edit Site ? * Caonnect s ? x
Site narme: Application pool: .
Path credentials:
| [pefauttapppaci Select..
® Specific user
a2 ot |Administrator Set...
%Syste mDrive%tinetpublwroot
e o ey (O Application user (pass-through authentication)
Connect as... Test Settings...
Ok Cancel
Set Credentials ? *
User name:
|Administrat0r |
Passward:
|............. | <
Confirm password:
|.............| |

Click Test Settings and make sure that the credential is valid and should display a windows like this

image below.
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Test Connection 7 X
Results:
Test Setting
@ Authorization Path is accessible (ChinetpubiwewrootyiatchNETY eb),
Dretails:
The specified user credentials are valid,
More information about configuring and diagnosing UMC connections
Close

We now have to set the Database information for the Web Service.

WatchNET Access Integrated Security Management Software

WAC Mobile App Manual

To set the Database information we need to enter the information in the Web.config file.

Right click on the WatchNETWeb folder and click Explorer to open the folder location.

v‘;{r Watc}-;IET‘lm’ L. | | h.ll:: r
o B hil Explare
y [ Re Edit Perrmissions..,
W] g -
= Add &pplication..,
& watchMEe = PRilcation
wo Add Virual Directory..,
Manage Application 3
a3 Refresh
K PRernove
(2 Switch to Content Wiew

Next, right click the Web.config file and edit the file using notepad.

Name Date modified Type
bin 27/06/2014 2:26 PM  File folder
/ Resource 2 4 2:26 PM  File folder
. WebService 014 2:26 PM  File folder
2 default /2014 2:32PM  HTML Document
4] Global 013 3:44 PM ASP.NET Server A.

%] IntegrationWebServicelnstaller.dll 014 417 PM  Application extens...

|| IntegrationWebServicelnstallerInstallState 2 014 3:16 PM  INSTALLSTATE File

|%| Interop.MSDASC.dll 08/11/2013 2:00 PM  Application extens...
i logdnet 07/01/2014 9:14 AM XML Configuratio...
% logdnet.dil )7/01/2014 9:14 AM  Application extens...

i Web - 26/03/2014 417 PM XML Configuratio...

1KB
1KB
20 KB
2KB
14 KB
2KB
264 KB
2KB

We need to modfiy the Server and the IP address value into the correct information.
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el o x

j Wieb - Notepad

File Edit Format ‘Wiew Help
k?xml wersion="1.8"2>
<confilguration>
<appSettings>
<add key="Connecttring” value=“ser“ver“ database=Watchnetfccessjuser ld=sa;pwd=watchnet;Connect
o

Timeout=38;Pooling=true;Max Pool ekt >
<add key="IPAddress" value=' 192.168.2.5]/—
<add key="Port" walue="47116"/>
<! --Domain Mame and Port--»
<add key="DomainName" walue="park.keyking.net:8e"/>
¢l--Tnwalid MDS walue,®:do not walid; l:walid--»>
<add key="Is¥YalldateMD5" walue="8"/>
¢l --Administrator GroupName-->
<add key="5SuperUserName" walue="Administrators"/>
¢! --For BlueTooth send msg{Tencent)--»
¢l --appid--»
cadd key="APPID" walue="140@135686" />
<l --appkey-->
cadd key="APPKey" walue="e91f97168a726b38f 25 f46dF95d3F826" />
¢! --modelid-->»
cadd key="ModelID" walue="19265E"/>
¢l--sign--»
<add key="5ign" walue="KeyKing"/>
<l --Alipay NFC Phone APPID-->
cadd key="APPID_Alipay™ walue="2018163161935c04" />
<l --Alipay(PID)-->
cadd key="PID Alipay" walue="2838521895562425" />

Edit the following lines:

1) value="server=192.168.2.5; to value="server=(Server name with \SQLEXPRESS)
2) key="IPAddress” value=192.168.2.5 to key="IPAddress” value=(IP Address of Server PC)
See the sample image below.

| Web - Notepad l@ J— O *

File Edit Format ‘iew Help
<yml wersion="1.&"2> ~
<configuration>
<appSettings>

<add key="ConnectString" walue="serwver=WATCHNET SSNSQLEXPRESS ; database=WatchnetAccessjuser
id=sa;pwd=watchnet;Connect Timeout=30;Poollpasbeuallie ool et zaslEtia / >

<add key="IPAddress" walue="192.168.1@.Q19"/>

<add key="Port"™ walue="4711cc

<1--Domatn Name and Port——)b F
<add key="DomalnName" walue="park.keyking.net:8a"/>

¢l--Tnwalld MDS walue,@:do not walld; l:walid--»>
<add key="IsVWalidateMD5" walue="&"/>

<l --Administrator GroupMame-->

<add key="SuperUserName" walue="Administrators"/>
¢! --For BlueTooth send msg{Tencent)--»

¢l --appid--»

<add key="8PPID" walue="1408135686"/>

<l --appkey-->

<add key="APFKey" walue="eS1f9716@a726b3Ef95f46df3543FE26" />
<! --modelid--»

<add key="ModelID" walue="19265"/>

¢l--sign--»

<add key="5ign"™ walue="KeyKing"/>

¢l--Alipay NFC Phone APPID-->

<add key="8PFID Alipay" walue="28158183161935684" />
<l --Blipay(PID)--3»

cadd key="PID Alipay" walue="2838521@95562425" />

Go to File and click on Save.

Note: If windows is not allowing you to modify the file then you need to give full rights to
WatchnetWeb Folder
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WatchNET

ACCESS

Chapter 5
Install and login to the Mobile App

WatchNET Access Integrated Security Management Software

WAC Mobile App Manual

Download and Install the Mobile App, the app can be downloaded from Playstore for android and

Appstore for I0S called AccessMaster
Android (Playstore)

‘Wa Access Master
Q Videon
Unrated

©  This app may not be optimized for your device

Apps for Access Control

o
READ MORE

10S (App Store)
il Bell ¥ 4:01PM @ v % 95% m.
{ search

AccessMaster
ey €2 &

4+

What's New Version History
orsion 2.01 moago

1Updated to fully compatible with 10S11.
2.Add regional personnel statistics.
3.Add shortcut open door with enable or disable fur more

Preview

> a7

Lastest 20 card even
17-11-06 11:25:10 Do

| 171108112501 Do

17-11-06 11:24:05 Do

17:11-06 11:21:22 Do

LA A

Search

After installing launch the Access Master App.

~ Save Password ~ Auto Login

Wt INET

Set WebServer

Click on the Set WebServer to enter the Webserver setup page.
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watch NET WatchNET Access Integrated Security Management Software
ACCESS WAC Mobile App Manual

2 NI AL 11:53AM

Webserver Setup

Please enter webserver IP:

70.25.52.54 .

Port:

7070 Test Connection

Advanced

Suffix:

1 «
| /watchnetweb/WebService/AccessW! ]-

Save Back

Enter the Webserver IP address and the Port number

Note: Port forwarding needs to be done on router before you can connect remotely with the public ip
address.

Then click on the Advance button to view the Suffix path.

By default the Suffix path would be “/WebService/AccessWS.asmx” only, so you would need to add
“/Watchnetweb” in front of it so it should be like this : “/Watchnetweb/WebService/AccessWS.asmx”
Next click on the Test Connection button.

If connection was successful then click on the Save button and the Back button to bring you back to the
Log In screen.
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Administrator

~ Save Password ~ Auto Login

\WatclhiNET

Set WebServer

Enter the User Name and Password and then click on the Log In button.

Note: You can use the default Administrator account or user can create additional account for login, to
configure account please refer to full manual.
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