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WatchNET Access Integrated Security Management Software

Configuring Anti - Passback
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Revision History

Revision Date Author Description of Changes

1.0 04/11/2018 | Peter Punzalan Created Manual

The main purpose of an anti-passback feature is to prevent a card holder from passing their card to the
person behind them that does not have a card to enter the specific door or gate, a best scenario would

be car parking lot.

There is a total of 31 Area to used or rename, to rename area names go to Setup — Area Name
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8 dvead
10 Area 10
1 Avea 1l
12 Area 12
13 drea13
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24 Arma 2t
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Each Reader/Door will have entry and exit area, select the door and select the proper entry and exit

area for each door, on this scenario we will use a WAC-4DS8T Controller that has In and Out reader.

gDDor Configuratis
4 j‘] WATCHNET-PETER Parameters | Door Status Schedule I Door Access Schedule I Personnel Access Level | Ewent Driver I Channel Mappingl
o -#% TCPIP 19216810104 Door P. A Readsr P. \
4[] WAC4DETController(4 Doors oorrarsmeters eader FaamEtes
W MainEntiy In Door Code LED Polarity Cathode -
tdain Eniry Cut Door Name Main Entry In Buzzer Contral
Conference Room In
Conference Foom Out Door Type IN/OUT Reader Buzer Alarm /| Door Opened Too Lot
Office B | [¥ Door Farced Open
\ce fioom In Dioor Sensor Mormally Open = 1 % lid Card
Office Room Out .
| gact gnm IDH : Sengor Snti-shake(MS) 20 Reading Delay(S) 0 %
it Button Marmally Dpen Keypad Delapls) 5 %
Lock Open Time(S] 5 %
Handicap Time (5 100 =] Anti PagsB ack
Lok Maritor Time(5] a0 = 1ea Enablz
Fead Card Made Single Caid v Bt hrea _
Wl Card 2 = Enty Area
PIN Required
Duress PIN oooo #
Super FIN * 00000000 #
Arm Code Lock Dpened + *§ 0000 #
Disarm Code Lock Dpened + *# 0000 #
Armed Flow Control Arm Linkage 1

Page 2 of 3

351 Ferrier Street ® Markham, ON e L3R 5Z2
PHONE: 416-410-6865 TOLL FREE: 1-866-331-3341 e FAX: 905-752-0186
www.watchnetaccess.com / info@watchnetinc.com



o
a3

o
A

-

'§ N /W A%
kg"j’?‘ ACCESS

(g
D04

Next, go to Setup - Communication Configuration and select Communication tab.

Communication Configuration . J

| Server | Communication | Clock Adjustment I Desktop Reader & Card Number Formatl DR | Intrusion | Fingerprint I Face Recognition | Times Cantee| * | *
' Communication

Metwark Delay Time 200 = Milisaconds

Get ransactions one by one [RS5425 Bus)

[ Time duration betwesn swipes for the zame event 1

Oy

Get Companent Status with Component Events [During un-saved Component Events, don't check it]

[ Record communication log

Area will be changed by walid event [without senszor, PC should be anling). —

Ewvery day will change all personnel area to the specific area _ On 230000 = To Outside E‘
All the controllers share temp date and holiday.

[]wiatchMET écoess wil recognize éccess Level for invalid card [Server/Online recognize)
[7] Connect contraller by wWiak or Intermet f f

() Download Configuration for all contraller manually
I @ Download Configuration for all controller automatically N
| [] Using Card Change Lag

Metwork Controller Setup
Host IP Address key Metwork reconnect / restart lime
132.168.10.61 =] @ IP address for kewwords (for a fiked IP. LAN] Reconnect time [Sec) 16383
Liztenirg Part _ )

000 % () MAL address for kewwords [for dynamic IP 2 WAN] Restart time [Sec) 1073741823
[7] TCP dizconnect immediately after reconnect without exception handling Delay Time [M5] 30
Send UDP Reset Command when Metwark Controller iz disconnect

Az client connect to Contraller when Metwork, Controller iz disconnect

Wy WH|

[ Default M&) | [ 2Hous

Communication Mode
() Single thread @ Multi thread

() No new event, no communication between software and panels, High efficiency
@) Always send "Get Event” command to panel, High bandwidth consumption

i Send data to controller after ranzactions I
Timing Download Cortroller Parameters Confirmed by Centre
] Time 1 [ Time 2 [ Time 2 [ Time 4 [] Time 5 [ Time & Timeout[S)
i 00:00:00 2 000000 =2 000000 =2 000000 =2 Q0:00a0 =2 [IIRUIRIIE a0 % I
il [ QK ] [ Cancel ] [ Apply ]
b 3 - = - — — -

Check Area will be changed by valid event (without sensor, PC should be on line):

This option is checked if there are no door sensors and Anti-Pass Back (APB) function is used. The APB
function by default is changing the Personnel area based on a Valid Card event + Door Sensor Open
status. If the user checks this option then the area will change based on a Valid Card event only.

Every day will change all personnel are to the specific area:
This feature will place everybody in the selected area at the selected time. For the example above at
11:00 pm every night the system will place all employees in the Outside Area.

Note: If no door sensor is being used APB will only work if the server is online.
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